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To the Commission: 

On October 28, 2004, the Arizona Corporation Commission (“Commission”) issued a 
Procedural Order in the above-referenced docket establishing a written comment cycle, as well 
as a series of public meetings, to address its Proposed Rules regarding Customer Proprietary 
Network Information (“CPNI”). Those Proposed CPNI Rules were promulgated by Decision 
No. 67355 issued October 20, 2004, which ordered that a Notice of Proposed Rulemaking for 
proposed new rules A.A.C. R14-2-2102 through -2112 as they appeared in Exhibit A to the 
Decision (“Proposed Rules”) be forwarded to the Arizona Secretary of State. 
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In line with the requirements of the Procedural Order, Qwest Corporation, Qwest 
Communications Corporation, and Qwest LD Corporation (collectively herein “Qwest”) files 
these brief written comments regarding the Proposed Rules. These comments demonstrate that 
for the past three years, Qwest - as well as other telecommunications companies - have filed a 
series of comments regarding Arizona-specific CPNI rules. Those comments resoundingly argue 
against the promulgation of such rules on the grounds that: (1) they are unnecessary in light of 
the federal rules that apply to intrastate CPNI; (2) the Staff approach to regulating CPNI is 
unlawful under the federal constitution and likely to result in protracted litigation both in the 
courts and before the Federal Communications Commission (“FCC”); and (3) there is no bona 
fide costibenefit analysis that proves Arizona-specific CPNI rules would benefit Arizona 
subscribers. In fact the reverse is true since, under the Staffs various CPNI proposals, those 
subscribers would be burdened by state-specific costs that would have to be recovered from 
Arizona subscribers and would be deprived of truthful information about telecommunications 
products and services that could well improve their quality of life. 

The Proposed Rules sent to the Secretary of State as a result of Decision No. 67355 are 
the culmination of Staff Drafts that are replete with legal and evidentiary infirmities and Qwest 
opposes their adoption. As Decision No. 67355 narrates, at the Commission’s request, Staff 
opened a generic investigation and rulemaking regarding CPNI at the end of January 2002. In 
line with the Commission’s request, Staff issued a notice mid-February of that year requesting 
comment about the treatment of CPNI. It received both comments and reply comments from a 
variety of telecommunications carriers.’ This particular aspect of the proceeding resulted in 
Staffs recommending affirmative opt-in CPNI rules,* a regulatory position manifestly unlawful 
under the federal constitution and likely to be preempted by the FCC in the absence of a solid 
state record supporting such special CPNI treatment with respect to a specific state. Qwest filed 
comments with respect to the Staffs request for  comment^.^ Those comments are attached as 
Appendices 1 and 2, and are incorporated in their entirety through these comments. Qwest’s 
comments outline the required constitutional standard for the adoption of CPNI rules, as well as 
address the need for Arizona rules, the lack of harm to telecommunications subscribers in 
Arizona in the absence of Arizona-specific rules, and the public interest benefit of having CPNI 
rules that are nationwide and drive consistency in approach when telecommunications carriers 
deal with CPNI. 

Decision No. 67355,Iq 7-8. 

’Id.  at1 11. 

See Appendix 1 ,  Qwest Corporation’s Notice of Filing CPNI Comments, filed March 29, 2002; and 
Appendix 2, Qwest Corporation’s Notice of Filing Reply Comments Re: CPNI, filed April 29, 2002. It 
should be noted that the Decision refers only to Qwest’s reply comments. 
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Subsequent to the October, 2002 Staff report, in August of 2003, a federal district court in 
Washington state ruled that affirmative opt-in CPNI approval rules promulgated by the 
Washington Utilities and Trans ortation Commission were unconstitutional and violated 
carriers’ First Amendment rights. Some 8 months after that decision5 Staffs issued its First 
Draft of CPNI Rules (“Staff First seeking comment on three different approaches to 
potential CPNI regulation but highly littered with CPNI opt-in approval imperatives. Qwest, 
along with other telecommunications carriers operating in Arizona, filed comments on this Staff 
First Draft repeating the legal and policy arguments that were laid out in 2002 and that had not 
changed significantly. 

,P 

Ostensibly in response to comments received regarding Staff First Draft, Staff issued a 
Second Draft of CPNI Rules (“Staff Second Draft”) in August of 2004.7 Those proposed rules 
incorporated both opt-in and an opt-out approval processes that carriers could chose between. 
However, in the event a carrier chose an “opt-outyy approval process, the Staff Second Draft 
unlawfully encumbered that process with an opt-in verification process. Not surprisingly, 
carriers filing with respect to the Staff Second Draft remained opposed to the adoption of such 
rules and reiterated - for the third time - that Staffs approach to CPNI regulation failed to 
accord with constitutional principles and public interest benefit. Staffs approach unlawfully 
restricted speech between carriers and their customers. Moroever, its approach ignored the 
public policy benefits of allowing CPNI regulation to proceed pursuant to a single set of 
regulatory principles, albeit federal, as it had been doing for years and years with no apparent 
harm to Arizona telecommunications subscribers.8 

Despite all the thoughtful commentary filed with the Staff, Staff proceeded to 
recommend to the Commission Staffs Second Draft. Accordingly, Qwest herein attaches and 
incorporates by reference its comments to Staffs Second Draft. These comments are appended 
as Appendix 3. Qwest’s comments, as well as those of the other telecommunications carriers in 

Decision No. 67355 at 7 12 and note 7. 
Id. at 7 13, noting that it was 2 years after the Commission requested Staff to initiate an investigation 

and rulemaking - and some 6 years after the passage of the Telecommunications Act of 1996 (“1996 
Act”) - that the Staff issued its “First Draft of Proposed CPNI Rules.” 

Id. 

Id. at 7 14. 

Even if the Commission where to argue that there was no apparent need for Arizona-specific CPNI rules 
until January of 2002, soon after Qwest sent out a CPNI opt-out notice permissible under the federal 
rules, it has been almost three years since that action occurred. Qwest has publicly stated that it will not 
use CPNI pursuant to that mailing. Moreover, there is no evidence that Qwest has misused CPNI of 
Arizona customers during that time or that the Commission has been besieged by customer complaints 
that would evidence harm to telecommunications subscribers. 



FENNEMORE CRAIG 
Arizona Corporation Commission 
December 21,2004 
Page 4 

Arizona that filed on this matter, make clear that the Staffs Second Draft rules are not lawful 
and will foment continued contention and litigation in Arizona if they are adopted. 

Most importantly, however, adoption of the type of rules proposed by Staff would poorly 
serve the citizens of the state of Arizona. Not only would such rules burden those citizens with 
additional cost recovery obligations but the rules would operate to reduce Arizona subscribers’ 
ability to receive truthful - oftentimes very helpful - information about telecommunications 
products and services. The Staffs Second Draft rules create substantial barriers to an Arizona 
citizens right to know about cutting edge telecommunications products and technology that could 
improve their quality of life and their financial decision-making. The Second Draft rules 
completely ignore the fact that the First Amendment protects not only a carrier’s right to speak 
but an individual’s right to hear, advancing the proposition that individuals are best positioned to 
make personal decisions about how to deploy their financial resources among a wide variety of 
purchase and investment alternatives, rather than the government imposing barricades that 
deplete the free flow of information to them and concomitantly depress the exercise of educated 
choices. 

For all the above reasons, Qwest opposes the promulgation of the Staff Second Draft 
CPNI rules as they have been incorporated into Decision No. 67355 and forwarded to the 
Arizona Secretary of State for a Notice of Proposed Rulemaking. 

Sincerely, 

FENNEMORE CRAIG 

Theresa Dwyer 

TD/clv-Enclosure 
cc w/enc.: Docket Control (Original +13 copies) 

Maureen Scott, Legal Division 
Lyn Farmer, Hearing Division 
Ernest Johnson, Utilities Division 
All parties of record 

161 9428.1/678 17.289 
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BEFORE THE ARIZONA CORPORATION C p  

WILLIAM A. MUNDELL 
Chairman 

JIMIRVIN 
Commissioner 

MARC SPITZER 
Commissioner 

IN THE MATTER OF DISSEMINATION OF 
INDIVIDUAL CUSTOMER PROPFUETARY 
NETWORK INFORMATION BY 
TELECOMMUNICATIONS CARRIERS. 

DOCKET NO. RT-OOOOOJ-02-0066 

QWEST CORPORATION’S NOTICE OF FILING CPNI COMMENTS 

Qwest Corporation (“Qwest”) hereby respectfully submits the attached comments 

in response to Ernest G. Johnson’s Memorandum of February 15, 2002, soliciting 

comments fiom interested parties on the Arizona Corporation Commission’s 

investigation into CPNI. Qwest takes very seriously its obligations with respect to 

customer information, as well as the concerns of the Commission and Qwest customers 

with respect to that information. Qwest welcomes the opportunity for further discussion 

of these issues with the Commission and all interested parties. In addition to these 

attached comments, Qwest also incorporates by reference its previous letters to the 

Commission and the Attorney General on CPNI’ and comments made at the Open 

The following letters have been sent by Qwest to the Commission or to the Attorney General, 
of which the Commissioners received copies: 1) Letter dated January 14, 2002 fiom James A. 
Smith to Attorney General Janet Napolitano; 2) Letter dated January 14, 2002 to Chairman 
Mundell, and Commissioners Irvin and Spitzer fiom Teresa Wahlert; and 3) Letter dated 
February 6,2002 to Chairman Mundell from Teresa Wahlert. 

PHX/DPOOLEMCJ1285864.1/67817.289 



Meetings ,,eld on this issue? Qwest also requests through its undersigned counsel to be 

placed on the formal service list for this proceeding. 

Respectfully submitted this 2gth day of March, 2002. 

By: d-x- 
Timothy Berg 
Theresa D y e r  
FENNEMORE CRAIG, P.C. 
3003 North Central, Suite 2600 
Phoenix, Arizona 85012-2913 

(602) 916-5999 (fax) 
(602) 916-5421 

Roy Hoffinger 
Wendy Moser 
QWEST CORPORATION 

ORIGINAL and 10 copies of the 
foregoing hand-delivered for 
filing this 2gth day of March, 2002 
to: 

Docket Control 
ARIZONA CORPORATION COMMISSION 
1200 West Washington 
Phoenix, Arizona 85007 

Open meetings on this issue were held on January 16,2002 and January 28,2002. 

PHX/DPOOLEMC/1285864.1/67817.289 
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Qwest’s Response to Staff‘s Questions on February 15,2002 

Qwest respecthlly submits these comments in response to the questions posed by Staff 

on February 15,2002 concerning customer information issues. Qwest takes very seriously its 

obligations with respect to CPNI as well as the concerns of this Commission and Qwest’s 

customers with respect to that information. Even before there existed federal legislation in this 

area, Qwest’s tradition was to treat this information confidentially and to protect it from 

unauthorized uses. Qwest welcomes the opportunity to meet with the Commission and other 

interested parties and to discuss these issues further at the Commission’s convenience. 

1. 
opposed to an Opt-Out policy: 

The following questions relate to the adoption of an Opt-In policy for use of CPNI as 

a. Does your company currently share CPNI with other affiliated entities? 

Yes, as permitted under federal law. Qwest may share CPNI with affiliated entities’ as permitted 
by 47 U.S.C. 5 222(d), which allows carriers to use CPNI without additional customer approval 
for the initiation, rendering, billing and collection for service; the protection of property; or the 
provision of inbound telemarketing, referral, or administrative services with customer approval 
for the duration of the call. CPNI may also be used without additional customer approval when 
required by law. Id. at 0 222(c)( 1). Moreover, under the Federal Communications Commission 
(FCC) CPNI rules, CPNI may be shared among affiliates under a “total service” approach. 47 
C.F.R. $5 64.2001, et seq. Under this approach, a carrier offering telecommunications services 
may use CPNI associated with its provision of services to offer its customers 
telecommunications services in the same category, and to offer related products and services 
such as customer premises equipment (CPE) and information services. 47 C.F.R. 0 64.2005. 
Carriers may also use CPNI to provide “services necessary to, or used in, the provision of . . . 
telecommunications service, including the publication of directories.” See 47 U.S .C. $ 
222(c)(l)(B). Additionally, if a customer purchases services from more than one of Qwest’s 
business units or companies, those businesses may share between or among themselves the CPNI 
generated from that customer’s purchases to offer additional services in either service category. 
In such instances, customer approval is inferred based on the customer’s purchasing behavior 
from each service category. 

’ 47 C.F.R. 0 64.2003(a) defines an “affiliate” as “an entity that directly or indirectly owns or 
controls, is owned or controlled by, or is under common ownership or control with, another 
entity.” Some examples of Qwest affiliates that meet this definition are Dex, Qwest Wireless, 
etc. 



CPNI Comments to ACC 
March 29,2002 
Page 2 

Does your company use an opt-in or opt-out policy for CPNI sharing? 

Qwest has used both. With respect to uses of CPNI, beyond those described above in 1 .a., Qwest 
used both opt-in and opt-out notifications for CPNI use under prior federal Open Network 
Architecture (“ONA”) rules (see discussion below in response to Question l(b)) and at least one 
time since the passage of the Telecommunications Act of 1996 (“Act” or “1996 Act”). More 
recently, Qwest adopted an opt-out process, which Qwest has suspended pending a ruling by the 
FCC in its CPNI docket. 

When did you implement this policy? 

Qwest used an opt-out policy for businesses with less than 20 lines under the FCC’s previous (no 
longer existing) ONA CPNI rules. This practice was in effect from the time the ONA CPNI 
rules were adopted through the promulgation of new rules by the FCC in 1997 under 47 U.S.C. 
$ 222. Since the passage of $ 222 and the FCC’s new CPNI rules, Qwest used an opt-in 
notification once (from around August of 1998 to April 1999) and an opt-out notification once 
(December, 200 1 ) . 

Please provide a copy of the notice that your company sent to its Arizona customers. 

Attached is a copy of the Qwest’s (then U S WEST) opt-in notice, which was included on the 
back of customer bills from August 1998 to April 1999. Also attached is a 
copy of the December, 2001 opt-out bill insert. (Attachment 2) 

(Attachment 1) 

If you have used an opt-out policy, please provide any data you may have regarding 
the percentage of customers which opted out and identify the costs associated with 
administering an opt-out policy. 

Qwest data is provided in Confidential Attachment 3. Associated costs identified with CPNI in 
Arizona are greater than approximately $800,000, and consist primarily of costs associated with 
service representatives’ processing labor and time, bill inserts, voice response development, and 
system changes. 

b. Prior to the Tenth Circuit Decision which vacated portions of the FCC rules, did 
your company share CPNI with other affiliated entities? 

Yes, CPNI was shared as permitted under the FCC’s ONA CPNI rules prior to its adoption of 
new CPNI rules under 8 222. Those ONA rules allowed the use of CPNI across Qwest’s 
business operations to sell enhanced services and CPE. After the enactment of $222 and the 
FCC’s post-$222 rules (which the FCC held displaced its prior ONA CPNI rules), Qwest shared 
CPNI with affiliates as described above in response to Question 1 .a. 

Prior to the enactment of 8 222, Qwest (then U S West) as a Bell Operating Company (“BOC”), 
was bound by the FCC’s previous ONA CPNI rules. Those rules required that: (1) affirmative 



CPNI Comments to ACC 
March 29,2002 
Page 3 

customer approval (“opt-in”) be secured before using the CPNI of large businesses (defined as 
customers with 20 lines or above) in the sale of enhanced services or CPE; and (2) an opt-out 
approval mechanism be used with respect to business customers with less than 20 lines for CPNI 
use in the same context. The FCC’s rules allowed CPNl of residential customers to be used 
without any expression of approval beyond that assumed from the carrier-customer relationship. 
The FCC found that most mass-market customers would not be concerned by the use of CPNI by 
carriers in the context of communicating with customers about enhanced services or CPE. The 
FCC’s rules at the time contained separate requirements with respect to sharing CPNI with 
cellular affiliate. Such sharing was restricted and conditioned on non-discrimination obligations 
(Le., if sharing occurred with the affiliate, CPNI sharing had to be available to other requesting 
entities). See 47 C.F.R. 6 22.903(f). 

Did your company use an opt-in policy as required by the FCC rules? 

Yes. Under the no-longer effective ONA CPNI rules, Qwest used an opt-in policy for customers 
with more than 20 lines. After the passage of 6 222 and the FCC’s rules, Qwest also used an opt- 
in CPNI approval process briefly during the 1998-99 timeframe. Based on a prior CPNI 
affirmative approval trial (addressed in Attachment 4). Qwest neither anticipated nor received a 
high volume of responses. (At Attachment 5, Qwest also provides a set of slides associated with 
a follow-up conversation with the FCC regarding the significance of the reported numbers of 
individuals consenting to the use of their CPNI and those opposing such use.) 

Please provide any data you may have regarding the percentage of customers opting 
in and the costs associated with administering an opt-in policy. 

Qwest’s experiences with “opt in” are limited to its ONA CPNI experience, its trial, and its 
limited 1998-99 attempts to secure affirmative approvals. Information about the ONA opt-in 
approvals and the opt-in approval solicitation during 1998-99 is confidential information at 
Attachment 6 .  As demonstrated by Attachments 4 and 5, costs associated with attempts to 
secure affirmative approvals are beyond any rational costhenefit analyses and would be 
impossible for a business to recoup. Each attempt simply continues to escalate the “cost per 
consent obtained.” As an absolute matter, it is impossible - regardless of the actual cost - to 
spend enough to secure affirmative approvals from a large base of customers. See Paul H. Rubin 
and Thomas M. Lenard, Privacy and the Commercial Use of Information, Boston: The Progress 
& Freedom Foundation and Kluwer Academic Press, 2002, at 72 (referencing testimony 
submitted to the Federal Trade Commission by a witness to the effect that when a default 
approval mechanism was opt-in, 85 percent of consumers chose not to provide personally- 
identifiable information. In contrast, 95 percent chose to allow use of such information when the 
default was opt-out. The authors conclude that requiring opt-in would dramatically reduce the 
amount of information available to the commercial sector and would impose substantial costs on 
consumers). 
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Qwest hereby submits for inclusion in the record a recent report entitled “The Hidden Costs of 
Privacy: The Potential Economic Impact of ‘Opt-In’ Data Privacy Laws in California,” by Peter 
A. Johnson and Robin Varghese, January 2002 as Attachment 7. Although this report was 
confined to only certain businesses and a single state, it is indicative of the kinds of cost burdens 
(particularly those associated with search costs and service inefficiencies) that would be realized 
by businesses in other contexts should an opt-in requirement for use of customer information be 
imposed. 

See also Fred H .  Cate, Principles of Internet Privacy, 32 Conn. L. Rev. 877, 883 (2000) 
(“information on the characteristics of consumers . . . has enabled producers and marketers to 
fine tune production schedules to the ever greater demands of our consuming public for diversity 
and individuality of products and services [and is] essential to the functioning of an advanced 
information based economy such as ours,” quoting from Federal Reserve Board Chairman Alan 
Greenspan). 

c. Please identify any competitive concerns associated with the use of an opt-out versus 
an opt-in policy. If there are competitive concerns associated with an opt-out policy, 
please identify them with specificity and describe how any adverse competitive 
impacts would actually occur. 

Qwest can identify three competitive concerns. First, as set forth above, restrictions on the free 
flow of information hinder the ability of carriers to compete through formulating and targeting 
offers to particular consumers. Indeed, 

The courts have consistently recognized that capitalizing on informational 
efficiencies such as those permitted by . . . vertical integration . . . is not the sort 
of conduct that harms competition. . . . It is manifestly pro-competitive and 
beneficial to consumers to allow a multi-product firm . . . maximum freedom in 
offering its competitive services to all of its customers.* 

Second, to the extent restrictive regulations are applied to some carriers but not others, the 
carriers subject to the restrictions will be placed at a competitive disadvantage relative to the 
carriers who are not subject to the  restriction^.^ Third, because customers may choose their 

* Brief of FCC at 49, in SBC Communications Inc. v. FCC, 56 F.3d 1484 (D.C. Cir. 1995) (SBC 
v. FCC) (Nos. 94-1637,94-1639) (citing Catlin v. Washington Energy Co., 791 F.2d 1343 (gth 
Cir. 1986), which the FCC described as a case involving “a natural gas distribution monopolist 
[that] used its residential gas customer list to target advertising of its new ‘vent damper’ 
products”) Attachment 8; see also, SBCv. FCC, 56 F.3d at 1495. 

sharing CPNI among affiliates, including the ability “to offer. . . customers the ability to engage 
in ‘one-stop shopping’ for their telecommunications needs.” See AT&T’s and McCaw’s 
Opposition to Petition for Reconsideration, at 2, File No. ENF-93-44, Attachment 9. 
AT&T/McCaw characterized arguments by carriers (including some BOCs other than Qwest) 

AT&T has argued that “public benefits and legitimate efficiencies” result from this use of 
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carriers based in part on competing carriers’ CPNI policies, processes and procedures, 
competition between carriers may be affected by the choices these customers make with respect 
to opt-in, or opt-out or other CPNI issues. 

d. Is the “implied consent” assumed by an opt-out policy consistent with the language 
of Section 222 of the Federal Act? 

Yes. As the statute itself provides, and as the FCC has held customer approval to use CPNI for 
certain purposes is either presumed by 9 222 (e.g., subsection (c)) or dispensed with altogether 
(e.g., subsection (d)). An opt-out CPNI approval mechanism actually goes one step further in 
providing notice of a carrier’s anticipated CPNI sharing practices and extending to individuals 
the ability to reject the proposals. In such circumstance, a failure to act in opposition to the 
projected uses may be deemed to confer consent, and as confirmed by the Tenth Circuit, is the 
only constitutional means by which the government may mandate the obtaining of consent. See 
U S  WEST, Inc. v. FCC, 182 F. 3d 1224 (loth Cir. 1999) (“US WEST’?. The failure to act most 
likely reflects either a general position of comfort or one of unconcern. It might also represent 
inertia born out of the fact that the proposal is simply not important to the person reviewing it. 
See Attachment 10 (letter of Kathryn Marie Krause to FCC dated December 2,1996 concerning 
the role and scope of implied consent). But in all events, “implied consent” is sufficient 
customer approval under 0 222, as such consent 

who sought to ban such sharing as “naked protectionist pleas to prevent competition for the 
business of their existing customers.” AT&T asserted that arguments seeking to ban its CPNI 
sharing were “astonishing claims that [carriers] should be immunized from competition that 
benefits consumers.” Id. at 6.  AT&T continued: 

[Clourts have uniformly held that it is pro-competitive and beneficial for 
consumers for multi-product firms to offer each of their competitive products to 
each of their customers - and restrictions on the ability of integrated firms to do 
so are anticompetitive. 

The FCC agreed with AT&T, as did the D.C. Circuit Court of Appeals. The Court of Appeals 
characterized the argument opposing CPNI sharing as follows: 

[The argument is] not that the Commission’s decision -- here, its refusal to impose 
the [ban on CPNI sharing] -- will hurt competition or otherwise adversely affect 
the public interest, but instead that it will hurt [the opponent of the FCC’s 
position] by increasing the sting of competition it will face from the . . . company 
[using the CPNI]. We agree with the Commission . . . that AT&T/McCaw’s 
ability to market its services directly to the customers of other carriers [using 
CPNI] , . . should lead to lower prices and improved service offerings. 

SBC V .  FCC, 56 F.3d 1484, 1494-95. 
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inheres where a person’s behavior manifests acquiescence or a comparable 
voluntary diminution of his or her otherwise protected rights. . . [Ilmplied consent 
is not constructive consent [but, rather] “consent in fact” which is inferred “from 
surrounding circumstances[“] . . . [Ilmplied consent -- or the absence of it -- may 
be deduced from “the circumstances prevailing” in a given situation. 

I Griggs-Ryan v. Smith, 904 F.2d 112, 116-17 (lst Cir. 1990) (citations omitted). 

Implied consent through opt-out notifications is utilized in other federal statutory structures 
where the information being shared or disclosed is more sensitive than CPNI. For example, opt- 
out communications are utilized under the Gramm-Leach-BZiZey (GLB) law. They are used with 
respect to sharing of viewing category information under the Video Privacy Act. 18 U.S.C. 
0 2710(b)(2)(d). And limited customer information about cable subscribers can be made 
available to others if an opportunity to opt-out is extended. See Qwest Opening Brief at FCC, 
Attachment 11, pointing out the similarity of structure and language between the Cable Privacy 
Act and 222(c). 

Please identify any harms associated with “implied consent“ for release of 
individually identifiable CPNI collected by telecommunications carriers. 

There are no material harms associated with allowing CPNI sharing among affiliated entities 
under an implied consent approval regime. There is little, if any, demonstrable harm associated 
with disclosure of CPNI to third parties under the circumstances that typically attend its 
disclosure (e.g., contractor or agency relationships, joint marketing agreements, sales of portions 
of businesses, appropriate contractual restrictions, etc.) 

e. Do you agree with the Tenth Circuit’s finding that communications between 
telecommunications carriers and their affiliates, divisions and employees constitute 
“commercial speech” for First Amendment purposes? 

Yes. See Qwest’s Reply Brief in the Tenth Circuit case: 

[Tlhe [FCC’s opt-in] CPNI rules have a prohibitive effect on CPNI-related 
communications within a telecommunications carrier, and within the carrier’s 
corporate family: employees in different divisions, affiliates, and personnel 
within the same carrier will not be able to engage in related speech about certain 
customers because prior affirmative consents will, in the vast majority of cases, be 
difficult or impossible to obtain. For example, Mary Sue in the landline division 
is prohibited from talking to Linda May in the wireless division about customer 
John Jones and his possible interest in receiving information. 

Attachment 12, Reply Brief at 4. The fact that sharing of CPNI may occur through an electronic 
communication rather than through an employee’s mouth is of no legal consequence. The 
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communication is protected ~ p e e c h . ~  A ban on such communication, resulting from an 
individual’s failure to affirmatively approve it, obviously impacts such speech. See also Solveig 
Singleton, cited by U S West in its Opening Brief to the Tenth Circuit, Attachment 11. (“The 
view that information such as the purchaser’s name, address, and buying habits should not be 
recorded and transferred without his consent conflicts with the general rule that facts and ideas, 
including our names and addresses, remain free for all to collect and exchange. Attempts to 
restrict the transfer of information thus run headlong into our rights to free speech.”) 

f. Does a consumer’s privacy interest in CPNI rise to a level such that there is a 
substantial state interest in its protection? 

As the Tenth Circuit Court of Appeals stated, “[tlhe breadth of the concept of privacy requires 
[courts] to pay particular attention to attempts by the government to assert privacy as a 
substantial state interest.” U S  WEST, 182 F. 3d at 1234. 

Privacy interests must always be balanced against other interests, including free speech rights, 
because privacy protection “imposes real costs on society.” Id. at 1235, n. 7, citing to Fred H. 
Cate, Privacy in the Information Age 19-30 (1997). Among these costs are the “withholding of 
relevant true information” and the 

interfer[ence] with the collection, organization, and storage of information which 
can assist businesses in making rapid, informed decisions and efficiently 
marketing their products or services. In this sense, privacy [protection] may lead 
to reduced productivity and higher prices for. . . products or services. 

Id. 

The Tenth Circuit identified a substantial state interest in protecting people from 
the disclosure of sensitive and potentially embarrassing personal information. 

Early in its opinion, the court stated that “Given the sensitive nature of some CPNI, such as 
when, where, and to whom a customer places calls,” Congress afforded CPNI the highest level of 
privacy protection under 0 222.” US WEST, 182 F. 3d at 1229, n. 1. The court was comparing 
0 222(c) with other subsections of 0 222, such as the provisions dealing with aggregated 

See also United Reporting Company v. Los Angles Police Dept., 146 F.3d 1133 (gth Cir. 1998), rev’d sub nom Los 
Angeles Police Dept. v. United Reporting Company, 528 U.S. 32 (1999). The Ninth Circuit decision reflects 
questions about whether speech not directly incorporated into commercial solicitations is commercial speech or 
some higher form of speech. 146 F.3d at 1136-37. However, the Court proceeded to analyze the case under a 
commercial speech standard. While the Ninth Circuit found that there was a substantial government interest in 
withholding the names and addresses of arrestees from commercial solicitors, it also held that the challenged statute 
failed to advance that government interest in a direct and material manner (id. at 1139-40). The Supreme Court 
reversed the Ninth circuit on the grounds that the government, as the entity in possession of the arrestee information, 
could determine to whom and under what circumstances the information should be disclosed. It did not address the 
matter of government interference with speech between private entities based on information lawfully in the 
possession of one of those entities. 
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information. The Court was commenting on the fact that, in the former case, customer 
“approval” was necessary before a carrier could use CPNI; whereas with respect to aggregate 
information, no such “high[ 3 level of privacy protection” was provided for in the statute. Nor 
was such protection required in the case of subscriber list information (SLI), as the Court 
observed. By describing this legislative framework, the Tenth Circuit was not validating a 
substantial state interest in protecting people from disclosure of such information, particularly 
not if the disclosure were pursuant to customer approval. Qwest also respectfully directs the 
Commission’s attention to the following statement of the Tenth Circuit Court: 

In the context of a speech restriction imposed to protect privacy by keeping 
certain information confidential, the government must show that the 
dissemination of the information desired to be kept private would inflict specific 
and significant harm on individuals, such as undue embarrassment or ridicule, 
intimidation or harassment or misappropriation of sensitive personal information 
for the purposes of assuming another’s identity. 

US WEST, 182 F. 3d at 1235. 

Assuming that protecting sensitive information were a substantial government interest, the 
government regulation will fail nonetheless to sustain scrutiny unless it materially and directly 
advances that interest. The Tenth Circuit found that an opt-in CPNI approval regime failed this 
requirement because “[wlhile protecting against disclosure of sensitive and potentially 
embarrassing personal information may be important in the abstract, [it had] no indication of 
how it may occur in reality with respect to CPM.” US WEST, 182 F. 3d at 1237. 

Please identify any other substantial state interests involved? 

In its decision invalidating the FCC’s opt-in requirement, the Tenth Circuit rejected the FCC’s 
suggestion at oral argument that there existed a government interest in protecting people from 
telemarketing that could appropriately be accomplished through restrictive CPNI rules. 

Even if protecting persons from “privacy invasions” associated with marketing contacts 
amounted to a “substantial” state interest, the government has already provided a remedy to 
alleviate any privacy harm associated with the telemarketing activity. Federal law requires the 
establishment and maintenance of Do Not Call Lists. See 47 U.S.C. 0 227 and 47 C.F.R. 
6 64.1200. Qwest’s Arizona tariffs fkrther provide that Qwest make available to its a residential 
customers a “no solicitation” listing at an approved monthly rate. See Qwest’s Exchange and 
Network Services Price Cap Tariff, Section 5.7.1.K. Under this tariff, customers may choose to 
have a symbol displayed in the white pages directory, which alerts callers that the listed 
customer does not wish to received telephone calls or mail designed for solicitation purposes. 
Id. 
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g. Does the Fact that the Arizona constitutional right to privacy has been interpreted 
more broadly than the Federal Constitution support the adoption of an opt-in policy 
in Arizona? 

No. As a preliminary matter, the Arizona constitutional right to privacy has only “been 
interpreted more broadly than the Federal Constitution” in the context of search and seizure 
cases. More fundamentally, Arizona courts have consistently found that this constitutional 
provision applies only to intrusions by the government or where there is state action. The right 
may not be asserted as against or between private parties. See Hurt v. Seven Resorts, Inc., 190 
Ariz. 272,947 P.2d 846 (App. 1997). Finally, state laws, whether in the form of a statute or state 
constitution are preempted by the FCC’s regulations in this area. As the FCC stated in a portion 
of its CPNI Order (at 7 20), that was not challenged on appeal: 

State rules that likely would be vulnerable to preemption would include . . . state 
regulations that sought to impose more limitations on carriers’ [CPNI] use. This 
is so because . . . state rules that sought to impose more restrictive regulations 
would seem to conflict with Congress’ goal to promote competition through the 
use or dissemination of CPNI or other customer information . . . [Tlhe balance 
would seemingly be upset and such state regulation thus could negate the 
Commission’s lawful authority over interstate communication and stand as an 
obstacle to the accomplishment and execution of the full purposes and objectives 
of Congress. 

h. Is an opt-out policy sufficient to protect the substantial state interests involved in 
protecting people from the disclosure of sensitive and potentially embarrassing 
personal information? 

Qwest believes that an opt-out policy is sufficient to address any consumer privacy interests 
involving customer information. This is particularly true in light of the fact that additional 
judicial and regulatory mechanisms are available to protect individuals from any actual carrier 
misuse of CPNI. 

First, Arizona recognizes various independent causes of action for interference with privacy, as 
set forth in the Restatement of Torts and Prosser. See Godbehere v. Phoenix Newspapers, Inc., 
162 Ariz. 335,783 P.2d 781 (1989). Under Section 652D of the Restatement Second, a cause of 
action exists for giving unreasonable publicity to another’s private life. This remedy allows 
private parties to protect their own interests through access to the courts. Second, unlike many 
businesses, customers believing carriers have engaged in unreasonable practices may utilize easy 
and extensive complaint and alternative dispute resolution processes through both formal and 
informal methods at the Commission. See A.R.S. 53 40-241 through -250; and A.A.C. 
R14-2-510, R14-3-101 through -112. 

Finally, not only is an opt-out CPNI approval regime consonant with the First Amendment (as 
less restrictive than an opt-in model), but it is supported by additional less restrictive 
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“mechanisms” that also act to promote the protection of individuals’ privacy interests. Rather 
than stopping the flow of information (i.e., CPNI transfers), Do Not Call lists control the 
downstream marketing communications by curbing such speech to those specific persons who 
decline to receive it. 

1. How would an opt-in policy alleviate concerns identified with the release of 
individually identifiable CPNI? 

Qwest respectfully submits that an opt-in requirement is unnecessary as a policy matter and 
prohibited by the First Amendment as a legal matter. 

Is an opt-in policy sufficiently narrowly tailored to overcome any First Amendment 
concerns or should the Commission consider a more flexible opt-in policy? 

Even with respect to specific types of information (e.g., call detail) or specific speech contexts 
(e.g., sharing with unaffiliated third parties), the government may not restrict speech more than is 
necessary to accomplish a legitimate governmental objective. An opt-in policy fails to meet this 
requirement, because the interest in privacy can be protected through an opt-out policy. (Of 
course, a business on its own initiative is always free to curtail its own conduct by not sharing 
certain types of information or not sharing information in certain contexts. Qwest has done 
precisely that for years, operating in a fashion that protects the confidentiality of information 
about its customers and rehsing to provide CPNI to unaffiliated parties for their own marketing 
uses.) 

j. Does your company disclose CPNI to any non-affiliated companies? Under what 
circumstances would you release CPNI to a non-affiliated company? 

Yes, in limited circumstances and with appropriate protections for the confidentiality of the 
information. See Attachment 13.5 Qwest has also filed comments with the FCC stating that 
there are situations in which sharing CPNI with an unaffiliated entity would be appropriate (e.g., 
a sale of part of Qwest’s business; a jointly marketed product or opportunity). 

k. Please comment on Arizona Revised Statutes Section 40-202(C)(S) and the 
importance of it with regard to any rules that the Commission adopts. 

The statute authorizes the ACC to adopt rules that would provide that notwithstanding any other 
law, customer information, account information and related proprietary information are 

Attachment 13 is Qwest’s response to the Arizona Attorney General (February 7,2002, page 
1). Qwest there advises that it “does not and will not disclose CPNI to telemarketers or other 
third parties for their own independent use. Qwest does hire marketing firms to sell Qwest 
products and services when it makes sound business sense to contract the function out . . . 
Qwest’s use of CPNI in these instances (through its agents) comports with applicable law 
regarding the use of CPNI.” 
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confidential unless specifically waived by the customer in writing.” A.R.S. 0 40-202. The 
application and interpretation of the statute are, like any other statutes, subject to the Arizona and 
Federal Constitutions, and federal laws and rules. 

1. Would an opt-in policy result in additional benefits to consumers relative to an 
opt-out policy? Explain in detail why or why not. 

Most consumers are “pragmatists,” weighing the benefits to them from the fair use of 
information with the use itself.6 For the most part, these consumers are inclined to allow 
information use, especially within the relationship that gave rise to the information. 

Attached to this filing for inclusion in the record is a survey conducted by Dr. Alan Westin, 
Public Attitudes Toward Local Telephone Company Use of CPNI: Report of a National Opinion 
Survey Conducted November 14-17, 1996, by Opinion Research Corporation, Princeton, N.J. 
and Prof. Alan F. Westin, Columbia University, sponsored by Pacific Telesis Group. 
(Attachment 14, Westin Survey.) (Dr. Westin’s credentials are outlined as an attachment to the 
Survey documents as “Privacy Activities of Professor Alan F. Westin, Columbia University.” 
Notable among his achievements is his long-standing tenure in the area of privacy and 
information policy as witnessed by his award winning book, Privacv and Freedom in 1967.) The 
survey provides demonstrable evidence that: 

6 Despite a generalized concern over privacy issues, a large majority of the 
public believes it is acceptable for businesses, and in particular local 
telephone companies, to communicate with their own customers to offer 
them additional  service^,^ especially if those not wishing such 
communications are provided with an opt-out opportunity.’ 

See Letter from Privacy & Legislative Associates (Dr. Alan Westin and Robert Belair) to the 
FCC, dated January 23, 1997, at 2, note 2 (“Privacy & Legislative Associates Letter”), 
Attachment 15. The population can be fairly characterized as comprised of “privacy 
unconcerned” (about 16%), “privacy fundamentalists” (about 24%) and “privacy pragmatists” 
(approximately 60%). “Privacy pragmatists” generally tend to favor the benefits extended to 
them by the free flow of information, but are swift to react when they think that information 
policies or uses are unfair. See also “Hidden Costs” at 7 note 1, referencing Michael Turner and 
Robin Varghese, Understanding the Privacy Debate. New York: ISEC 2001 and stating that 
“Turner and Varghese suggest there may be a large discrepancy between those who have privacy 
concerns based on ‘fundamental’ principles and those who are concerned about privacy for 
pragmatic reasons. Among the latter, a significant portion of privacy pragmatists may include 
those who express a desire to control access to personal data but are not willing to invest the time 
or energy to ensure compliance.” 

Westin Survey, Question 7 (businesses generally), Question 9 (local telephone companies); 
Analysis at Item 7. 
* Id., Question 8 (businesses generally), Question 12 (local telephone companies); Analysis at 
Item 8. 

I 
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+ In particular, a large public majority be ieves that it is acceptable for local 
telephone companies to communicate with their customers using CPNI 
data.g “Majorities in favor of local telephone company use of customer 
information for marketing were registered for all the demographic 
subgroups that make up the general public: young, middle-aged, and older 
persons; lowest to highest incomes; black, white, and Hispanic; male and 
female; lowest to highest education; conservative, moderate, and liberal 
political philosophy; urban, suburban, and rural community dwellers; and 
by Northeast, North Central, South, and West regions.”’O The availability 
of an opt-out procedure brings initial approvals of local telephone 
company use of CPNI from the two-out-of-three respondent level up to the 
80% range of public approval.” 

+ Individuals understand “notice and opt-out” procedures, and many have 
used them in one context or another.12 

+ Hispanics, African-Americans, women, young adults (1 8-24 years of age), 
persons who have used an opt-out previously, and persons who order 
many additional telephone services, all have an higher-than-average level 
of interest in receiving information about new services from 
telecommunications carriers. l3 

Since the universe of “privacy constituents” contains a large segment of consumers with 
pragmatic approaches to privacy issues and protections it is a burden on consumers to drive 
privacy and information policy to the demands of those most concerned, ignoring the vast 
majority of the population who have little concerns when information is used fairly and along 
expected or anticipated lines. This is true with respect to CPNI use, as well, since it is 
reasonable to assume that those most concerned with privacy are those most vigilant to protect 
their own personal privacy. 

Id., Questions 10-1 1. 

Id., Questions 11-12; Analysis at Items 8-10, pp. 8-10. 
lo Id., Analysis at Item 10, p. 9. 

‘*Id., Question 5 (familiarity with notice-and-opt-out), Question 6 (actual use of notice-and-opt- 
out); Analysis at 9-10 (“The CPNI survey found the respondents who have used opt outs in other 
business settings are willing to change their position from initial disapproval to positive views of 
customer-records-based communications by local telephone companies when” follow-up ’ Id., Questions 9-1 1; Analysis at 9. 
uestions are asked). 
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m. Is the CPNI data collected by telecommunications companies different from the 
personal data collected by companies in other industries (e.g., banks)? 

As Qwest stated in its Opening Brief to the Tenth Circuit: 

To telecommunications camers, including local exchange, long distance, and 
wireless carriers, CPNI is comparable to the information that credit card 
.companies, grocery stores, mail-order catalogs, banks, Internet service providers, 
and many other firms maintain about their customers’ purchasing and usage 
characteristics, as part of their routine business operations. 

Attachment 11 at page 3. Among those types of information, CPNI is less sensitive than much 
of it. See Attachment 15, Privacy & Legislative Associates Letter at 2-8. The letter states: 

CPNI is not as sensitive as other personally identifiable information such as 
medical record information, financial and credit record information, insurance 
information, employment performance information and other categories of 
personal information which provide insight into an individual’s performance or 
condition or provide information regarding sensitive personal relationships. 

Id. at 3. It continues: 

In calculating the sensitivity of categories of personal information, it is important 
and customary to evaluate the relational interest in which the information is 
created and used, including the extent to which there is an existing relationship 
between the individual about whom information is collected and the information 
collector; the degree of trust between the individual about whom information is 
collected and the information collector; and the extent to which there is an 
expectation that the information will be kept confidential. 

Id. at 6. The letter concludes that the relationship between carrier and customer does not rise to 
the level of as critical “privacy sensitivity” as does, for example, the relationship between doctor 
and patient. Id. at 18. 

If so, do those differences provide support for an opt-in policy as opposed to an 
opt-out policy? Explain in detail why or why not. 

Given that financial data is more sensitive than CPNI and such data can be shared pursuant to an 
opt-out regime, CPNI sharing and releases should not be burdened by a more onerous approval 
process. For example, under the GLB, a financial institution generally may not disclose non- 
public personal information to non-affiliated entities about its customers andor consumers (two 
different categories of constituents), unless it has provided notice and, as appropriate, extended 
an opportunity to opt-out. Although financial institutions are required to provide notice in order 
to share nonpublic personal information with companies with whom they have joint marketing 
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agreements, they are not required to extend an opt-out option provided that the use of such 
nonpublic personal information by the joint marketing partner is confined by contract to the joint 
marketing activity. 

n. Would an opt-in policy result in any additional costs to telecommunications 
providers relative to an opt-out policy? Explain in detail what the source of the 
additional costs would be, if any. 

Yes. An opt-in policy would result in insurmountable (and unwarranted) costs for carriers 
seeking affirmative CPNI approvals. See response to Question 1 .b, supra. It is clear that due to 
inertia no amount of expense would be enough to secure affirmative approvals in sufficient 
numbers to allow a carrier to make practical or effective use of information to formulate and 
market offers designed to meet customers’ individual needs. 

Additionally, the information presented in this filing regarding expenses associated with an opt- 
out regime may be understated because they represent an educated but not in-depth analysis of 
such costs. 

0. What is the difference in customer response likely to be if an opt-in policy is used 
instead of an opt-out policy? Explain in detail the basis for your answer, citing any 
studies that support it. 

Essentially an opt-in CPNI approval policy means that CPNI approvals will not be secured from 
a large enough number of customers for a carrier to be able to use CPNI in its commercial 
marketing efforts. An opt-out approval mechanism does not create that kind of barrier to speech. 
See response to Question 1 .a and 1 .b supra. 

p. Would an opt-in policy create any logistical or administrative problems for 
telecommunications companies relative to an opt-out policy? Explain in detail the 
basis for your answer. 

See response to Question 1 supra. 

2. The following questions relate to the content and format of the notice 
telecommunications companies provide to their customers regarding CPNI: 

a. Do the issues regarding such notice change substantially if an opt-in policy is used 
instead of an opt-out policy? Please explain in detail. 

Qwest agrees that opt-out notices should be clear and conspicuous The FCC rules include 
requirements for opt-out notices that are sufficient. 47 C.F.R. Q 64.2007(f). 
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b. Should notice be provided in multiple languages? If so, what languages should the 
notice be provided in? 

It is in the interest of carriers to consider the demographic make-up of a carrier’s customer base 
in determining the languages associated with the communication any CPNI notice. For example, 
Qwest provided its December 2001 opt-out notice in both English and Spanish. 

c. Should rules be adopted to regulate the form that such notice should take, e.g. 
should the notice be required to be on a separate page, should a specific font size be 
required, etc.? If so, what should the requirements of such a rule be? Please 
explain and support your answer in detail. 

No. The Commission should not adopt rules concerning the form of the CPNI opt-out notice. 
Camers should be free to craft notices as they deem appropriate for their customer base. The 
federal rule outlining elements that are required for a CPNI notification have sufficient 
safeguards to protect consumers. See response to Question 2.a. 

d. Should rules be adopted to regulate the content of such notice? If so what should be 
required? Please explain and support your answer in detail. 

No. The Commission should not adopt rules regarding the content of CPNI opt-out Notices. 
The government is not free to dictate the contents of a carrier’s communications with its 
customers. Any governmental insinuation regarding the text of the communication must pass 
constitutional muster as outlined in U S WEST. That standard is stringent. Qwest does not 
believe the ACC could meet such burden. 

e. Should rules be adopted that standardize the title and labeling of such notice? If so 
what should be required? Please explain and support your answer in detail. 

No. See response to Question 2.dy above. 

f. Is the CPNI data collected by telecommunications companies different from the 
personal data collected by companies in other industries (e.g., banks)? If so, do 
those differences provide support for imposing different noticing requirements for 
telecommunications companies than those faced by companies in other industries? 
Explain in detail why or why not. 

CPNl is less sensitive than much of the information collected by other industries. See response 
to Question 1 .my above. Even information associated with retail purchasing can prove 
embarrassing if the person associated with the information was engaging in activity that deviated 
fi-om the “norm.” 
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3. 
be required to provide notice of CPNI issues: 

The following questions relate to how often telecommunications companies should 

a. For existing customers how often should telecommunications companies send notice 
of their CPNI policies if an opt-in system is used? If an opt-out system is used? 
Please explain your answer in detail. 

Notices should be sent out only once to a carrier’s existing customer base and once to persons 
who subsequently become new customers. Valuable resources are consumed in sending out 
periodic notices (not the least of which is paper). So long as a CPNI notice can be secured by an 
individual upon request after the initial CPNI notice has been sent out, and so long as a 
customers have easy access to the Company’s policies on use of information, customer privacy 
concerns are adequately addressed. 

b. For new customers when should telecommunications companies send notice of their 
CPNI policies if an opt-in system is used? If an opt-out system is used? Please 
explain your answer in detail. 

CPNI notices would most likely become a part of carrier’s welcome packages (providing 
service and customer care information) to new customers. If, a customer signs up for services 
on-line, there may be an on-line CPNI notice for such customers. 

c. For customers that are terminating service with a given company is any notice of 
CPNI policies necessary if an opt-in system is used? If an opt-out system is used? If 
so, explain in detail what is necessary and why it is necessary. 

So long as camers advise their existing customers about how the carrier might use CPNI if or 
when a customer that terminates service with the carrier (for example, including information in 
the CPNI notice about using CPNI for winback purposes or including the information in the 
carrier’s database for product design or development activities in the future), no further notice to 
customers is necessary. And see response to Question 4.a.’ below. 

4. 
should have for CPNI data of former customers: 

The following questions relate to the responsibilities telecommunications companies 

a. If a customer terminates service with a given company should the company be 
obliged to destroy that customers CPNI data? Explain in detail why or why not. 

CPNI should be handled according to a carrier’s record keeping, archiving and destruction 
systems that are crafted to handle all kinds of data, including confidential data. No “special” 
rules should be set up for CPNI. Carriers should be permitted to use CPNI to design and market 
offers to remaining or prospective customers, including customers who at the time of such use 
do not subscribe to the carrier’s services. 
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b. If a customer terminates service with a given company should the company be 
permitted to use that customers CPNI data to market to that customer? That is, 
should companies be permitted to use CPNI data in win-back efforts? Explain in 
detail why or why not. 

Yes, CPNI can be used in win-back efforts with former customers. Carriers may market services 
from categories out of which these ex-customers originally purchased before they terminated 
such service. The FCC’s rules expressly permit such use. 47 C.F.R. 8 64.2005(b)(l) and the 
Commission is not authorized to reach a contrary conclusion. 

c. If a customer terminates service with a given company should the company be 
permitted to use that customers CPNI data for any purpose? Explain in detail what 
should and should not be allowed and why? 

A carrier should still be permitted to use CPNI associated with its former customers for 
aggregating, modeling, prediction, etc. -- all activities associated with database marketing 
activities. See responses to Questions 3.c and 4.a. Additionally, CPM should also remain 
available to the carrier for 5 222(d) purposes and other purposes by law. 

5. 
provide to their customers that have opted - in or opted - out: 

The following questions relate to the verification telecommunications companies 

a. If an opt-out system is used, should companies be required to provide notice to their 
customers that they have successfully opted-out? Should companies be required to 
provide notice to their customers that they have not chosen to opt-out? Explain in 
detail why or why not. 

Camers should not be required to verify or confirm customer CPNI approval decisions. 
Although carriers might volunteer to do such confirmations (as Qwest did earlier this year), the 
government should not impose such verifications, particularly in the absence of any meaninghl 
costhenefit analysis. 

As a preliminary matter, Qwest believes that the costs of verification would not be trivial and 
would lack any overall “public interest” benefit. The “harm” to an individual if CPNI is 
“accidentally” or “inappropriately” used is that the person may be approached via a marketing 
contact. The “cost” associated with verifyinghoticing thousands of individuals to prevent this 
limited, personal “harm” is unwarranted. Conversely, the Commission should only require 
carriers to verify/confinn customer choices if an individual agrees to bear the cost of the 
verification or notification. 

b. If an opt-in system is used, should companies be required to provide notice to their 
customers that they have successfully opted-in? Should companies be required to 
(or allowed to) provide notice to their customers that they have not chosen to opt-in? 
Explain in detail why or why not. 
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No, See response to Question 5.a, above. 

c. For either an opt-in or  opt-out system, should rules be adopted to govern the form 
of verification notices? If so, what should be required? For example, should 
verification be required to be in writing or telephonic verification acceptable? 
Explain and justify your answers in detail. 

Qwest does not support a verification requirement. See response to Question 5.a. Should 
verification nevertheless be mandated, carriers should be permitted to chose the method. For 
any particular customer, this may be through e-mail, telephone verification, or written 
communication. Qwest used all these methods with respect to the verification efforts it 
voluntarily undertook with respect to actions taken regarding the December 200 1 bill insert. 

d. For either an opt-in or  opt-out system, should rules be adopted to govern the 
content of verification notices? If so, what should be required? Explain and justify 
your answers in detail. 

No. See response to Question 5(c). 

6. 
for customers who have opted-out (or not opted-in)? 

What obligations should telecommunications companies have regarding CPNI data 

CPNI safeguards are already in place. Under the FCC's safeguard rules, 47 C.F.R. 4 64.2009, 
carriers have obligations with respect to training their employees on how CPNI cadcannot be 
used. This would also require training on what a customer diddid not choose with respect to 
CPNI. Carriers are also required to have supervisory overview of employees' activities with 
respect to CPNI, including marketing campaigns, and officers are expected to make certifications 
regarding CPNI rule compliance. These safeguards are quite sufficient to safeguard CPNI data 
whether a customer has expressed approval for CPNI use through either an opt-out or an opt-in 
method. 

7. 
affiliates: 

The following questions relate to the sharing of CPNI data with affiliates or non- 

a. Should there be restrictions placed on the entities that telecommunications 
companies can share CPNI data with? 

No. As a general matter, there should be no restrictions on CPNI access, use, and disclosure 
beyond those found in 3 222, and rules similar to those enacted by the FCC. 
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For example, should companies be permitted to sell CPNI data to outside entities or 
should the sharing of CPNI data be limited to affiliates? 

Certainly, sharing CPNI with affiliates should be permitted with customer approval, 
unencumbered by any additional government interference. Even with respect to unaffiliated 
entities, to the extent the carrier discloses CPNI in situations that are not extraordinary (such as 
when it provides CPNI to agents or contractors with appropriate contractual provisions on 
protection of data and restrictions on use) or where carriers can demonstrate their actions fall 
within a 5 222(d) exception, are required by law, or are supported by customer approval, 
disclosure should not be prohibited. 

Does 47 U.S.C. Section 222 permit CPNI sharing with non-affiliates under any 
circumstances? Provide detailed justification for your answer. 

See response to Question 7(a) above. 47 U.S.C. 0 222(d) includes certain exceptions that Qwest 
believes would support limited CPNI disclosure to non-affiliated entities. Such disclosure would 
also be permitted if required by law or if supported by customer approval. Id. at 222(c). 

b. If telecommunications companies profit from the sale of CPNI data should there be 
a requirement that they share those profits with the customers who have opted-in or 
not opted-out? For example, should such customers receive discounts? 

No. In terms of traditional notions of "ownership," CPNI belongs to the carrier, not to the 
cu~tomer. '~ The fact that CPNI pertains to the purchasing characteristics of customers does not 
give those customers a property interest in the information. Personal data like telephone 
numbers, addresses, social security numbers, and medical history -- let alone records of 
purchases and economic transactions -- are almost always owned by someone else: the Post 
Office, the government, a bank, or a physician or hospital. A surveillance camera outside a bank 
or department store may capture the image of persons entering or leaving the establishment 
without their permission. The resulting footage belongs to the bank or the store, not to the 
customers, even though their images are depicted in it. In the same way, 

[a] data processor exercises property rights in his data because of his investment 
in collecting and aggregating them with other useful data. It is the often 
substantial investment that is necessary to make data accessible and useful, as 
well as the data's content, that the law protects. 

Fred H. Cate, Privacy in the Information Age 74 (1997). 

l 4  If a third party were to break into a carrier's computers and steal CPNI, it would be the camer 
(and not individual subscribers) who would have a cause of action for theft or conversion. 
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c. Should there be any restrictions on how CPNI data is used by affiliates of 
telecommunications companies? If so, what are they and how could such 
requirements be enforced? Justify your answer in detail. 

Qwest respectfully refers the ACC to its responses above. 

d. Should there be any restrictions on how CPNI data is used by non-affiliates of 
telecommunications companies? If so, what are they and how could such 
requirements be enforced? Justify your answer in detail. 

Under federal law, carriers are prohibited fiom making CPNI available to unaffiliated third 
parties for their own independent use, absent a written request from a customer under 8 222(c)(2) 
or customer approval. No additional government restrictions are necessary regarding how CPNI 
is used by non-affiliates of carriers for the same reasons as outlined throughout these comments. 

8. 
policy? 
customers but allowing an opt-out policy for other categories? Explain in detail why. 

Besides an all-inclusive opt-out or opt-in policy, is there merit to a partial opt-in 
That is, is there merit to requiring an opt-in policy for some categories of 

The market, rather than the government, should decide which approval process should be used 
for CPNI. 

PHX/I286259.3/618 17.289 
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I. General Remarks 

Pursuant to procedural order dated February 15,2002 in this proceeding, Qwest 

respectfully submits these reply comments in response to submissions of other parties. 

Qwest reiterates that it takes the matter of customer privacy seriously. It has a long 

tradition of treating the content of customer conversations confidentially, as well as the 

transactional information associated with telecommunications services. In its opening 

comments, Qwest argued that customer interests in protecting the privacy of Customer 

Proprietary Network Information (“CPNI”) were adequately addressed through a 

businesses’ use of an opt-out CPNI approval process. It stressed that government efforts 

to impose an opt-in approval regime were most certain to fail under Central Hudson Gas 

& Elec. Corp. v. Public Sew. Comm ’n, 447 U.S. 557 (1980). Even if the review were to 

be undertaken by the Ninth Circuit rather than the Tenth, the Arizona Corporation 

Commission (“ACC”) would be unable to prove that an opt-in CPNI approval mandate 

directly and materially advanced compelling government interests in a narrowly-tailored 

manner. 1 

Other commenting parties share Qwest’s concerns regarding the lawfulness of a 

government-mandated opt-in CPNI approval regime. Those commentors confirm that 

constitutionally-protected speech interests are at stake in this proceeding and that 

government regulation of CPNI use must be crafted in a manner that accords with 

constitutional jurisprudence. They argue that only an opt-out CPNI approval mandate 

United Reporting Publishing Corp. v. Los Angeles Police Dept., 146 F.3d 1133 (gth Cir. 
1998) (“United Reporting”), rev’d sub nom Los Angeles Police Dept. v. United Reporting 
Conzpany, 528 U.S. 32 (1999), (holding that a statute seeking to limit the release of 
arrestee records failed to directly and materially advance the government’s interests in 
protecting the arrestee’s privacy). And see Qwest at 7. 
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will withstand constitutional scrutiny.2 Moreover, like Qwest, these carriers argue that an 

opt-out approach reflects sound public policy and provides appropriate customer choice 

regarding CPM use. 

Consistent with constitutional protections afforded Qwest’s customers and its 

business operations, as well as prior FCC statements regarding the preemptive effect of 

federal law in this area, Qwest urges the ACC to refrain from enacting any state-specific 

CPNI rules at this time. The ACC will be fiee to revisit the matter when the FCC issues 

its Order, ruling on those matters addressed by the Tenth Circuit Court of Appeals. 

Below, Qwest responds to certain filed remarks with which it takes issue in order 

to provide the ACC with a complete record on these matters of importance. 

11. ResDonse to AT&T Armments 

Qwest has two comments directed to AT&T’s filing. First, Qwest addresses 

AT&T’s assertion that it has secured affirmative CPM approvals and questions whether 

such characterization is appropriate with respect to all the referenced approvals. Second, 

Qwest opposes AT&T’s argument that a BOC Section 272 affiliate should be treated as 

an unaffiliated third party with respect to CPNI approval processes and CPNI use. 

A. Affirmative Approval Assertions 

AT&T makes clear its belief “that an opt-out notice is equally effective [as an opt- 

in one] in protecting customer privacy interests” and that “an opt-in policy is not 

sufficiently and narrowly tailored to overcome First Amendment  concern^."^ While that 

See AT&T at 3-4; Sprint at 1-5. Compare WorldCom at 3-4 (limiting comment on the 
Tenth Circuit decision but expressing skepticism that the ACC could craft an opt-in CPNI 
approval regime that would withstand challenge on constitutional and preemption 
grounds). 

AT&T at 4. 
2 



is the AT&T position from a legal and policy perspective, in response to a direct question 

from the ACC regarding whether a company uses an opt-in or opt-out policy (Question 

l.a), AT&T advised that it used an opt-in oral CPNI approval process beginning in 1996, 

involving “orally poll[ing] 27 millions residential customers at a cost of $70 million. 

Overall, 24 million, or 85.9%, of these customers gave their CPNI approval.’A These 

assertions are similar to those made by AT&T in its 1998 “Petition for Reconsideration 

and/or Clarification,” filed with the FCC.5 At that time, Qwest challenged the assertion 

that all the approvals were “affirmative” in the sense most persons would understand that 

term.6 

Id. at 2. 
“AT&T Petition for Reconsideration andfor Clarification,” In the Matter of 

4 

Implementation of the Telecommunications Act of 1996; Telecommunications Carriers ’ 
Use of Customer Proprietary Network Information and Other Customer Information; 
Implementation of Non-Accounting Safeguards of Section 271 and 272 of the 
Communications Act of 1934, as Amended, Second Report and Order and Further Notice 
of Proposed Rulemaking, CC Docket No. 96-1 15, filed May 26,1998. A copy of the 
relevant pages (pp. 18-22) of the AT&T filing are attached as Attachment B. There 
AT&T claimed that ‘‘[flrom May through February 1998, AT&T has asked 27.9 million 
cusiomers for permission to use [CPNI and that] [olverall, 24 million of these customers, 
or 85.9% gave their approval, while 3.9 million (14.1%) declined to give approval.” Id. 
at 20. 

“With respect to wireline customers, it appears that AT&T relies on what it describes as 
express verbal approval. [Cite omitted.] With respect to wireless customers, however, the 
express nature of the approval is less clear. For example, AT&T references language in 
its service contracts which describes its CPNI uses, including the ‘sharing of service 
usage information with other divisions of AT&T, unless the customer notifies AT&T 
Wireless Services in writing.’ [Cite omitted.] This reads very much like a ‘notice and 
opt out’ approval mechanism. Similarly, while AT&T references a ‘written agreement’ 
between itself and its business customers, it nowhere explicitly states that the agreement 
must be signed by the customer (h, written approval). Rather, AT&T indicates that the 
contract can be ‘executed’ either ‘by signing the contract or using the service.’ [Cite 
omitted.] While the former action would result in an express written consent . . . , the 
latter would not, since it -- like the prior example -- would be in the nature of a notice and 
opt-out approach.” See “Support and Opposition of U S WEST, Inc. to Various Petitions 
for Reconsideration andfor Clarification,” In the Matter of Implementation of the 
Telecommunications Act of 1996; Telecommunications Carriers’ Use of Customer 

I 
~ 
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In its comments before the ACC, AT&T provides no further elucidation of its 

approval process than it did before the FCC. Before the ACC relies on AT&T’s 

representations as evidence that “CPNI affirmative approvals can be secured,” it should 

make further inquiry into the facts of the AT&T’s approval-process. It appears that some 

of the approvals were more in the nature of notice and opt -~uts .~  There is a substantial 

possibility that the ACC would not agree with what AT&T considers “affirmative” 

approvals. 

In contrast to AT&T’s assertion that it was able to secure 20+million affirmative 

approvals from its customers stands Qwest’s-filed results fiom its statistically-valid trial 

demonstrating that affirmative CPNI approvals cannot be secured in any large numbers. 

(Attachment 4 to Qwest’s Opening Comments submitted in this docket).* That study, 

from which extrapolations and predictions can fairly be made, shows that it is essentially 

impossible to secure sufficient opt-in CPNI approvals, with the consequences being that 

Proprietary Network Information and Other Customer Information; Implementation of 
Non-Accounting Safeguards of Section 271 and 272 of the Communications Act of 1934, 
as Amended, Second Report and Order and Further Notice of Proposed Rulemaking, CC 
Docket No. 96-1 15, filed June 25, 1998 at 15, n.36 (emphasis in original), pertinent pages 
included here as Attachment C. 

secured sound similar to that which Sprint acknowledges is an opt-out approach, utilizing 
a “Terms and Conditions” document. Sprint at 2. 
* Sprint argues that it would be easier for incumbent carriers to secure CPNI approvals 
than for new entrants because an incumbent “is more likely to receive calls.” Sprint at 3. 

For example, the language AT&T uses to discuss the wireless customer consents it 

I 
I 

I 

Sprint is undoubtedly correct as to the raw numbers of calling individuals. But, that does 
not really address the issue of securing approvals fiom a customer base of millions of 
customers or the percentage of approvals secured. Nor does it take into account that the 
large percentages of approvals secured an inbound calling context (because customers 
have telecommunications needdservices on their minds and are engaged) represent - at 
least for the Qwest incumbent - only 10 to 15% a year of a carrier’s customers and some 
are repeat callers. In an opt-in CPNI approval process, this leaves incumbents with 85% 
of their customer base in “no CPNI use” status, an unacceptable result. 

I 
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CPNI cannot be used. Speech within the corporation is depressed, and the carrier’s 

speech with customers is uneducated. In such circumstances, the opt-in approach to 

CPNI approvals is contrary to constitutional free speech principles and sound public 

policy. 

B. Prohibiting CPNI Sharing With BOC Long Distance Affiliate 

AT&T claims that a BOC’s long distance affiliate, and potential customers of a 

BOC’s local and long distance package, should not enjoy the benefits of informed, 

constitutionally-protected speech accomplished through affiliate sharing of CPNI.’ 

AT&T’s argument is two-fold: If a BOC seeks to share its CPNI with a Section 272 

Affiliate through an opt-out process, a BOC must notice a customer that it will share 

CPNI with unaffiliated entities as a result of that opt-out notice, as well. If the BOC 

wants to avoid this result (e.g., opt-out for sharing with the Section 272 affiliate and 

others), the BOC must use an opt-in CPNI approval process for sharing with its affiliate 

and others. 

AT&T’s argument amounts to a plea that the CPNI approval process be 

uninfluenced by the ongoing carrier relationship of the BOC and its customers. AT&T’s 

position before the ACC suffers from the same infirmities it did before the FCC.” The 

’ AT&T argues that BOCs “should not be permitted to share with or use for the benefit of 
their section 272 affiliates their local customer CPNI on a preferential basis. In other 
words, CPNI must be made available to unaffiliated carriers on the same basis as to the 
BOC affiliate (whether opt-in or opt-out).” AT&T at 2. 

l o  As AT&T’s attachment shows, AT&T has made its arguments to the FCC. And, 

record, Qwest here attaches its advocacy on this issue as it has been presented most 

22-28 (filed Nov. 1,2001) (Attachment D) and “Reply Comments of Qwest Services 
Corporation” at Section 111, pp. 19-23 (filed Nov. 16,2001) (Attachment E), In the 
Matter of Iiizplementation of the Telecommunications Act of 1996: Telecommunications 

I 

I Qwest has filed responsive arguments in opposition to AT&T’s rhetoric. For a full 

recently to the FCC. See “Comments of Qwest Services Corporation” at Section IV, pp. I 
I 
I 
I 
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argument is anti-consumer, anti-competitive and anti-constitution. In short, AT&T’s 

advocacy is at odds with good law and sound public policy. 

AT&T’s position would hurt consumers and their privacy interests. Moreover, it 

would add to their purchase costs were it adopted. It is generally conceded that the 

primary consumer “privacy” concern is with sharing CPNI with entities unaffiliated with 

the carrier collecting and generating the information. ’’ Thus, establishing a sharing 

mechanism that treats a carrier’s affiliate the same as an unaffiliated entity would 

compromise those customer expectations. Surely the ACC would not act in such manner. 

Additionally, AT&T’s arguments would deprive consumers of the benefits that 

inure to their favor when businesses maximize information flows and the efficiencies 

associated with them.” AT&T would have the government act in a manner that would 

Carriers ’ Use of Customer Proprietary Network Information and Other Customer 
In$ormation; Implementation of Non-Accounting Safeguards of Section 271 and 272 of 
the Communications Act of 1934, as Amended, Second Report and Order and Further 
Notice of Proposed Rulemaking, CC Docket No. 96-1 15. Attachment A to this filing has 
a “status report” on this issue before the FCC. It is before the FCC where this issue 
should be resolved. 

‘ I  According to “Privacy On & Off the Internet: What Consumers Want,” conducted by 
Harris Interactive, with Dr. Alan F. Westin acting as Academic Advisor. (“2002 Harris 
Survey”), “Consumers are most concerned about the threat of their personal information 
falling into the hands of individuals or companies who have no relationship to them. 
Consumers indicate that selling personal information to third parties (75%) is by far their 
greatest concern.” Westin Commentary at 3 1. 

It its opening Comments, Qwest advised that the FCC and federal district courts had 
articulated positions supporting the use of CPNI within a corporate enterprise, asserting 
that such use promoted the interests of consumers and competition. Qwest at 1-8. As 
characterized by the District Court of Appeals for the D.C. Circuit, arguments opposing 
CPNI use within a carrier’s corporate enterprise are grounded not in arguments that the 
use of CPM will “hurt competition or otherwise adversely affect the public interest, but 
instead that it will hurt [those arguing for a restriction on use] by increasing the sting of 
competition [such entities] will face from the . . . company [using the CPNI]. We agree 
with the Commission . . . that AT&T/McCaw’s ability to market its services directly to 
the customers of other carriers [using CPNI] . . . should lead to lower prices and 

6 



interfere with acknowledged consumer benefits associated information sharing within a 

corporate enterprise (benefits AT&T itself wants to take advantage of through an opt-out 

CPNI approval process). Moreover, the kind of consumer and competitive benefits 

referenced by carriers, regulators and courts alike are not dependent on the sharing of 

information by the one lawfully in possession of the information with other non-affiliated 

entities.’ 

AT&T’s argument, were it adopted, would impede competition not promote it. It 

would hamstring a new entrant (the BOC) seeking to provide interexchange long distance 

services when long-standing, name-brand providers with substantial, rich customer 

information use all of their CPNI to sell both local and long distance  service^.'^ No good 

reason exists for the ACC to act as AT&T proposes and to do so would impede the 

BOC’s ability to use CPNI to provide its customers with the best product mix at the best 

price for those customers. Such action would only frustrate consumer welfare and the 

benefits of competition. 

Finally, AT&T’s arguments ignore fundamental constitutional principles 

regarding BOC to Section 272 affiliate speech and BOC/Section 272 affiliate to customer 

~ 

improved service offerings.” See SBC Communications hc. v. FCC, 56 F.3d 1484, 1494- 
95 (D.C. Cir. 1995). 
l 3  See CatIin v. Washington Energy Co., 791 F.2d 1343, 1345 (Sth Cir. 1986). 

IXCs have touted the significant volume of CPNI at their disposal -to be used by them 14 

in crafting either interexchange or local service offerings. See Letter from Elridge A. 
Stafford, Federal Regulatory, U S WEST to Ms. Magalie Roman Salas, Secretary, 
Federal Communications Commission, dated Jan. 27, 1998, Attached Slides at 10 
(Attachment F) “IXC CPNI is no less valuable than LEC CPNI: -- AT&T boasts: “We 
now have a database with information about nearly 75 million customers. We know their 
wants, needs, buying patterns, and preferences.” -- MCI claims databases that contain 
more than 300 million sales leads and up to 3,500 fields of information about 140 million 
customers and prospects.” 
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speech. AT&T encourages the ACC to take action that would unlawhlly condition 

Qwest’s exercise of its free speech rights. As Professor Lawrence Tribe advised the 

FCC, a government mandate that a BOC treat its own affiliate as a stranger for speech 

purposes (e.g., sharing CPNI between affiliates) 

were affiliates puts Qwest in an untenable position. The former decision acts as an 

“involuntary waiver” of the company’s speech rights, and the derivative speech rights of 

its customers, to the detriment both. The latter action would compromise a BOC’s 

customers’ privacy expectations. The courts have held that the government cannot 

lawfully force persons into such a position.’’ 

that it treat all other entities as if there 

AT&T invites the ACC to intervene in a matter that has been fully vetted at the 

FCC through at least two separate dockets and more than four rounds of filings. Beyond 

preemption considerations, the ACC should decline to adjudicate this issue because to do 

so would be unsound from a matter of law and policy. The consumer and speech benefits 

associated with CPNI use should not be dampened by restrictions on a carrier’s sharing of 

such information with a particular “type” or “category” of affiliate. For these reasons, the 

ACC should reject AT&T’s arguments that if a BOC shares CPNI with its Section 272 

affiliate pursuant to an opt-out notification that unaffiliated entities should also become 

third-party beneficiaries of that approval process; or, alternatively, that a BOC’s affiliate 

should be treated as if there were no affiliation. Such a ruling would be contrary to 

l 5  Attachment G (Letter from Kathryn Marie Krause, Senior Attorney, U S WEST to Mr. 
A. Richard Metzger et al., June 2, 1997 (attaching Letter to Mr. Richard Metzger et al. 
from Laurence H. Tribe, June 2, 1997, at pp. 12-14, citing to Nollan v. California Coastal 
Comnz’n, 483 U.S. 825 (1987))); and Dolan v. Trigard, 512 U.S. 574 (1994)); 
Attachment H (Letter from Kathryn Marie Krause, Senior Attorney, U S WEST to Mr. 
William F. Caton, Acting Secretary, Federal Communications Commission, Sept. 10, 
1997 (attaching Letter to Mr. Richard Metzger et al. from Laurence H. Tribe, Sept. 10, 
1997, at p. 6)).  
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consumer welfare and privacy expectations and is not compelled by any sound legal or 

policy principle. 

111. Residential Utility Consumer Office (“RUCO”) Comments 

RUCO argues that the Tenth Circuit opinion is just wrong, and that it creates an 

“unnecessary conflict between individual privacy and allegedly protected ‘speech. ”’16 It 

urges the ACC to adopt the logic of dissenting opinion. The ACC should reject the 

RUCO’s arguments since they are not well grounded in law and they do not promote 

sound competitive or public interest policy. 

RUCO seeks ACC interference with telecommunications carriers and their use of 

CPNI and to support its entreaty it cites to other state statutes involving releases of 

information to entities unaffiliated with the holder of the inf~rmation.’~ The context has 

little to do with carriers’ use of CPNI and raises different privacy “concerns” than does a 

business’ internal use of information lawhlly within its possession. Even by analogy,I8 

l 6  RUCO at 1. 

and telephone number by any professional board; release of a peace officer’s 
identification information, including name and address by state or county officials; 
release of information about judges, police officers, domestic violence victims or others 
benefiting from a restraining order; collection or disclosure of social security, credit card 
or other financial information when collected for judicial purposes; release of information 
associated with vehicle title or registration records). 
’* See e.g., id. at 4 (arguing that “by analogy” the existence of the Arizona Constitutional 
provision protecting privacy supports the argument that carriers should have to secure 
affirmative approval to use CPNI); Id. at 7 (arguing that carriers should be subject to 
damages for “tortuous [sic] dissemination of CPNI,” referencing again the Arizona 
Constitution). Both arguments must be rejected. The Arizona courts have construed the 
Arizona Constitutional provision on privacy to be confined to state interference with 
privacy, not private ones (Qwest Opening Comments at 9). An extension of this clear 
judicial precedent would be inappropriate. Additionally, it is clear that the internal use of 
CPNI for ordinary business purposes does not constitute a tort under Arizona law. Id. 
Similarly, RUCO’s reference to the law of contracts is misplaced as an argument by 
analogy. RUCO at 5. First of all, the statute of frauds does not apply to the relationship 

Id. at 3-4 (citing to statutes dealing with: release of a professional’s residential address 
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such statutes are inapposite to a carrier’s use of CPNI within its corporate enterprise, 

even from a policy or analogy perspective. Moreover, evidence submitted or referred to 

by RUCO is not the kind of evidence necessary to sustain a government mandate directed 

toward a particular set of businesses. 

Generalized concerns regarding “privacy,” l9 even if those concerns are 

escalating,20 will not support an opt-in CPNI approval regime.21 TO sustain a CPNI opt- 

between Qwest and its customers since the contract can be (and is generally) executed 
and acted upon within a year. Qwest generally enjoys a month- to- month relationship 
with its customers pursuant to tariffed terms and conditions. Second, even the law of 
contracts acknowledges the binding nature of an agreement accomplished pursuant to 
inaction when the totality of the facts and circumstances support such a conclusion. 
Restatement (Second) of Contracts $ 6 9  (1979). 

and use personal information to harass or harm others and their families.” RUCO at 3. 
As the Tenth Circuit stated, the government cannot satis@ the CentraZ Hudson test by 
“merely asserting a broad interest in privacy. It must specify the particular notion of 
privacy and interest served.” U S  WEST v. FCC, 182 F.3d at 1235. 

2o In information Qwest provided in its opening submission, there was a description of 
the population according to a privacy “orientation.” See Attachment 14 to Qwest 
Opening Comments. The attachment referenced privacy “fundamentalists,” 
“pragmatists” and “unconcerneds.” The figures associated with these classes of 
individuals have changed since the date of the document submitted. According to Harris 
Survey 2002, privacy “fbndamentalists” now constitute about 34% of the population 
(rather than the 24% figure earlier referenced). The recent data also shows a shift in the 
Unconcerned category (dropping since 1996 from 12% to 8%) with the movement going 
to the pragmatists (now at 58%). In addition to this “privacy population framework,” this 
survey also confirms that informational privacy varies considerably by age, gender, 
education and income. Id. at 32-34. 

Dr. Westin postulates that these shifts are due to four major factors: First, “[tlhe most 
obvious answer is the continued critical mass media treatment in 2000-2001 on consumer 
profiling, target marketing, and business information-sharing practices, especially on the 
Internet. This steady drumbeat shaped and intensified average-consumer concerns, 
especially for financial and health information uses.” Westin Commentary at 23. 
Second, “the widely-reported rise in identifLing thewfraud, through capture of consumer 
personal data and weaknesses in some company information-security systems.” Id. 
(Compare the RUCO reference to identity theft at 3). Third, “the movement of consumer 
privacy in 1999 and 2000 onto the mainstream national and local political agenda as a 

10 

For example, “Arizona law recognizes that some people with an ax to grind will access 19 



in approval regime, the ACC must be able to articulate a consumer’s privacy interest in 

CPM vis-&vis its serving carrier and that would warrant government action. While 

consumers undoubtedly have a privacy interest in CPNI, it is not clear that the 

government needs to become unduly involved in the carrier-customer relationship in 

order to assure that the consumer’s interests are handled responsibly. 

RUCO points to a carrier’s accumulation of call detail infomation as warranting 

government intervention.22 It claims that the “potential harm [to the consumer] is much 

broader than potential embarra~sment.”~~ Yet, RUCO fails to articulate or prove the 

harm, as required under constitutional principles.24 

first-tier social concern.” Id. And, fourth, “the increased lack of public trust in American 
business that took place . . . in the late 1990’s and 2000-2001.” Id. at 24. 

Of these factors, only the latter can be related in any direct way to the behavior of carriers 
or their customers. And, with respect to telecommunications carriers themselves, the 
most recent survey contains little specific information about them, other than they are in 
the middle of the pack in terms of companies that consumers believe need to establish 
effective privacy policies. Westin Commentary at 65-66. Concerns about privacy, 
stemming from general environmental factors, and generalized desires for the 
establishment of privacy policies (which Qwest and other carriers have) cannot form the 
foundation for depression of constitutional rights and protections. 

21 US WESTv. FCC, 182 F.3d at 1235. 
22 RUCO at 2. 

23 Id. at 4. 
24 “In the context of a speech restriction imposed [by the government] to protect privacy 
[of telecommunications customers] by keeping certain information confidential, the 
government must show that the dissemination of the information desired to be kept 
private would inflict specific and significant harm on individuals, such as undue 
embarrassment or ridicule, intimidation or harassment or misappropriation of sensitive 
personal information for the purposes of assuming another’s identity.” U S WEST v. 
FCC, 182 F.3d at 1235. The Tenth Circuit found that an opt-in CPNI approval regime 
failed this element of Central Hudson (i.e., the specific articulation of a governmental 
interest) because “[wlhile protecting against disclosure of sensitive and potentially 
embarrassing personal information may be important in the abstract, [it had] no 
indication of how it may occur in reality with respect to CPNI.” Id. at 1237. 

11 



RUCO wants the ACC to restrict truthful information lawfully generated and retained 

by carriers providing telecommunications services. In seeking that restriction, it ignores 

the fact that call detail was a type of CPNI considered by the Tenth Circuit when it, 

nonetheless, struck down the FCC’s opt-in CPNI approval regime.25 That Court found 

that an opt-out CPNI approval regime most likely addressed any customer privacy 

concerns because individuals that objected to the use of such information could protect 

themselves by “opting-out.” 

Plainly, the communication of call detail information (time of day, day of week, 

repeat calls to certain numbers) within a corporate enterprise is as much speech as telling 

an affiliate that “Susan has 7 lines - 3 more than she had last week and 6 more than she 

had last month.” Use of this information by a carrier in the context of the individual 

associated with the call detail has not been demonstrated to be highly offensive across a 

broad base of telecommunications consumers, even though the information might be a 

reflection that Susan (a) is starting a highly lucrative (but maybe legally questionable) 

“calling parlor” for those wanting to make overseas 900 calls or (b) just needs a lot more 

telephone lines for reasons no one cares about. Moreover, the inclusion of this 

25 “Given the sensitive nature of some CPNI, such as when, where, and to whom a 
customer places calls,” Congress afforded CPNI the highest level of privacy protection 
under 6 222.” U S  WEST, 182 F.3d at 1229, n. 1. The court was comparing $222(c) 
with other subsections of $ 222, such as the provisions dealing with aggregated 
information. The Court was commenting on the fact that, in the former case, customer 
“approval” was necessary before a carrier could use CPNI; whereas with respect to 
aggregate information, no such “high[ ] level of privacy protection” was provided for in 
the statute. Nor was such protection required in the case of subscriber list information 
(SLI), as the Court observed. By describing this legislative framework, the Tenth Circuit 
was not validating a substantial state interest in protecting people from disclosure of such 
information, particularly not if the disclosure were pursuant to customer approval. Nor 
did the Court say anything that would suggest that call detail information would warrant a 
different type of approval process than appropriate for individually-identifiable CPNI 
generally. 
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information in databases “used” for other than direct marketing purposes - such as 

information accumulated for modeling or other purposes that might be used to create 

marketing strategies for customers who do want to hear from telecommunications carriers 

- poses no “privacy threat” to any individual. Indeed, as the material submitted to the 

ACC previously demonstrates, all the above communications and potential information 

uses create benefits to consumers and businesses in the form of lower product 

development and marketing costs as well as the proliferation of products and services that 

can satisfy consumers’ telecommunications and related service needs. 

RUCO’s suggestion that carriers “convert” call detail information into 

identification information (such that a pizza company was called or a health care or 

insurance provider)26 is not supported by sworn statement or any evidence that Qwest is 

aware of in this or the federal record. Qwest has committed not to use or share 7 or 10- 

digit call detail (whether associated with local calls, such as measured service, or toll 

calls) within its corporate enterprise for marketing purposes. Thus, there is no current 

demonstrable “privacy” concern or harm associated with its use of this information. 

Although other carriers might not be willing to withhold use of this information, the fact 

that the information has been used in the past and has not raised or demonstrated privacy 

issues of any magnitude calls into question the notion that there is a substantial privacy 

threat associated with internal use of call detail. 

Moreover, a CPNI opt-in approval regime with respect to call detail will not be 

I sustainable if (a) it does not materially and directly advance a compelling government 

26 RUCO at 2. 
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interest in privacy,*’ in (b) a narrowly tailored manner. The existence of other privacy 

protections, either self-imposed or governmental, must be taken into account in making 

the determinations about advancement of the government objective and its narrow 

tailoring. The fact that carriers already have internal systems and practices to protect 

customer privacy (which would be embellished through an opt-out notification), and that 

government mandates already exist to “protect” individuals from unwanted marketing 

contacts (e.g., Do Not Call Lists and marked directories) cannot be ignored by the ACC 

as it considers the adoption of broad speech-stultifying CPNI mandates as a mechanism 

to protect consumer privacy. Nor can the fact that individuals are well positioned to act 

to protect their own interests already and evidence exists that they do so in line with their 

own individual privacy ‘koncerns.9’28 In light of these facts, government mandates that 

are broad rather than narrow and do indirectly (through the control of information 

exchanges) what can more easily be done quite directly (controlling marketing contacts 

through Do Not Contact activity). 

It is not difficult to imagine a less constitutionally-invasive government regulation 

that would curb the kind of information “matching” what RUCO describes as privacy 

invasive. For example, a regulation might prohibit carriers fiom matching call detail 

See note 1, supra. 27 

’* The Harris Survey 2002 contains facts showing that iiidI Jiduals are -ecoming more 
privacy “assertive” without the benefit of any government intervention. 
“Fundamentalists are more privacy assertive than Privacy Pragmatists, who are much 
more assertive than Privacy Unconcerned. . . . .Fundamentalists are the most likely to 
take steps to protect their privacy.” Westin Commentary at 45. Persons are increasingly 
asking that their names be removed from marketing list (an increase of 25% up to a total 
of 83%); asking that information not be shared with third parties (up by 20 points to 
73%); and refusing to give personal information (up 9% points to 87%). Id. at 44. 
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(e.g. , telephone number information) to name identifications for marketing purposes.29 

Thus, it is clear that there is a least one way (and maybe more) to craft a less restrictive 

government CPNI regulation to achieve governmental objectives of protecting customer 

privacy other than adoption of an opt-in CPNI approval mandate. 

IV. Conclusion 

The FCC’s position announced it is CPNI Order and CPNI Reconsideration 

Order is that a BOC’s Section 272 affiliate is part of the corporate enterprise that can use 

CPNI with appropriate “customer appr~val.”~’ The FCC has construed Sections 222 and 

272(c)( 1) to be satisfied by this approach. BOCs are on record encouraging the FCC to 

maintain this position. 

However, even if the FCC were to shift its previous statutory construction 

articulations, carriers have presented compelling arguments that Section 272(g)(3) allows 

CPM sharing between BOC Section 272 affiliates and the LEC once “joint marketing” 

begins. (The FCC has not previously ruled on this argument, since its position was 

supported by other statutory provisions and public interest factors.) Only through such 

29 Qwest does not concede that such regulation would be constitutional. However, in 
efforts to work with the ACC cooperatively, this type of regulation might not be 
challenged by carriers and might accommodate the ACC’s concerns. 

30 l n  the Matter of Implementation of the Telecommunications Act of 1996: 
Telecommunications Carriers’ Use of Customer Proprietary Network Information and 
Other Customer Information; Implementation of Non-Accounting Safeguards of Section 
271 and 272 of the Communications Act of 1934, as Amended, Second Report and Order 
and Further Notice of Proposed Rulemaking, CC Docket No. 96-1 15, 13 FCC Rcd. 8061, 
8 174-8 179 77 160- 169 (1 998) (“CPNI Order ”); Order on Reconsideration and Petitions 
for Forbearance, 14 FCC Rcd. 14409,14480-87 77 135-145 (1999) (“CPNI 
Reconsideration Order ’7. Of course, BOCs, like other LECs, would be required to 
provide CPNI to any entity the customer directs in writing. 47 U.S.C. 0 222(c)(2). Also, 
BOCs would have to provide CPNI to CLECs authorized to receive it for purposes of 
pre-ordering, ordering, provisioning, maintenance and repair and billing fhctions. 47 
C.F.R. $ 5  51.5,51.319(g). 
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interpretation can the FCC advance what it asserts is Congress’ intent: that once Section 

271 relief is granted, “the BOC[s] [should] be permitted to engage in the same type of 

marketing activities as other service  provider^."^^ 

PHWI 296234,11678 17.289 

3 1  See In the Matter of Implementation of the Non-Accounting Safeguards of Sections 271 
and 272 of the Communications Act of I934, as amended, First Report and Order and 
Further Notice of Proposed Rulemaking, 11 FCC Rcd. 21 895,22046 7 291 (1996). 
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ATTACHMENT A 

CPNI SHARING BETWEEN A BOC AND ITS SECTION 272 AFFILIATE 
STATUS OF ISSUE AT THE FCC 

The FCC’s position announced it is CPNI Order and CPNI Reconsideration Order is that 

a BOC’s Section 272 affiliate is part of the corporate enterprise that can use CPNI with 

appropriate “customer approval.”’ The FCC has construed Sections 222 and 272(c)(1) to be 

satisfied by this approach. BOCs are on record encouraging the FCC to maintain this position. 

However, even if the FCC were to shift its previous statutory construction articulations, 

carriers have presented compelling arguments that Section 272(g)(3) allows CPNI sharing 

between BOC Section 272 affiliates and the LEC once “joint marketing” begins. (The FCC has 

not previously ruled on this argument, since its position was supported by other statutory 

provisions and public interest factors.) Only through such interpretation can the FCC advance 

what it asserts is Congress’ intent: that once Section 271 relief is granted, “the BOC[s] [should] 

be permitted to engage in the same type of marketing activities as other service providers.”’ 

’ In the Matter of Implementation of the Telecommunications Act of 1996: Telecommunications 
Carriers’ Use of Customer Proprietary Network Information and Other Customer Information; 
Iinplementation of Non-Accounting Safeguards of Section 2 71 and 272 of the Communications 
Act of 1934, as Amended, Second Report and Order and Further Notice of Proposed 
Rulemaking, CC Docket No. 96-1 15, 13 FCC Rcd. 8061, 8174-8179 77 160-169 (1998) (“CPNI 
Order”); Order on Reconsideration and Petitions for Forbearance, 14 FCC Rcd. 14409, 14480- 
87 77 135-145 (1999) (“CPNI Reconsideration Order”). Of course, BOCs, like other LECs, 
would be required to provide CPNI to any entity the customer directs in writing. 47 U.S.C. 
222(c)(2). Also, BOCs would have to provide CPNI to CLECs authorized to receive it for 
purposes of pre-ordering, ordering, provisioning, maintenance and repair and billing functions. 
47 C.F.R. $8 51.5, 51.319(g). ’ See In the Matter of Implementation of the Non-Accounting Safeguards of Sections 271 and 272 
of the Communications Act of 1934, as amended, First Report and Order and Further Notice of 
Proposed Rulemaking, 11 FCC Rcd. 21895,22046 7291 (1996). 
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IV. THE Co3Q6ISSIQbl S E W  GRANDFATHER EXISTING APPROVALS 
OBTAINZD BY CARRIERS IN GOOD FAITH PRIOR TO =LEASE 

The CPNI Order requires a carrier to obtain express 

written, oral or electronic approval before the carrier may 

use CPNI to market services outside the existing customer- 

carrier subscription relationship. CPNI Order, para. 32; 

Section 64.2007(a). 

preceded by a detailed notice of rights. CPNI Order, paras. 

127-40; Section 64.2007(f). To further efficiency and avoid 

customer confusion, the Commission should clarify that its 

CPNI rules have prospective application only and that AT&T may 

continue to rely on the express approvals it obtained from 

A solicitation for approval must be 

customers, consistent with the provisions of Section 222(c) (1) 

of the Act, prior to release of the CPNI Order. 

Before the Commission released its CPNI Order more 

than two years after the 1996 Act was enacted, the only 

direction regarding the acquisition of approvals under Section 

222(c) (1) was in the Act itself which stated that "with the 

approval of the customer,I1 a carrier could use CPNI for 

purposes other than set forth in that section. AT&T relied on 

that statutory provision. Indeed, in the CPNI Order, the 

Commission specifically concluded "that the term 'approval' in 

Section 222(c)(1) is ambiguous because it could permit a 

(footnote continued from previous page) 

program. From there, it would be easy to determine if the 
proper procedures were followed. 

AT&T Petition for Reconsideration 
and/or Clari$cation 

May26, 1998 
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v a r l e t y  of interpretations. CPNI Ordez, para. @ . And, am 

the Conmsslon acknowledged, "czrriers were not required, in 

most cases, to provide notification of CPNI rights under our 

pre-existing requirements." CPNI O r d e r ,  para. 136. AT&T 

acted in good faith in acquiring its pre-CPNI Order approvalr, 

relying on a federal Statute that, according to the FCCis o m  

findings, was capable of various interpretations. 

AT&T nor consumers should suffer from that ambiguity so long 

as AT&T acted reasonably - -  as it did - -  in acquiring those 

Neither 

._ 

approvals. . - -- --- -- - 

Beginning in May 1996, AT&Tis consumer services 

division set out to obtain CPNI permission from its Customera, 

cPNI approval was solicited verbally, while the customer was 

on the phone with ATLT in the normal course of business. 

Scripting was given to customer care associates who respond to 

inbound calls, as well as to AT&T telemarketing 

representatives who handle both inbound and outbound contacta, 

Over the past two years, five different scripta have been 

used, in an effort to make the request more cuatomer-Friendly, 

that is, easier to understand,' 

From May 1996 through February 19988 AT&T ha8 raked 

27.9 million customers for  permission to uae their personal 



1 
I customers, or 8 5 . 9 %  gave their approval, while 3.9 million 

(14.1%) declined to give approval. Although the precise 

I requirements of the subsequent CPNI Order, the non-trivial 

indication that, consistent with the Commissionis objective, I 
customers understood AT&T's explanation, understood their 

rights and - -  where it was given - -  consent was info-med. 
.- - 

AT&Tis statisticians advise that had only 1 in 

10,000 customers said No, it would have been too small a 

percentage to be reliable, and rather than a strong indication 

of approval, most likely the customers would not have 

understood the question. In this case, however, there was a 

question, such that the Comission can safely conclude that 

customers really meant what they said. AT&T incurred 

$70 million in expeneee to obtain theae approvals and d8nial8, 

and likely would have to incur at least that amount t o  

reeolicit theme customers. 

reiourceta and i rr i tat ing  to curtomerr who had altordy givon 

consent for ATLT to contact them again fo r  their approval. 

It would be an incredible warnto of 

pcnniaeione grandfathered. 

It io qulte apparent that thoro curntomr8 underrtoob 
the ditrorancr betweon mYar* and *NO* anrwmr, that t h i r  

.. 





1 

t ~ - - .  *..... :. : :!:e c:)n:ract dre specifically r.egotiated, and, for 

~s:.bc.:nrrs, this term is part of the written agreement provided 

to t t ~ t :  customer prior to making a decision to enter into a 

contract for wireless denice. This provision, just like the 

provlsions that indicate that the customer will pay ;; bill 

when rendered or pay interest on past due amounts, 

that AT&T can modify the customer's rates on advance notice, 

are part of the contract to which the customer agrees by 

signing the contract or using the service. In these 

circumstances, AT&T should be permitted to continue to-rely on 

the consents previously obtained using this € o m  of contract 

before the CPNI rules were published. 

or agree 

V. TEE COBMISSION SHOULD CLARIFY, AT A KIN-, THAT ANY 
ADDITIONAL STATE NOTIFICATION REQUI-S WILL RAM 

Despite the fact that the FCC's  CPNI Order 

recognizes that Section 222 extends to both the interatate and 

intrastate use of CPNI and preecribes a highly detailed s e t  of 

requirements as to the contents of the notice, it decline0 t o  

preempt the states and expresely notes that a atate could 

require additional information to be included in a carrier's 

CPNI notice. CPNI Order, parae. 15-18. 

-- 

The Commisaior. should  revisit thio conclueion and 

h o l d  t h a t  the  FCC notice requiremento are preemptive and that 

a utate may not prelrcribc additional notice raquiremrntr. A 

failure to 60 hold cou ld  put carrierr a t  pari1 oF oxpondfng 

millionr of dollar8 i n  eoljciting curtomar approval only t o  

find that the  notice doer not comply with rftor-thO-fiCt 

.I 7d 7 I'ctiiion /trr Hrr ontidmmon .\tqvM rm 
rmd 0.r I~irrlit ctimn 
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As AT&T itself recognizes, citing to the Commission’s own correct 

observation, Section 222(c)(1) is capable of varying interpretations. One of those 

interpretations is tha t  customers have tacitly (via implying) approved of carrier use 

of CPNI with respect to all basic telecommunications services (Section 222(c)( l)(X)), 

and those CPE and  information services necessary to or used in connection with 

such basic services (Section 222(c)(l)(B)). Indeed, this w a s  AT&Ts advocacy  

throughout this proceeding. And, such a n  interpretation would not require the 

seeking or securing of express approvals a t  all. 

Onlv as  a result of the FCC’s CPNI Order is implied approval insufficient as 

permissible approval under the statute. Similarly, only as a result of the FCC’s 

CPNI Order is express approval not preceded by prescribed “notifications” 

insufficient a s  permissible approval under the statute.  

Either the Commission should “grandfather” all approval theories and 

efforts, requiring carriers to seek its prescribed “express” approval only with respect 

to new customers, or the Commission should refuse to “grandfather” carrier 

approvals, with one exception. In those cases where a customer actually signed a 

document designating the use of CPNI by a carrier, the approval should be 

grandfathered, even though the approval might not have contained the full panoply 

- 

of Miranda-type” notrfications the FCC now requires. 

Confirming the propriety of such approach is the Bureau’s recent 

16 

“clarification” of the Commission’s CPNI Order addressing those BOC customers 

” GTE at 40 n.69. 



who have already provided written customer approval for use of CPNI with respect 

to enhanced services and CPE.18 The Bureau determined tha t  such customers need 

not be re-approached for additional express approval to use CPNI with respect to 

those services regarding which the customers already provided written consent. 

This is clearly the right result since a “written designation” &om a customer 

is substantial proof of a customer desire to have CPNI be used. Indeed, Section 

222(c)(2) requires carriers to comply with such customer designations repardless of 

whether there was anv medicate notification. At least two courts have held that 

such written designation constitutes the “law” with respect to providing CPNI to 

the customer’s designee.” 

While U S WEST does not here advocate that Section 222(c)(2) controls the 

sharing of information among afEliates,a it provides a sound comparison for 

analysis. The lesson is that a customer written document, proffered even in the 

absence of detailed notifications, should absolutely be sufficient consent under the 

Bureau Clarification Order f l  10. Such customers would be those with over 20 
lines. 
l9 - See Pacific Section 222 Case (cited in note 23, sur ra )  and  AT&T Communications 
of the Southwest, Inc. v. Southwestern Bell TeleDhone ComDanv, No. A96-CA-397 
SS, Order, Oct. 4, 1996 (W.D. Texas). And see CPNI Order fi 165 (Section 222(c)(2) 

this advocacy, U S WEST is not conceding that Section 222(c)(2) is applicable to the 
I means tha t  carriers “must provide [CPM] access when the customer says so”.) By 

transfer of CPNI within a single corporate enterprise, even though the Courts 
discuss the statutory subsection as  if it does. note 40 immediately below. 

I 
I 

I 
~ The Commission’s CPNI Order repeatedly uses the phrase “disclose” and 

“disseminate” with regard to intra-corporate enterprise sharing. See. e.g., CPNI 
Order 11 35, 51, 94, 144, 161, 189. This linguistic gloss compromises the generally- 
understood language of commercial information practices. Disclosures and 
disseminations are generally made to third parties; sharing generally occurs 

I between or among affiliates. 



statute  to warrant a finding of (c)(l) approval, regardless of the Commission’s 

newly-prescribed notrfication obligations. 

D. The Commission Should Not Dlfferentiate Between Carriers For 
Pumoses Of Section 222 ImDlementation 

A number of carriers, both LECs and other carriers, seek to create 

exemptions for themselves from the burdensome CPNI rules. At the same time 

they seek “special” treatment, they leave large ILECs potentially subject to  the 

Commission’s rules, either on the grounds tha t  such ILECs have sufficient 

resources to accommodate the rules or under a theory that the putative “dominance” 

of those carriers requires they be burdened by more onerous CPNI rules than 

“competitive carriers.” The Commission should reject these e n t r e a t i e ~ . ~ ’  They are 

found neither in law (& the  statutory language of Section 222) nor public interest 

(le, privacy protection). 

For example, the Commission should reject the advocacy of those who seek to 

imposed electronic audit controls only on “large” carriers or only on “incumbent” 

 carrier^.^' Certainly, the s ta tute  is silent on the need for such controls at all. But, 

~~ 

4 ’  By this, U S WEST does not mean to  say that the Commission should not, in 
appropriate circumstances, forbear from application of its rules or grant waivers of 
its rules where the facts warrant.  We merely mean that neither size nor market 
penetration per se warrant  “exemptions” from the Commission’s CPNI rules. This is 
particularly the case where the “costs” of compliance a re  large (and will , 

undoubtedly impact the cost/pricing structure of those on whom the  obligations are 
imposed) and the sensitivity to price is increasingly a market  driver. 
42 LCI at 6-7 n.14 (arguing that electronic audit controls should be required of ILECs 
but not competitive carriers). See also Omnipoint at 13-15 (arguing that the 
electronic auditing/flagging safeguards might be warranted for larger or incumbent 
carriers but not competitive carriers, without ever explicitly arguing tha t  such 
requirements should be imposed on large or incumbent carriers). 
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COMMENTS OF OWEST SERVICES CORPORATION 

Pursuant to the Federal Communications Commission’s (“Commission” or “FCC”) 

request for comment with respect to its Second Further Notice of Proposed Rulemaking 

(“Second Further Notice”)’ in the above-captioned proceedings, Qwest Services Corporation 

(“Qwest”) respectfully submits these comments on a constitutionally sound Customer 

Proprietary Network Information (“CPNI”) approval process. Only an opt-out CPNI approval 

process accommodates constitutional considerations, customer privacy interests and legitimate 

commerce. 

The Second Further Notice states that parties should make filings in this proceeding in CC I 

Docket 99-273 (see Second Further Notice 7 32), despite the fact that the caption of the 
proceeding does not reference such docket. Qwest assumes this is simply a typographical error. 

In the Matter of Implementation of the Telecommunications Act of 1996: Telecommunications 
Carriers ’ Use of Customer Proprietary Network Information and Other Customer Information; 
Implementation of the Non-Accounting Safeguards of Sections 2 71 and 2 72 of the 
Communications Act of 1934, as Amended, CC Docket Nos. 96- 1 15 and 96- 149, Second Further 
Notice of Proposed Rulemaking, FCC 01-247, rel. Sep. 7,2001. 
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I. INTRODUCTION AND SUMMARY 

This proceeding was necessitated by the opinion issued by the Tenth Circuit Court of 

Appeals3 at the conclusion of its review of the Commission’s 1998 CPNI Order.‘ In that 

opinion, the Court held that the CPNI regulations adopted by the Commission “violate[d] the 

First Amendment” to the United States Constitution.s Accordingly, the Court “vacate[d]” those 

regulations.6 

The Tenth Circuit’s decision makes clear that the Commission’s discretion is subject to 

significant constitutional restraints. Under that decision, the issue is whether, consistent with the 

Constitution, the government may prohibit carriers from exercising their First Amendment right 

to provide truthful information to customers, and deny to customers their First Amendment right 

to receive such information, absent compliance with mandated and burdensome procedures that 

purpc?rt to evidence customer approval to use CPNI as a foundation for such communications. 

Under a proper reading of the Tenth Circuit’s opinion -- which (a) emphasized the 

“important civil liberties”’ that were “abridge[d]” or ‘‘restrict[edy’ by the mandatory opt-in 

process, (b) expressed serious “doubts” whether either of the “government interests” proffered 

U S  WEST, Inc. v. FCC, 1 82 F.3d 1224 (1 O* Cir. 1999), cert. denied, 120 S.Ct. 22 15 (June 5, 
2000) ( “ U S  WEST v. FCC’?. 

In the Matter of Implementation of the Telecommunications Act of 1996: Telecommunications 
Carriers’ Use of Customer Proprietary Network Information and Other Customer Information; 
Implementation of the Non-Accounting Safeguards of Sections 271 and 272 of the 
Communications Act of 1934, as Amended Second Report and Order and Further Notice of 
Proposed Rulemaking, 13 FCC Rcd. 8061 (1 998) (“CPNI Order”). 

’ US WEST v. FCC, 182 F.3d at 1228,1239. 

Id. at 1240. 

’ Id .  at 1228. 

Id. at 1232. 
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by the Commission were “sub~tantial,”~ and (c) concluded in all events that the regulations were 

not “narrowly tailored” to minimize the burden on protected speech’’ -- the type of CPNI 

approval process sustainable under the Constitution is not a close question. The First 

Amendment interests at issue here dictate that the “burden” of overcoming inertia be placed not 

on truthful speakers and interested listeners, but on those unquantified members of the intended 

audience who prefer not to receive communications based on information provided to, or 

generated by, their chosen carriers. 

A subsidiary question raised by the Second Further Notice is whether, in light of the 

constitutional hurdles to the adoption of an opt-in CPNI approval procedure, the Commission 

should revisit and reverse its pnor determination that Section 272 of the Act “‘does not impose 

any additional CPNI requirements on BOCs’ sharing of CPNI with their Section 272 

affiliztes.”’” The answer to that question is clearly “no,” as the Commission must have realized 

when it took agency action on CPNI approvals subsequent to the Tenth Circuit’s vacatur of the 

opt-in requirement.” In addition to raising First Amendment implications similar to those that 

Id. at 1235 (doubts regarding privacy interests), 1236-37 (skepticism about competitive 9 

interests). 

lo  Id. at 1238-39. 
Second Further Notice 7 25 and n.60 (quoting from and citing to the CPNI Order and In the 

Matter of Implementation of the Telecommunications Act of 1996: Telecommunications 
Carriers ’ Use of Customer Proprietary Network Information and Other Customer Information 
and Implementation of the Non-Accounting Sajkguards of Sections 2 71 and 2 72 of the 
Communications Act of 1934, As Amended, Order on Reconsideration and Petitions for 
Forbearance, 14 FCC Rcd. 14409 (1 999) (“CPNI Reconsideration Order”)). 

In September, 1999 -- weeks after the Tenth Circuit handed down its opinion in U S  WEST v. 
FCC -- the Commission confirmed its pnor conclusion that Section 222 controlled CPNI use as 
between the BOC and its Section 272 afEliate. CPNI Reconsideration Order, 14 FCC Rcd. f 
137. And, in October, 2000 -- almost a year after the Tenth Circuit’s decision, the Commission 
reiterated its decision that Section 222 controlled matters pertaining to CPNI for a variety of 
reasons. See In the Matter ofAT&T Corp. v. New York Telephone, &/a BeN Atlantic - New 

11 

12 
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caused the Tenth Circuit to invalidate the Commission’s CPNI opt-in regulations, replacing “opt- 

in” regulations with additional CPNI burdens or restrictions on BOCs would frustrate Congress’ 

express endorsement of BOC joint marketing found in Section 272(g)(3).I3 Competitors’ claims 

that BOCs benefit unfairly if they can use CPNI in truthful marketing of their products are 

overstated and, in all events, insufficient to justify further restrictions on joint marketing 

educated by CPNI. 

The judicial framework of the Tenth Circuit opinion all but proscribes governmental 

action that would extend beyond an opt-out CPNI approval process for carrier-to-customer 

speech and carrier-to-carrier  communication^.^^ Even in other contexts, such as disclosures of 

CPNI to third parties, crafting a narrowly-tailored opt-in requirement poses formidable legal 

challenges for the Commission, particularly in light of the fact that the Commission itself has 

acknowledged the legitimacy of these types of information disclosures.1s 

There are two CPNI approval models that could accommodate the constitutional 

limitations articulated by the Tenth Circuit. The first is a model that allows carriers to decide the 

most appropriate CPNI approval model suitable to their situation and their customer 

~~ 

York, 15 FCC Rcd. 19997,20004-05 fin 18-1 9 (2000) (“AT&T/Bell Atlantic Complaint ’7. See 
also Section N.A., below. 

j 3  47 U.S.C. 6 272(g)(3). And see AT&TCorp. v. FCC, 220 F.3d 607,632 (D.C. Cir. 2000). See 
also Section N.B., below. 

In 1999, Congress revised Section 222 to include an affirmative express approval requirement 
with respect to wireless location information. Pub. L. No. 106-81, enacted Oct. 26, 1999, 113 
Stat. 1286, amending the Communications Act of 1934,47 U.S.C. $0 222,251. Andsee Second 
Further Notice 1 22 and n.5 1. Qwest takes no position at this time on the lawfdness of the 
statutory amendment. As the Tenth Circuit noted, a critical factor in assessing the 
constitutionality of an opt-in provision is the costs and benefits associated with the 
implementation of the regime. U S  WEST v. FCC, 182 F.3d at 1238-39. To the extent the 
Commission implements the Congressional mandate with respect to wireless location 
information, the constitutionality of the statutory requirement will be for the Court to decide, 
based on the law as applied to the record before the Commission. 
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constituency. This approach avoids government compulsion, minimizes burdening First 

Amendment rights and shifts the responsibility of crafting fair CPNI approval processes to 

carriers.I6 Carriers would, of course, be subject to government enforcement actions should they 

fail to craft reasonable processes. 

An alternative model would have the Commission promulgate a narrowly-tailored CPNI 

approval rule. Such rule might entail two components. First, that carriers advise the 

Commission of the CPNI approval model they chose. Second, that carriers provide the 

Commission with documents associated with any notifications that carriers included in their 

approval process. ’’ Qwest supports leaving the decisions on CPNI approval processes to 

carriers, but appreciates that some might find a more formal regulatory approval model in the 

public interest. Any Commission rule would, however, implicate protected speech and would 

have to conform to constitutional protections. 

11. THE TENTH CIRCUIT’S DECISION FORECLOSES THE APPLICATION OF 

PROTECTED SPEECH 
GOVERNMENT-MANDATED CPNI OPT-IN APPROVAL PROCESSES TO 

A. Future Judicial Review Is Unlikelv To Sustain An Opt-In Mandate 

Portions of the Second Further Notice suggest that “a more complete record on consent 

rnechanisms”la can provide the requisite foundation for the Commission to re-adopt an opt-in 

See Section II.B.4, below. 
This approval model appropriately accommodates the Constitution as well as Congress’ 

I5 

16 

express direction to carriers in Section 222, i.e., “[elxcept as required by law or with the approval 
of the customer, a telecommunications carrier . . . shall only use, disclose, or permit access” to 
CPNI according to certain requirements. 47 U.S.C. 0 222(c)( 1). And see Section II.A., below. 

Not all approval processes will require “notifications.” If a carrier is a single product supplier, 
under the Commission’s approval approach, that carrier already has approval fiom the customer 
to use the CPNI and no further notification would be necessary. 

17 

Second Further Notice 7 16. 18 
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requirement. Any such suggestion is foreclosed by a careful reading of the Tenth Circuit‘s 

decision. 

Most fundamentally, the Court’s decision was not about a failure of “reasoned 

decisionmaking,” the absence of “substantial evidence,” or any of the other deferential standards 

that typically apply to review of agency orders. Rather, the Court held that opt-in CPNI approval 

requirements -- regardless of the substance of the agency record -- implicate fundamental First 

Amendment considerations and rights,” and thus are subject to the rule of “Constitutional 

doubt.”” In light of these considerations and rights, the Court struck down the Commission’s 

CPNI rules, expressing doubt that the rules were supported by any reasonable demonstrated 

governmental privacy or competitive interest and skepticism that they promoted in any direct or 

material way legitimate government objectives. Nevertheless, the Court gave the Commission 

the benefit of the doubt and still it found that the CPNI rules “violate[d]” the First Amendment,” 

because they were not narrowly tailored. The Court therefore “vacate[d]” the regulations.22 

While not “advocating” a particular CPNI approval process: had the Court believed there was a 

realistic possibility the Commission could on remand justify the restriction on protected speech 

l9 U S  WEST v. FCC, 182 F.3d at 1228 (“this case is a harbinger of difficulties encountered in 
this age of exploding information, when rights bestowed by the United States Constitution must 
be guarded as vigilantly as in the days of handbills on public sidewalks. In the name of 
deference to agency action, important civil liberties, such as the First Amendment’s protection of 
speech, could easily be overlooked. Policing the boundaries among constitutional guarantees . . . 
is at the heart of [the Court’s] responsibility.”). 

2o Id. at 123 1. 

Id. at 1228, 1239. 

22 Id. at 1240. 

Id. at n.15 23 
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imposed by the opt-in process, it could simply have remanded the case back to the Commission 

without vacating the regu~ations.’~ 

Although the Tenth Circuit‘s decision may not literally enjoin the Commission from re- 

adopting an opt-in CPNI approval process at the conclusion of this proceeding, it is clear that 

proponents of such government mandate will bear a heavy burden on appeal. Unlike other cases 

involving review of agency regulations, given the already established “serious constitutional 

questions” associated with a governmentally-mandated CPNI opt-in approval processYz5 the 

Court will review the record de novo and the Commission’s conclusions. That judicial review 

will not be confined to whether the Commission considered First Amendment issues or whether 

it considered the propriety of an opt-out regime as well as an opt-in one. Rather, the Court will 

review the Commission’s actions with a view to avoiding “serious constitutional problems,” 

“ow[ing] the FCC no deference, even if its CPNI regulations are otherwise reasonable, and will 

apply the rule of constitutional doubt.”26 The Commission must reach the right conclusion to 

have a governmentally-mandated opt-in CPNI approval process -- or any CPNI approval rules -- 

upheld. 

B. The Tenth Circuit’s Analysis 

Any doubt that a decision to retain the opt-in process would have difficulty surviving 

appellate review is foreclosed by a careful reading of the Court’s decision. The Tenth Circuit 

made clear that both speech between carriers and their customers and speech within a carrier 

The Tenth Circuit plainly knows the difference between a vacatur and a remand, as evidenced 
by its decision remanding, but not vacating, the Commission’s universal services rules. See 
B e s t  Corporation v. FCC, Case Nos. 99-9546, et al., 258 F.3d 1191 (10” Cir. 2001). And see 
B e s t  Corporation v. FCC, Case Nos. 99-9546, et al., Order of Clarification, filed Aug, 27, 

25 U S  WESTv. FCC, 182 F.3d at 1231. 

26 Id. 

24 

2001 (lo* Cir.). 
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enterprise constitute commercial speech.*’ In reviewing the constitutionality of government 

intrusions on such speech, the Tenth Circuit was correctly guided by the principles of Centrul 

Hudson.28 A review of those principles demonstrates the heavy burden the Commission will bear 

defending any CPNI opt-in mandate. 

1. The Nature of the Government’s Interest 

a. Privacy 

The Tenth Circuit expressed substantial doubt that the Commission could articulate a 

legitimate governmental privacy interest that would support opt-in CPNI approval regulations. 

While the Court conceded that “in the abstract’’ privacy may constitute a legitimate and 

substantial governmental interest, it had considerable “concerns about the proffered 

justifications” particularly in light of the fact that “privacy . . . is multi-fa~eted.”~~ The Tenth 

Circuit laid out the government’s burden to justify its interest in the following language: 

In the context of a speech restriction imposed to protect privacy by keeping certain 
information confidential, the government must show that the dissemination of the 
information desired to be kept private would inflict specific and significant harm on 
individuals, such as undue embarrassment or ridicule, intimidation or harassment, or 
misappropriation of sensitive personal information for the purposes of assuming 
another’s identity.” 

Id. at 1230, 1232 (carrier-customer speech); 1230 and n.2,1233 n.4 (addressing carrier 
enterprise speech). 

Central Hudson Gus & Electric Corp. v. Public Service Commission, 447 U.S. 557 (1980) 
(“Central Hudson”). As outlined by the Tenth Circuit, assuming the l a h l n e s s  of the speech 
under consideration (a predicate factor), “the government may restrict the speech only if it 
proves: ‘( 1) it has a substantial state interest in regulating the speech, (2) the regulation directly 
and materially advances that interest, and (3) the regulation is no more extensive than necessary 
to serve the interest.”’ U S  WEST v. FCC, 182 F.3d at 1233 (referencing Centrul Hudson, 447 
U.S. at 564-65). 

29 U S  WESTv. FCC, 182 F.3d at 1234. 

30 Id. at 1235 (emphasis added). 

27 

28 
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Nothing about the Second Further Notice suggests the Commission could successfully 

articulate different informational privacy justifications for opt-in CPNI approval rules than it has 

done in the past,3’ for at least two reasons. First, the Tenth Circuit acknowledged the 

Commission’s concern about CPNI possibly being “sensitive” to some c~stomers,~’ yet 

expressed doubts that such interest was “substantial” in light of the openness of our society and 

ready access to info~mation.~~ Second, despite the Court’s doubts about the legitimacy of the 

government’s proffered priGacy interest, the Court gave the Commission the benefit of the doubt 

and assumed the Commission had met its burden on this element of the Central Hudson test.3J It 

is unlikely that a court reviewing opt-in CPNI rules in the future would proceed as generously 

with respect to the Commission’s burden of proof as did the Tenth Circuit. For this reason alone, 

the Commission should avoid this path. 

The Commission questions whether it can claim that a legitimate government interest 
advanced by Section 222 is to limit marketing contacts by carriers to their customers. Second 
Further Notice 7 17. Given Congress’ enactment of Section 227 and the Commission’s 
implementing rules (47 C.F.R. 5 64.1200)’ which expressly deal with marketing contacts, it is 
unlikely that this “interest” would be found to be a substantial governmental interest under 
Section 222. 

32 US WEST v. FCC, 182 F.3d at 1235 (quoting from the Commission’s CPNI Order 77 2,94). 

circulating in the world, we live in an open society where information may usually pass freely. 
A general level of discomfort from knowing that people can readily access information about us 
does not necessarily rise to the level of a substantial state interest under Central Hudson for it is 
not based on an identified harm.”). 

Id. at 1235-36 (“notwithstanding our reservations, we assume for the sake of this appeal that 
the government has asserted a substantial state interest in protecting people from the disclosure 
of sensitive and potentially embarrassing personal information”), 1238 (“[elven assuming, 
arguendo, that the state interests in privacy and competition are substantial and that the 
regulations directly and materially advance those interests” the rules are not properly tailored) 
1239 (“even assuming that respondents met the prior two prongs of Central Hudion, we 
conclude that based on the record before us, the agency has failed to satisfy its burden of 
showing that the customer approval regulations restrict no more speech than necessary to serve 
the asserted state interests”). 

3 1  

Id (“Although we may feel uncomfortable knowing that our personal information is 33 

34 
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b. ComDetitive Interests 

The Tenth Circuit expressed even greater skepticism that, in the context of CPNI, 

competition was a substantial governmental intere~t.~’ Because it disposed of the case on other 

grounds, however, it cautioned that “the interest . . . in protecting competition . . . is insufficient 

by itself to justify the CPNI” affirmative approval regulations under Central 

Court’s decision should not be read to suggest that the Commission may couple an ostensible 

legitimate government interest (such as privacy) with a government interest in competition and 

thereby enhance the competitive interest itself to a “substantial” one. Quite the contrary. 

The 

Moreover, in this particular case, the Commission cannot successfully defend 

burdensome CPNI approval rules for BOCs on some theory purporting that use of CPNI by a 

BOC’s Section 272 affiliate would be antic~mpetitive.~~ The Commission’s own advocacy and 

regulatory findings confirm just the opposite -- that sharing of CPNI between affiliates is pro- 

competitive, even in the absence of a customer approval req~irement.~’ Any attempt to revise 

Id. at 1238 (assuming that advancement of competitive interests was substantial). 35 

36 Id. at 1239 n.13. 
Compare the Commission’s discussion that “under an opt-in approach, the CPNI requirements 

operate to make a carrier’s anti-competitive use of CPNI more difficult [without ever articulating 
what that use might be] by prohibiting carriers from using CPNI unless and until they have 
obtained affirmative customer approval” (Second Further Notice 1 26) and its conclusion that it 
would “likely have to revisit its interpretation of the interplay between Sections 222 and 272 
were it to adopt an opt-out approach.” Id. 

See In re Applications of McCaw and AT&T Co., Memorandum Opinion and Order on 
Reconsideration, 10 FCC Rcd. 1 1786,11792 (1 995) (“we expect that permitting AT&T to 
disclose the information at issue to its cellular afiliates will increase competition for cellular 
customers as those afiliates, BOC cellular affiliates, and other providers seek to improve service 
and/or lower prices to attract and retain customers”); In the Matters of Amendment of Section 
64.702 of the Commission’s Rules and Regulations (Third Computer Inquiry), Report and Order, 
2 FCC Rcd. 3072,3094 (1987) (“Phase II Order’? and Memorandum Opinion and Order on 
Further Reconsideration and Second Further Reconsideration, 4 FCC Rcd. 5927,5929-30 
(1 989) (“Phase 11 Further Reconsideration Order’?, vacated on other grounds, People of State 
of Cal. v. FCC, 905 F.2d 121 7 (9” Cir. 1990) (restrictions on CPNI are necessary to protect 

37 

38 
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regulatory precedent to impede the benefits of information sharing between a BOC and its 

Section 272 affiliate -- and the ultimate beneficiaries of that sharing, customers -- would be ripe 

for judicial reversal under a Central Hudson analy~is.’~ 

2. Direct and Material Advancement of the Government’s Interest 

For the Commission to re-impose an opt-in requirement for CPNI approvals, it must 

overcome the Tenth Circuit’s finding that “[tlhe government presents no evidence showing the 

harm to either privacy or competition is real. Instead, the government relies on speculation that 

hann to privacy and competition for new services will result if carriers use CPNI.”“ The Court 

faulted the Commission for failing to provide evidence of how a breach of privacy might “occur 

in reality” with respect to CPNI -- either in the context of a carrier’s use within its corporate 

enterprise or with respect to third-party disclo~ures.~~ 

In light of the constitutional significance of any opt-in requirement, proponents of such 

approval process must meet the existing strong and factual in kind -- with facts and data. 

competitionj And see SBC Communications Inc. v. FCC, 56 F.3d 1484, 1495 (D.C. Cir. 1995) 
(agreed that allowing the sharing of CPNI would create an environment that would “lead to 
lower prices and improved service offerin s”). See also Brief for Petitioner and Intervenors, 
U S  WEST, Inc. v. FCC, No. 98-9518 (10 Cir. Aug. 13,1998), at 4-9 (reciting numerous 
situations in which the Commission has made such remarks and observations). 

in Section N. 
40 US WESTv. FCC, 182 F.3d at 1237. See also id. at 1239. 

CPNI within a firm. . . . Yet the government has not explained how or why a carrier would 
disclose CPNI to outside parties, especially when the government claims CPNI is information 
that would give one firm a competitive advantage over another. . . . [Tlhe FCC can theorize that 
allowing existing carriers to market new services with CPNI will impede competition for those 
services, but it provides no analysis of how or if this might actually OCCW.”). 

Attached, Qwest incorporates the briefs filed before the Tenth Circuit as part of this filing. 
Attachment A, Brieffor Petitioner and Intervenors (see note 38, supra); Attachment B, Reply 
Brief for Petitioner and Intervenors ( U S  WEST, Inc. v. FCC, No. 98-95 18 (1 Oh Cir. Oct. 
15, 1998)). These briefs express advocacy Qwest believes is salient with respect to the 

P 

Additional reasons why the Commission should not impose such burdens are addressed below 39 

Id. at 1237-38 (“By its own admission, the government is not concerned about the disclosure of 41 

42 
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What cornmentors might “think” about customer expectations or behavior, or arguments about 

how opt-in mandates would constitute “best regulatory policy,” will prove insufficient in a future 

First Amendment challenge unless those arguments identify specific consumer harms and 

document how an opt-in regime will eliminate them in a manner that is narrowly tailored and 

appropriately balances costs and 

3. Narrowly Tailoring an Affirmative CPNI Approval Mandate 

Should the Commission attempt to re-institute an opt-in CPNI approval process, it will 

have to refrain from speculation and attend to demonstrated evidence about consumer 

expectations and conduct. As the Tenth Circuit correctly stated when it rejected the 

Commission’s prior opt-out CPNI approval process, the Commission “merely speculate[d] that 

there are a substantial number of individuals who feel strongly about their privacy, yet would not 

bother to opt-out if given notice and the opportunity to do so.yy94 It is unlikely that the 

Commission can produce any solid evidence to support its speculation, particularly in light of the 

current record evidence that individuals know and understand opt-out processes and use them.45 

Even more significantly in the current context, the Commission is highly unlikely to be able to 

rebut the current record evidence that the particular constituency that is familiar with opt-out 

Commission’s Second Further Notice, as well as substantial references to the existing record and 
the legal principles that must be reconciled with any future Commission action. 

43 US WESTv. FCC, 182 F.3d at 1235, 1238-39 (costhenefit analysis required, and the costs 
may include real costs as well as societal costs of depressing information flows). 

Id. at 1239 (“Such speculation hardly reflects the careful calculation of costs and benefits that 
our commercial speech jurisprudence requires.”). 

See also Public Attitudes Toward Local Telephone Company Use of CPNI: Report of a 
National Opinion Survey, conducted November 14-1 7, 1996, by Opinion Research Corporation, 
Princeton, N.J.. and Prof. Alan F. Westin, Columbia University, sponsored by Pacific Telesis 
Group. Westin Survey, Question 5 (inquiring if the person being polled had ever been extended 
the opportunity to opt-out of having their name and address given to other organizations, to 

44 

4s 

I 
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practices approves of carriers’ use of CPNI in greater numbers than the general population and 

has a heightened interest in receiving information from their telecommunications carriers.46 

A government mandate that conditions the right to speak truthful information in an 

educated manner on a listener’s lack of interest is calculated to fail the narrow tailoring required 

by Cenrral Hudson and the Tenth Circuit’s analysis. As the Court concluded, it is not possible to 

correlate an individual’s failure affirmatively to opt-in to a carrier’s use of CPNI with a 

considered decision by that individual, because the failure to act is too strongly associated with 

inertia or a notion of di~interest.~’ The failure to act, then, provides little evidence of an 

individual’s true intentions, and no dispositive or compelling demonstration of a “decision.” 

~~ ~ ~ 

which 41% said “yes”); Question 6 (inquiring whether the person being polled had ever 
exercised an “opt-out” invitation, to which 62% said they had). 

Westin Survey, Executive S u m m q  at 8 (“almost two out of three members of the public -- 
64% -- say [a carrier’s use of account information] would be acceptable to them. When the 35% 
who said it was NOT acceptable were asked whether providing an opt out procedure would make 
this record-based communication process acceptable, 45% said it would. Combining those 
initially favorable with those becoming favorable if an opt out is provided produces a majority of 
80% for this customer-record based . . . telephone company communication process”); Executive 
Summary at 9 (“among the groups that scored well above the public’s 64% in their interest in 
receiving I . * information [from their carrier] were . . . Persons who have used an opt out,” 
raising the interest rating to 74%). 

47 Compare US WEST v. FCC, 182 F.3d at 1239 (results of U S WEST study do “not provide 
sufficient evidence that customers do not want carriers to use their CPNI. The results may 
simply reflect that a substantid number of individuals are ambivalent or disinterested in the 
privacy of their CPNI or that consumers are averse to marketing generally.”). See also Letter 
from Elridge A. Stafford, Executive Director, U S WEST to Magalie Roman Salas, Secretary, 
Federal Communications Commission, dated Dec. 16, 1997, referencing a teleconference 
meeting with Commission staff and attaching materials used during the discussion. The 
materials emphasized that when customers were focused on telecommunications matters of 
immediacy to them, CPNl approvals were very high. The lack of engagement in other contexts 
was noted, as well as the fact that “[fJlat response across options and customer types and 
segments” was “[a]typical of marketing promotions and indicative of lack of engagement.”). 

46 
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The Commission’s repeated observations in support of this behavioral phen~rnena,~’ 

make it impossible for the €ommission to overcome this “common sense” regulatory observation 

(akin to “judicial notice”) while at the same time defend an opt-in approval requirement as 

necessary for its “regulations . . . [to] meet its stated It is precisely because of this 

predictable consumer conduct that an opt-out process is best calculated to accurately assess an 

individual’s true concerns about his or her personal privacy in a context that permits reasonable 

commercial transactions to continue unencumbered by overreaching governmental barriers to 

speech. The Constitution requires that the burden of overcoming inertia be placed, in most 

circumstances, on those who wish to restrict the dissemination of information, not on speakers or 

interested audiences. 

4. Third-Partv Disclosures 

The Commission is not free simply to craft an opt-out CPNI approval regime for internal 

carrier use and sharing and impose an opt-in requirement for carrier disclosures of CPNI to 

unafTiliated third parties,” because not all CPNI disclosures to third parties would compromise 

even legitimate government interests in protecting an individual’s privacy. Were the 

Commission to mandate an opt-in approval requirement for carriers to disclose CPNI to third 

See, e.g., In the Matter of Computer III Remand Proceedings: Bell Operating Company 
Safeguards and Tier 1 Local Exchange Company Safeguards, 6 FCC Rcd. 7571,761 0 n. 155 
(1991) (“Computer 111 Remand Order’y (“Under a prior authorization rule, a large majority of 
mass market customers are likely to have their CPNI restricted through inaction.”); Public 
Notice, Additional Comment Sought on Rules Governing Telephone Companies ’ Use of 
Customer Proprietary Network Information, 9 FCC Rcd. 1685 (1 994). And see People of State 
of Cal. v. FCC, 39 F.3d 919,931,933 (9* Cir. 1994), cert. denied, 514 U.S. 1050 (1995) (“If 
small customers are required to take an affirmative step of authorizing access to their 
information, they are unlikely to exercise this option”). 

49 U S  WESTv. FCC, 182 F.3d at 1239. 

U S  WESTv. FCC, 182 F.3d at 1237-38. 

48 

The Tenth Circuit’s opinion makes only occasional reference to third-party disclosures. 50 
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parties, it would be required to successfully prove the elements required by Cenfial Hudson, 

including those elements pFeviously assumed by the Tenth Circuit in favor of the Commission. 

The Commission most likely could not overcome this evidentiary burden. 

It is clear that not all sharing of CPNI with third parties is improper. Some disclosures 

are required by law.” Others are quite benign and commercially routine.s2 Such transfers 

This information is required to be provided through Operations Support Systems (“OSS”) in 51 

pre-ordering, ordering, provisiong, etc. contexts to competitive carriers. See In the Matter of 
Implementation of the Local Competition Provisions in the Telecommunications Act of 1996, 
First Report and Order, 1 1 FCC Rcd. 15499, 15763-64, 15766-68 77 5 18, 52  1-25 (1 996) (“Local 
Competition Order ”), a f d  in part and vacated in part sub nom. Competitive 
Telecommunications Ass ’n v. FCC, 11 7 F.3d 1068 (8” Cir. 1997), vacated in part on reh g, as 
amended sub nom. Iowa Utils. Bd. V. FCC, 120 F.3d 753 (8h Cir. 1997), further vacated inpart 
sub nom. People of the State of Cal. V. FCC, 124 F.3d 934 (8” Cir. 1997), rev ‘d in part, a f d  in 
part andremandedsub nom. AT&T Corp. v. Iowa Utilities Bd., 525 U.S. 366 (1999); Second 
Order on Recon., 11 FCC Rcd. 19738 (1996); Third Report and Order and Fourth Further 
Notice of Proposed Rulemaking, 15 FCC Rcd. 3696,3882-90 77 42 1-37 (1 999), appeal pending 
sub nom. Unitedstates Telecom Ass ’n v. FCC, No. 00-1015 (D.C. Cir. pet. for rev. filed Jan. 19, 
2000). And see, where the Commission has stated that a refusal to provide other carriers this 
information when they have less than written approval would most likely violate the 
Communications Act. CPNI Order, 13 FCC Rcd. 8125 71 84-85 and n.3 15; CPNI 
Reconsideration Order, 14 FCC Rcd. 7 98. 

Compare the Commission’s determination that incumbent local exchange carriers are compelled 
by law to provide directory assistance information to third parties (47 U.S.C. § 251(b)) and 
cannot restrict the use of that information for the purpose for which it is provided. In the Matter 
of Provision of Directory Listing Information Under the Telecommunications Act of 1934, As 
Amended, 16 FCC Rcd. 2736,2748-50 7728-29 (2001). And see Petition for Reconsideration, 
filed by Qwest Corporation, Mar. 23,2001, CC Docket No. 99-273. 

For example, information might be shared with agents selling the services of a carrier, or when 
joint offerings are involved. Or, information might be shared when a portion of a business (or an 
entire business) is sold or transferred. Indeed, the Commission has acknowledged that such 
commercial circumstances are quite likely to occur in the telecommunications industry: “Given 
the dynamic marketplace, and the likelihood that carriers will continue to buy, sell, and transfer 
customer lines in the future,” the Commission modified its slamming rules “to ensure that [its 
carrier change rules] do not inadvertently inhibit routine business transactions.” In the Matter 
of 2000 Biennial Review -- Review of Policies and Rules Concerning Unauthorized Changes of 
Consumers Long Distance Carriers; Implementation of the Subscriber Carrier Selection 
Changes Provisions of the Telecommunications Act of 1996; Policies and Rules Concerning 
Unauthorized Changes of Consumers Long Distance Carriers, First Report and Order in CC 
Docket No. 00-257 and Fourth Report and Order in CC Docket No. 94-1 29, 16 FCC Rcd. 1 12 18 
7 2 (emphasis added) (“Bulk Transfer Order”). These kinds of transactions might involve the 
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generally reflect situations where the transfer of the information is warranted based on the 

relationship between the transferor and the transferee and where arguments to restrict the 

information based on unsupported, overbroad assertions of “privacy interests” could well impede 

bonafide commercial and societaI 

Arguments may be made to the Commission that might support a finding that, in some 

circumstances, some carrier disclosures of CPNI to unaffiliated third parties might be privacy 

invasive. But no one has made any such particularized demonstration. And, even if some 

commentor comes forward with specific examples, such arguments would not provide sufficient 

foundation for the government to mandate an opt-in CPNI approval obligation with regard to glJ 

transfers of CPNI to any or all third parties. Situations involving idiosyncratic carrier “bad acts” 

can easily be regulated through the complaint process and other provisions of the 

Communications Act.” Even if market forces alone were inadequate to address this problem, the 

enforcement process provides an easily-identifiable, less intrusive governmental remedy to 

advance any legitimate privacy interests the Commission might be able to prove, as compared to 

a constitutionally questionable opt-in CPNI approval process. 

111. AN OPT-OUT CPNI APPROVAL MODEL IS IN THE PUBLIC INTEREST 

Application of the rule of “constitutional doubt” requires that the Cornmission decline to 

reinstate an opt-in CPNI approval process. That result, moreover, is consistent with other 

provisions of the Act and sound public policy. The Commission should either allow carriers to 

“acquisition of assets (such as customer lines or accounts) or through a transfer of corporate 
control.” Id. at n.3. 

restrictions on information flows in the name of privacy protection). 

can proceed against a carrier for engaging in an unreasonable practice. 47 U.S.C. $9 208,209; 
47 C.F.R. 46 1.716, erseq., 1.720, erseq. 

See US WEST v. FCC, 182 F.3d 1235 n.7 (noting potential societal costs that can be caused by 

Individuals can complain to the Commission either informally or formally or the Commission 
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devise their own CPNI approval processes, subject to market forces and regulatory enforcement 

actions; or the Commissionmust promulgate a narrowly-tailored CPNI approval rule that 

conforms with constitutional protections of speech. 

A. 

Section 222 was ‘‘immediately effective” upon passage, as the Commission has noted.5’ 

Section 222 Rewires No Governmental Implementation 

That Section invites private party implementation, directing carriers -- all carriers -- to behave in 

certain ways with respect to CPNI, i.e., “[elxcept as required by law or with the approval of the 

customer, a telecommunications carrier . . . shall only use, disclose, or permit access” to CPNI 

according to certain requirements.56 The word “approval” is clearly subject to a variety of 

meanings within a broad range of reasonable interpretations. It can include oral, written or 

electronic approvals. It can include opt-in or opt-out approvals. In “its strictest etymological 

construction,” the word approve “is an after-the-fact ratifi~ation,”~~ of the sort inherent in implied 

In the Matter of Implementation of the Te.Gcommunications Act of I 96: Telecommur‘ications 55 

Carriers ’ Use of Customer Proprietary Network Information and Other Customer Information, 
Notice of Proposed Rulemaking, 1 1 FCC Rcd. 125 13, 125 14 1 2  (1 996). And see In the Matter 
of Computer III Remand Proceedings: Bell Operating Company Safeguards and Tier I Local 
Exchange Company Safeguards and Rules Governing Telephone Companies’ Use of Customer 
Proprietary Network Information, 1 1 FCC Rcd. 166 1 7, 166 19 7 4 (1 996). 

47 U.S.C. 0 222(c)(l). 

AT&T Communications of the Southwest, Inc. v. Southwestern Bell Telephone Company, No. 57 

A 96-CA-397 SS, at 9-10 (W.D. Tex. 1996). Indeed, the Commission itself cited a dictionary 
definition of “approve” as meaning “ratify.” CPNI Order, 13 FCC Rcd. at 70 7 91 n.336. 

See Griggs-Ryan v. Smith, 904 F.2d 1 12, 1 16-1 7 (1 st Cir. 1990) (noting that implied consent 
“inheres where a person’s behavior manifests acquiescence or a comparable voluntary 

58 

diminution of his or her otherwise protected rights. . . [I]mplied consent is not constructive 
consent [but, rather] ‘consent in fact’ which is inferred %om surrounding circumstances[’] . . . 
[qmplied consent -- or the absence of it -- may be deduced from ‘the circumstances prevailing’ 
in a given situation.” (citations omitted)). In the CPNI Order, the Commission acknowledged 
that customer approval “can be inferred in the context of an existing customer-carrier 
relationship” in some circumstances. CPNI Order, 13 FCC Rcd. at 8080 7 23 (emphasis in the 
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Allowing industry implementation of Section 222 unencumbered by formal Commission 

rules avoids government compulsion and the First Amendment implications such compulsion 

entails. It is, therefore, a CPNI approval model with much to be said for it.59 This is particularly 

the case since such model would minimize burdens on single product carriers, in light of the fact 

that their subscribers only would be in one service category and approval would be 

No further action would be required for this portion of the industry. Only carriers offering 

multiple products across Commission-defined service categories (local, wireless and long 

distance) would need to fashion a more formal approval process, including customer 

notifications. 

A carrier notice outlining the types of CPNI transfers that might occur within the carrier’s 

corporate enterprise and to unaffiliated third-parties,61 coupled with the extension of reasonable 

customer choices in response to that notification, adequately protects customers’ privacy 

interests. This type of full and fair disclosure, in conjunction with the fact that carriers who 

release CPNI haphazardly or without regard to the customer’s legitimate privacy interests are 

original). Thus, the Commission agreed that “Congress recognized . . . that customers expect 
that carriers with which they maintain an established relationship will use information derived 
through the course of that relationship to improve the customer’s existing service” (id. at 8 102 7 
54). Compare Clarifjcation Order (Clarification Order, CC Docket Nos, 96-1 15 and 96-149, 
FCC 01-247, rel. Sep. 7,2001 included in the release of the Second Further Norice) 77 8-9 
(where the Commission acknowledges that customer consent can be gleaned from a notice and 
opt-out regime). 

regulation buttressed by Commission reporting rules. 
This is 

See note 17, supra. 

“[Elven if [a] customer does not currently subscribe to service from [the] affiliates” (Second 
Further Notice 7 2 6 )  or if a carrier makes no third-party disclosures, an opt-out notice can be 
crafted that makes clear that such activity might occur. It is also true, of course, that the affiliate 
might never use the information to market to the individual or that the CPNI may not prove 
particularly relevant in crafting a communication to the individual. 

a “self-regulation” regime, since carriers would be complying with legislative 59 

60 

61 
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subject to market reactions as well as governmental enforcement, assures that individual 

consumers suffer no harms at the hands of unscrupulous carriers.62 

Qwest’s recommended approach is supported by the language of Section 222 itself. That 

section, unlike other Congressional consumer protection initiatives that expressly call for 

Commission r~lemaking,~~ does not suggest, let done compel, governmental participation in its 

implementation; nor does it “elaborate as to what form that approval should take.”6J Given that 

Section 222 applies to all carriers (a legislative extension of CPNI privacy protection beyond the 

prior Open Network Architecture (“ONA”) BOC/GTE regulatory regime), Congress correctly 

did not prescribe a single approval mechanism. Wireline carriers, for example, might find one 

type of approval mechanism feasible, wireless carriers an~ther.~’ Incumbent carriers with 

substantial numbers of customers might choose one approval mechanism, new entrants with 

limited customers might choose a different mechanism. There is nothing demonstrating that 

Compare a similar process employed by the Federal Trade Commission (“FTC”). That agency 
has no substantive privacy rules directed to private industry. However, based on encouragement 
from that Commission, large numbers of businesses have established privacy policies. The FTC 
does not directly regulate the content of the policies, but it has declared its expectation that 
companies will truthfully say what they do with respect to privacy in those policies and do what 
they say. If a company does not, the FTC will proceed against them in an enforcement action, on 
the grounds that the “misrepresentation7’ by the business amounts to an ‘‘Unfair“ or “deceptive7’ 
trade practice, which the FTC can address through its existing legislatively-delegated authority. 

Compare 47 U.S.C. 5 227(c) (“[wlithin 120 days after [the date of enactment of this section], 
the Commission shall initiate a rulemaking proceeding concerning the need to protect residential 
telephone subscribers’ privacy rights to avoid receiving telephone solicitations to which they 
object”), Section 258 (certain actions are to take place “in accordance with such procedures as 
the Commission may prescribe”). Compare a predecessor bill to Section 222, H.R. 1555 (1 04* 
Congress, First Session, 1995) that would have required a rulemaking on privacy matters 
and above the general language similar to Section 222(c)(1) regarding customer approvals. 

64 US WEST v. FCC, 182 F.3d at 1230. 

are not required to treat CPNI differently than other carriers. 

63 

Other than with respect to wireless location information (see note 14, supra), wireless carriers 65 
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Congress applauded one type of approval mechanism& and frowned on another. The 

Commission should approaeh the approval process with the same liberality and flexibility. 

B. 

Should the Commission persist in promulgating CPNI approval rules, any such rules -- 

Any Commission Rules Must Be Narrowly-Tailored 

impacting as they do lawful speech -- must be narrowly tailored. In light of the fact that carriers 

With the exception of wireless location information. See note 14, supra. 

67 Compare Bulk Transjkr Order, 16 FCC Rcd. at 11218 77 12-13. 

have choices among a wide variety of approval mechanisms, a Commission rule requiring 

carriers to advise the Commission of the approval mechanism chosen would not be 

inappropriate. And, in those situations where a notification was a necessary aspect of the 

approval process, the Commission could require carriers to provide it with information about the 

notification process, perhaps even requiring submissions of scripts used or notifications 

The Commission must be careful to avoid unwarranted mandates for affirmative 

customer approvals for CPNI use and disclosure. A narrowly-tailored government-mandated 

CPNI approval mechanism is one that places the burden to act on those individuals who might be 

keenly interested in the matter of privacy generally, and the issue of privacy within the carrier- 

customer relationship specifically. Only if an individual &innatively “opts-out” can the “true” 

meaning of the individual’s intentions with respect to privacy “protection” be understood 
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The type of regulation described here is simple and easy to administer. It would provide 

the Commission with basic-information about carrier practices such that, should the Commission 

disagree with those practices, it cgn institute enforcement proceedings to protect specific 

consumers against specific carrier-initiated harms. Such limited rules -- without “devilish 

details” and improper burdens -- are the most calculated to withstand constitutional challenge. 

C. 

The 1996 Act, which included the CPNI provisions that became codified in Section 222, 

Foregoing An Opt-In Mandate Is Consistent With Sound Policy 

was intended to implement a pro-competitive, “deregulatory” era in telec~mmunications.~~ A 

process that requires carriers to solicit, and customers to provide, affirmative evidence of their 

consent to the receipt of information epitomizes the kind of burdensome regulation the 

Commission has, at least in other contexts, been attempting to eliminate.” 

Construing Section 222 not to mandate an opt-in process for communications that use 

CPNI not only reflects solid First Amendment jurisprudence, but also is the most “deregulatory” 

approach available to the CPNI inquiry. In addition, the matter of CPNI approvals and carriers’ 

use and disclosure of this information has now been pending for several years, damming 

Policies Regarding Calling Number Identification Service, Report and Order and Further Notice 
of Proposed Rulemaking, 9 FCC Rcd. 1764,1766 1 8 (1 994). 

69 U S  WEST v. FCC, 182 F.3d at 1236-37 and n9. 

expectations in adopting 47 U.S.C. $ 161 (Section 1 1 proceedings). That section has two 
subdivisions. The first requires a comprehensive review of Commission regulations every two 
years to aid the Commission in determining “whether any. . . regulation[ J [is] no longer 
necessary in the public interest as the result of meaningful competition between providers of 
such service.” 47 U.S.C. 5 161(a). Regulations failing to meet this standard (Le., the “Effect of 
[the Commission] Determination”) &aJ be repealed or modified. Id. at 
mandated statutory regulatory reform regime changes, to a large extent, traditional notions of 
rulemaking proceedings. As Commissioner Furchgott-Roth accurately stated during his tenure, 
if the Commission cannot demonstrate that a rule is actually necessary then, according to 
subsection (b) of the statute, it must be repealed or modified. See Commissioner Furchtgott-Roth 

The Commission has been engaged in a number of proceedings established to meet Congress’ 70 

16 1 (b). This 
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information flows and creating uncertainty among caniers and customers. Rolling the appellate 

dice based on the unlikely possibility that the Tenth Circuit can be convinced to sustain an opt-in 

process will, at best, perpetuate that uncertainty. In sum, rejection of an opt-in CPNI approval 

process is mandated by the First Amendment, would further the Commission’s deregulatorj 

objectives, and end uncertainty in this area. 

IV. THE COMMISSION IS NOT FREE TO LIMIT THE USE OF 
CPNI BETWEEN THE BOC AND A SECTION 272 AFFILIATE 

As discussed above, the Tenth Circuit’s decision addressed speech within a common 

corporate enterprise.” Speech within such enterprise is protected speech, all the more so in the 

context of speech by a BOC concerning long distance services since (a) like carriers’ wireless 

Issues Comprehensive Report on FCC’s Biennial Review Process, 1998 FCC LENS 6409, Dec. 
21, 1998 at 8. 
71 See US WEST v. FCC, 182 F.3d at 1230 and n.2 (observing that the Commission’s 
“regulations treat affiliated entities of a carrier as separate for the purposes of use or disclosure. 
Thus, the regulations permit unapproved disclosure of CPNI between affiliated entities of a 
telecommunications carrier only when the canier provides different categories of service and the 
customer subscribes to more than one category of service.”); 1233 n.4 (where the Court stated 
that “the [intra-carrier] speech is properly categorized as commercial speech”). 
See aZso Brief for Petitioner and Intervenors at 20-21 (referencing two different corporations and 
service categories in two different examples, Le., “Under the FCC’s so-called ‘total service 
approach,’ a carrier providing only local service to a particular customer would not be able to use 
CPNI, without prior affirmative customer consent, to speak to the customer regarding cellular or 
long distance service. A carrier providing only long-distance service would be similarly 
constrained with respect to local or wireless services not currently provided to its customer.”) 
(footnote omitted), 26 (“In addition to the barrier the CPNI Order imposes on carrier-customer 
communications, it also restricts the right of common corporate affiliates and divisions, and of 
personnel within the same carrier, to share CPNI . . . By preventing carriers’ separate divisions or 
affiliates fiom communicating CPNI to each other, even where Congress has explicitly granted 
the right for those divisions or affiliates to engage in joint marketing, the CPNI Order operates as 
a classic restriction on speech.”); Reply Brief for Petitioner and Intervenors at 4 (arguing with 
respect to “Intra-Carrier Speech” -- “CPNI-related communications within a telecommunications 
carrier, and within the carrier’s corporate family[,]” and providing an additional example of 
communications between two different corporations involving two different service categories). 

I 
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services, Congress has expressly permitted joint marketing: and (b) Congress has affrmatively 

acted to eliminate any nondiscrimination obligations with respect to such joint marketing of a 

Section 272 affiliate’s long distance ser~ices.’~ 

Any future attempt to circumscribe speech within a corporate family would have to be 

defended under a Central Hudson test. For that reason, it is unlikely that the Tenth Circuit’s 

determination that CPNI use and communication is constitutionally protected would change. 

Nor would the Court’s determination that burdening the speech of the BOC and its affiliate, and 

the speech of these companies with customers, is constitutionally impermissible. 

A. Interplay Between Sections 222 And 272 

Both before and since the issuance of the Tenth Circuit opinion, the Commission has 

interpreted the interplay between Sections 222 and 272. A change in interpretation at this point 

would be not only arbitrary and capricious but constitutionally infirm. Like courts faced with 

sericus constitutional problems, that are required to construe statutes to avoid such problems,74 if 

possible the Commission must construe legislative pronouncements in a manner that avoids 

constitutional conseq~ences.~~ A reconciliation of the statutory provisions, such that Section 222 

controls all affiliate sharing of CPNI (whether BOC or not) once necessary customer approvals 

See 47 U.S.C. 9 152 note (Section 601(d) of the Telecommunications Act of 1996, Pub. L. No. 72 

104-1 04, Title VI, 1 10 Stat. 56,114 (Feb. 8, 1996)) (wireless) and 6 272(g)(3) (mterexchange 
long distance). And see AT&T Corp. v. FCC, note 13, supra, 220 F.3d at 632. 

74 U S  WEST v. FCC, 182 F.3d at 123 1. 

Council, 485 U.S. 568,575 (1988); Ashwander v. Tennessee Valley Authority, 297 U.S. 288,347 
(1 936) (Brandeis, J., concurring). See also In the Matter of Implementation of the 
Telecommunications Act of 1996: Telemessaging, Electronic Publishing, and Alarm Monitoring 
Services, First Report and Order and Further Notice of Proposed Rulemaking, 12 FCC Rcd. 
5361,5376 37 (1997); Second Report and Order, 12 FCC Rcd. 3824,3834 7 24 (1997) (both 

47 U.S.C. 0 272(g)(3). 

See Edward J. DeBartolo Corp. v. Florida GuIf Coast Building and Construction Trades 75 
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are secured, is the best legal and policy resolution. The Commission is not in a position to 

change course. 

After having preliminarily concluded that Section 272 took some kind of precedence over 

Section 222 with respect to CPN1,’6 in its CPNI Order the Commission “revisit[ed] and 

ovemle[d]” that position.77 In language that could not be clearer, the Commission provided its 

rationale and justification for its change of position: 

We agree with the BOCs that the specific balance between privacy and competitive 
concerns struck in section 222, regarding all carriers’ use and disclosure of CPNI, 
sufficiently protects those concerns in relation to the BOCs’ sharing of CPNI with 
their statutory  affiliate^.'^ 

Although we find that section 222 envisions a sharing of customer CPNI among those 
related entities . . . , such a sharing among BOC affiliates would be severely 
constrainted or even negated by the application of the section 272 nondiscrimination 
requirements. 79 

[Alpplying section 272 to the BOCs sharing of CPNI with their statutory affiliates 
would not permit the goals and principles of section 222 to be realized fully as we 
believe Congress contemplated.” 

[ w e  conclude that the most reasonable interpretation of sections 222 and 272 is that 
section 272 imposes no additional CPNI requirements on BOCs’ sharing of CPNI 
with their section 272 affiliates.8’ 

Orders citing to United States v. X-Citement Video, Inc., 1 15 S.Ct. 464,467,469 (1 994)(5 13 
U.S. 64,68-69,72-74)). 

See In the Matter of Implementation of the Non-Accounting Safeguards of Sections 271 and 16 

272 of the Communications Act of 1934, As Amended, First Report and Order and Further 

Safeguards Order”). 
I Notice of Proposed Rulemaking, 1 1 FCC Rcd. 21905,2201 0 7 222 (1996) (“Non-Accounting 

~ 

” CPNl Order, 13 FCC Rcd. at 8 172 7 154,8 179 7 169. 

78 Id. at 8172 7 154. 

79 Id. at 8174 7 158. 

Id. at 8179 7 168. 

Id. at 8179 7 169. 
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Later, after the Tenth Circuit’s opinion was issued, the Commission confirmed its 

position that Section 222 controlled the matter of CPNI use and sharing with respect to the BOC 

and its &iliate, not Section 272. .The Commission stated: 

0 We affirm our conclusion in the CPNI Order that the most reasonable interpretation 
of the interplay of sections 222 and 272 is that section 272 does not impose any 
additional obligations on the BOCs when they share CPNI with their section 272 
affiliates.” 

We affum the CPNI Order’s conclusion that the term “information” in section 
272(c)(1) does not include CPNI.83 

0 

0 While the legislative history is silent about the meaning of “information” in section 
272(c)( l), . . . we believe that the structure of the Act belies petitioners’ contention 
that the term “information” has a plain meaning that encompasses CPNI. In enacting 
section 222, Congress carved out very specific restrictions governing consumer 
privacy in CPNI and consolidated those restrictions in a single, comprehensive 
provision. We believe that the specific requirements governing CPNI use are 
contained in that section and we disfavor, accordingly, an interpretation of section 
272 that would create constraints for CPNI beyond those embodied in the specific 
provision delineating with those constraints. As a practical matter, the interpretation 
proffered by petitioners would bar BOCs from sharing CPNI with their affiliates . . . 
[ w e  find it a more reasonable interpretation of the statute to conclude that section 
222 contemplates a sharing of CPNI among all affiliates (whether BOCs or others), 
consistent with customer expectations that related entities will share information so as 
to offer services best tailored to customers’ needs.” 

Finally, almost a year after the Tenth Circuit’s decision was handed down, the 

Commission reiterated and endorsed its prior statutory interpretations. Rejecting an AT&T 

challenge to Bell Atlantic’s use of CPNI subsequent to the time BeIl Atlantic had been 

authorized to provide interexchange long distance, the Commission stated: 

[TI he Commission’s construction of section 222 as expressing pro-competitive concerns 
was only one of the several reasons why the Commission construed section 272(c)’s 
reference to “information” not to include CPNI. The Commission also so concluded in 
order to “further the principles of customer convenience and control,” and “protect 

CPNI Reconsideration Order, 14 FCC Rcd. 7 137 (emphasis added). 82 

83 Id. 1141. 

Id. 8 142 (emphasis added). 84 
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customer’s privacy interests.” Moreover the Commission was concerned that a reading 
of section 272 such as advocated by AT&T here [requiring nondiscriminatory treatment 
of CPNI] would lead the BOCs to “simply choose not to disclose their local service 
CPNI,” which would “not serve the various customer interests envisioned under section 
222.” . . . Accordingly, because we conclude that section 272(c)’s reference to 
“information” does not include CPNI, we deny AT&T’s . . . claim.” 

The above interpretations that Section 222 controls the use and sharing of CPNI and that 

Section 272 does not are clearly the conect ones. Not only does such reconciliation avoid 

agency action that would pose serious constitutional problems, the reconciliation accommodates 

the rule of statutory construction that within a piece of integrated legislation, the more specific 

statutory provisions control over the more general.“ The more specific CPNI provision, Section 

222, should control the CPNI customer approval process with respect to both the BOC and the 

Section 272 affiliate, as well as how CPNI is used or shared after such approval has been 

secured. 

B. 

-- Even if Section 272(c)( 1) had some statutory relevance to CPNI usage and sharing 

between a BOC and its Section 272 affiliate, Congress’ determination that “joint marketing and 

sale of services permitted under [272(g)(3)] shall not be considered to violate the 

nondiscrimination provisions” of (c)( 1) would wrest CPNI “information” from the hard grasp of 

Joint Marketing ExceDtion Allows CPNI Sharing 

Section 272(c)( 1 )’s nondiscrimination obligation regarding the sharing of “information” Prior 

85 AT&T/Bell Atlantic Complaint, note 12, supra, 15 FCC Rcd. at 20004-05 T [ l  18-19. 

In re Applications of Ameritech Corp. and SBC Communications, Inc., [For Consent to 
Transfer Control of Corporations Holding Commission Licenses and Lines Pursuant to Sections 
214 and 310(d) of the Communications Act and Parts 5, 22, 24, 25, 63, 90, 95 and IO1 of the 
Commission’s Rules, 14 FCC Rcd. 14712, 14940 n.1047 (citing to HCSC-Laundry v. United 
States, 450 US. 1,6  (‘‘[I) is a basic principle of statutory construction that a specific statute . . . 
controls over a general provision . . . particularly when the two are interrelated and closely 
positioned”) (1981); In the Matter of the Federal-State Joint Board on Universal Service, Report 
to Congress, 13 FCC Rcd. 1 1501, 1 1646 (1 998) (‘’typical statutory construction requires that 
specific directions in a statute trump any general admonitions”). 

86 
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I 
-- 

I 

Commission observations and adjudications clearly demonstrat th 3m ction between CPNI 

and joint marketing, as well-as the adverse impact to joint marketing when CPNI is not 

available.” Quite simply, CPNI is often the predicate or foundation for marketingYs8 including 

joint marketing. 

Other considerations associated with carrier marketing also support allowing CPNI use 

for joint marketing of the BOC and its Section 272 affiliate. As the record shows, the two major 

national interexchange caniers have touted the depth and breadth of their customer informati~n.~~ 

These carriers clearly have substantial information on customers across the nation with respect to 

actual (as well as predicted) interexchange calling. The BOCs should have a similar benefit with 

respect to what local service CPNI might be able to predict (if anythmg) with respect to the joint 

marketing of local and long distance services. There is no real discrimination in such allowance, 

since both the BOCs and interexchange carriers are in predictive modes with respect to one 

customer constituency (either local or long distance). Only in this way can the Commission 

realize its (and Congress’) expectation that, upon securing Section 271 relief, a “BOC [should] 

See, e.g. , Brief for Petitioner and Intervenors at 5-8 and nn.6-7, 10-1 1 (citing to proceedings in 87 

which the Commission has found CPNI necessary or usefbl in joint marketing and one-stop 
shopping. 

US WEST v. FCC, 182 F.3d at 1233 n.4 (“when the sole purpose of intra-carrier speech based 
on CPNI is to facilitate the marketing of telecommunications services to individual customers . . . 
the speech [is] integral to and inseparable from the ultimate commercial solicitation.”). 

Letter from Elridge A. Stafford, Executive Director, U S WEST to Ms. Magalie Roman Sals ,  
Secretary, Federal Communications Commission, Jan. 27, 1998, Attachment at 10 (“AT&T 
boasts: ‘We now have a database with information about nearly 75 million customers. We 
know their wants, needs, buying patterns, and preferences;’” “MCI claims databases that contain 
more than 300 million sales leads and up to 3,500 fields of information about 140 million 
customers and prospects[.]” See also Letter from Kathryn Marie Krause, Senior Attorney, U S 
WEST to Ms. Magalie Roman Sals ,  Secretary, Federal Communications Commission, Nov. 14, 
1997, at 12 n.39 (providing references to where AT&T and MCI touted their substantial and 
“rich” consumer data). 

88 

89 

Qwest Services Corporation 
27 

November 1,2001 



be permitted to engage in the same type of marketing activities as other service providers.”90 

Thus, should the Commission determine that Section 272(c)( 1) has any relevance to CPNI, it 

must simultaneously find that the CPNI “information” can be used without regard to the 

nondiscriminatory requirements of that Section, in light of the exemption in Section 272(g)(3) 

permitting its use in joint marketing. 

V. CONCLUSION 

The Tenth Circuit’s decision makes clear that the Commission’s discretion with respect 

to the promulgation of CPNI approval rules is subject to significant Constitutional constraints. 

The Commission’s actions must respect both the speech rights of carriers as well as their 

customer audiences. Government mandates with respect to CPNI approvals can survive future 

appellate challenge only if the government successfully articulates and defends a legitimate 

governmental interest, demonstrates that the means it chooses to advance that legitimate interest 

does so in a direct and material way, and successfully proves that the means chosen to advance 

the government interest are narrowly-tailored to achieve the government’s obj,?ctive. The 

Commission should not underestimate the evidentiary burden imposed on it, since few 

government regulations burdening speech have been upheld under the Centrul Hudson test. 

The Commission, in no event, should attempt to burden the speech of BOCs vis a vis 

their Section 272 affiliates. Such action would be contrary to the Tenth Circuit’s analysis and 

First Amendment principles. In addition to raising First Amendment implications similar to 

those that caused the Tenth Circuit to invalidate the Commission’s CPNI opt-in regulations, 

replacing “opt-in” regulations with additional CPNI burdens or restrictions on BOCs would be at 

Non-Accounting Safeguards Order, 1 1 FCC Rcd. at 22046 1 29 1. And see CPNI Order, 13 90 

FCC Rcd. at 8 178 n.580 (noting symmetry between marketing provisions for interexchange 
carriers and BOCs). 
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odds with the Commission's prior statutory interpretations of the interplay between Sections 222 

and 272. Those interpretations, as conceded by the Commission, were invited and endorsed by 

the structure of the Telecommunications Act itself. Moreover, burdening communications 

between a BOC and its Section 272 affiliate would frustrate Congress' express endorsement of 

BOC joint marketing found in Section 272(g)(3). Nothing about the Tenth Circuit's opinion 

requires a revisitation of this matter and the Commission should decline to undertake such 

action. 

The Commission can avoid continued and unsettling controversy over the proper format 

and scope of CPNI approvals by defemng to the Congressional directive of Section 222. The 

language of that Section runs directly to carriers, imposing restrictions on carrier conduct (e.g., 

that CPNI be used only in certain ways) and anticipating actions that would warrant carrier use 

of CPNI beyond those restrictions (e.g., legal requirements or customer approvals). A CPNI 

approval model which imposes directly on carriers the responsibility for compliance with Section 

222, yet promotes that compliance through Commission enforcement actions in those instances 

of carrier misfeasance, represents a fundamentally sound CPNI approval model. It benefits fiom 

simplicity, ease of administration, and the avoidance of government compulsion. 

Should the Commission determine that reliance on market forces and regulatory 

enforcement capabilities is insufficient for proper administration of Section 222 and that more 

formal regulations are required, those regulations must conform to constitutional imperatives. 

The rules must be narrowly-tailored and avoid unduly burdening speakers of t m f f i l  information 

and interested audiences. The CPNI approval mechanism most calculated to withstand 

constitutional scrutiny as applied to multi-product carriers wishing to use CPNI across service 

categories in those cases where their customers do not subscribe to service in each category, is an 
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opt-out approval model. Carriers might be asked to provide the Commission with written 

information regarding the CPNI approval method chosen and the notification information 

provided customers. Such a limited CPNI approval rule might well accommodate sound First 

Amendment principles. 

Qwest urges the Commission to adopt the proposals and recommendations contained in 

these comments. The approach outlined herein fairly balances governmental, privacy and 

commercial interests in a manner consistent with the constitution and sound public policy. No 

one could expect more. 

November 1,200 1 

Respectfull ' submitted, 

QWEST FRVICES CORPORATION k_ 

Kathryn Marie Krause 
Suite 700 
1020 19" Street, N.W. 
Washington, DC 20036 
(303) 672-2859 

Its Attorneys 
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REPLY COMMENTS OF QWEST SERVICES CORPORATION 

Pursuant to the Federal Communications Commission’s (“Commission” or “FCC”) 

request for comment with respect to its Second Further Notice of Proposed Rulemaking 

(“Second Further Notice”)’ in the above-captioned proceedings, Qwest Services Corporation 

(“Qwest”) respectfully submits these Reply Comments. 

I. INTRODUCTION AND SUMMARY 

As Qwest demonstrated in its opening Comments, the Tenth Circuit’s action in US 

WEST v. FC? significantly limits the Commission’s discretion in promulgating Customer 

- - 

The Second Further Notice states that parties should make filings in this proceeding in CC 1 

Docket 99-273 (see Second Further Notice 7 32), despite the fact that the caption of the 
proceeding does not reference such docket. Qwest assumes this is simply a typographical error. 

In the Matter of Implementation of the Telecommunications Act of 1996: Telecommunications 
Carriers Use of Customer Proprietary Network Information and Other Customer In formation; 
Implementation of the Non-Accounting Safeguards of Sections 271 and 272 of the 
Communications Act of 1934, as Amended, CC Docket Nos. 96-1 15 and 96-149, Second Further 
Notice of Proposed Rulemaking, FCC 01-247, rel. Sep. 7,2001. 

(June 5,2000) (“US WEST v. FCC’Y. 

2 

U S  WEST, Inc. v. FCC, 182 F.3d 1224, 1240 (lo* Cir. 1999), cert. denied, 120 S.Ct. 2215 3 



Proprietary Network Information (“CPNI”) approval processes and imposes material 

constitutional restraints on the Commission’s revisitation of its CPNI Order.4 When tested 

against those constraints, only a governmentally-mandated opt-out CPNI approval process can be 

sustained. Such process is also the most consistent with the deregulatory goals of the Act and 

Commission policy. 

The overwhelming majority of commenting parties agree with Qwest’s position. Those 

commentors argue, correctly, that carriers should have primary responsibility for establishing 

and implementing CPNI approval processes,’ guided by market forces,6 with government 

enforcement mechanisms available as an additional safeguard.’ Alternatively, if the Commission 

is nevertheless inclined to adopt specific regulations governing CPNI approvals, commentors 

argue that only an opt-out CPNI approval process accommodates constitutional considerations, 

customer privacy interests and legitimate commerce.’ The Commission should align its 

In the Matter of Implementation of the Telecommunications Act of 1996: Telecommunications 
Carriers ’ Use of Customer Proprietary Network Information and Other Customer Information; 
Implementation of the .\roil-Accounting Safeguards of Sections 271 and 272 of the 
Communications Act of’19.?4, as Amended, Second Report and Order and Further Notice of 
Proposed Rulemaking, 13 FCC Rcd. 806 1 (1 998) (“CPNI Order”). 

Cellular Telecommunications & Internet Association (“CTIA”) at 5-6; Sprint Corporation 
(“Sprint”) at 2,4-5, 6-7 all noted that no formal Commission rules are required with respect to 
the CPNI approval process. CTIA noted that the Commission could simulate the self-regulatory 
privacy approach adopted by the Federal Trade Commission ((‘FTC“), an approach extolled by 
the current Chairman of the Commission. CTIA at 6-10. And see Qwest at 18-19 n.62. 

AT&T Wireless Services Inc. (“AWS”) at 2; Cingular at 2-3; United States Telecom 
Association (“USTA”) at 13. 

Sprint at 6; CTJA at 12; USTA at 13. Individuals can complain to the Commission either 
informally or formally or the Commission can proceed against a carrier for engaging in an 
unreasonable practice. 47 U.S.C. $ 8  208,209; 47 C.F.R. $6 1.716, et seq., 1.720, etseq. 

See ALLTEL at 4; AT&T Corp. (“AT&T”) at 3-9; AWS at 2,6,8-9, 10; BellSouth Corporation 
(“BellSouth”) at 4-5; CenturyTel, Inc. (“CenturyTel”) at 3-4, 8-1 0; Direct Marketing Association 
( “ D W )  at 3; Nextel Communications, Inc. (‘Nextel”) at 2; National Telephone Cooperative 
Association (‘NTCA”) at 2,4; SBC Communications Inc. (“SBC”) at 2,8-13; Sprint at 6-7; 

4 

ALLTEL Communications, Inc. (“ALLTEL”) at 2; Cingular Wireless LLC (“Cingular”) at 2-3; 5 

6 

7 

8 
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regulatory action with this advocacy, since it is the only course of action calculated to be 

sustained as constitutionally permissible. 

Only two commentors -- the Electronic Privacy Information Center, et al., (“EPIC”) and 

Mpower Communications C o p  (“Mpower”) -- argue for an opt-in approval requirement for all 

(EPIC ) or some (Mpower) CPNI. Neither supports its position with relevant legal precedent or 

empirical evidence. Rather, each purports to support its argument with conjecture and analogies 

to inappropriate facts or situations. These comments fail to provide the evidentiary support 

necessary to justify an opt-in CPNI approval mechanism under the requirements of Central 

Hudson’ and the Tenth Circuit’s analysis. 

EPIC, somewhat reconstituted from the Amici Curiae group of parties that filed an 

unsuccessful petition for reconsideration before the Tenth Circuit, l o  presses arguments similar to 

those raised earlier and rejected by that Court. Accordingly, any decision that relies upon these 

unsubstantiated arguments will be rejected -- again -- on appeal. 

EPIC here tries to revive its case that an opt-out CPNI approval requirement fails to 

protect some general government interest in privacy. EPIC fails to supply any of the evidence or 

Vartec Telecom, Inc. (“Vartec”) at 2; Verizon Telephone Companies (“Verizon”) at 2-3; Verizon 
Wireless at 1,4-5, 12-15; USTA at 3; WorldCom, Inc. (“WorldCom”) at 1-2. 

(“Central Hudson”). As outlined by the Tenth Circuit, “the government may restrict the speech 
only if it proves: ‘( 1) it has a substantial state interest in regulating the speech, (2) the regulation 
directly and materially advances that interest, and (3) the regulation is no more extensive than 
necessary to serve the interest.”’ US WEST v. FCC, 182 F.3d at 1233 (referencing Central 
Hudson, 447 U.S. at 564-65). 

In this filing, EPIC professes to represent “1 5 consumer and privacy organizations.” EPIC at 
6. Significantly, this commenting body no longer enjoys the support of the “22 Law Professors 
and Privacy Scholars” who were represented by its predecessor’s filing. See Motion of the 
Electronic Privacy Information Center, et al., filed Oct. 22, 1999, Case No. 98-95 18 (1 Oth Cir.) 
and Brief of the Electronic Privacy Information Center, et al., filed Oct. 22, 1999 in the same 
case. 

CentralHudson Gas & Electric Colp. v. Public Sewice Commission, 447 U.S. 557 (1980) 9 

IO 
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analysis that was missing from its predecessor’s prior claims, and from the Commission’s 

original CPNI Order. Specifically, EPIC fails to explain the specific nature and importance of 

the governmental interest in protecting consumer privacy with respect to CPNI. EPIC fails to 

provide any relevant facts or data to show how an opt-out CPNI approval mechanism would 

compromise any legitimate governmental interest associated with a carrier-customer relationship 

or the interests of the parties to the telecommunications service relationship. Indeed, EPIC 

provides only the most superficial legal analysis on the subject of informational privacy, citing to 

cases where the facts and the law are inapposite to the current situation. All told, EPIC’S 

advocacy that the Commission re-impose an opt-in CPNI approval mechanism as a matter of 

federal mandate essentially invites the Commission to abrogate the law and constitutional 

protections afforded speakers and audiences under the First Amendment. The Commission 

should decline the invitation. 

So too must the Commission decline the invitation of Mpower to parse CPNI into 

different information sub-elements and require opt-in approval before CPNI usage information 

can be used by a carrier, shared with an affiliate, or disclosed to a third party. Mpower’s 

purported “proof” is deficient to sustain its advocacy, based as it is solely on its opinion and a 

misplaced comparison between information practices, policies and protections between the 

United States and the European Union. Mpower provides no empirical evidence that customer 

expectations generally would require such differentiation and offers no legal analysis regarding 

how such a bifurcated approach to a CPNI approval process would pass constitutional scrutiny. 

Finally, four commentors urge the Commission to deviate from its repeated frnding that 

Section 222 -- not Section 272 -- controls the use and sharing of CPNI by a BOC and its Section 

272 Affiliate. Those commentors disagree with the Commission’s findings for reasons that have 

4 
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nothing to do with the Tenth Circuit’s disapproval of the mandatory opt-in process. Those 

commentors argue, varioudy, that the Commission’s current position is wrong and has been 

wrong since its adoption; that affirmative consent to share CPNI with a Section 272 Affiliate 

must be secured by a Bell Operating Company (“BOC”) before that sharing takes place; or that 

nonaffiliated carriers should be added beneficiaries of any notice and opt-out approvals secured 

by a BOC for CPNI usage within its corporate enterprise. That is, they argue that if BOCs use 

opt-out approval mechanisms to support CPNI sharing with their Section 272 Affiliates, the 

BOCS should be required to provide “notice” that other carriers may access the BOC’s 

customers’ CPNI unless the BOC’s customers “opt-out” of such third-party disclosures. As 

AT&T puts it, its an all or nothing approach for the consumer. 

The arguments of these parties have nothing do with the protection of customer privacy 

or the public interest, and cannot justify interference with protected speech. In this regard, apart 

from the fact that the commentors have failed to articulate aqy basis for the Commission to 

change its position on the interplay between Sections 222 and 272, none of them address the 

lawfhlness under the First Amendment of a requirement that conditions a BOC’s right to speak 

to its affiliate on its provision of CPNI to others. The Tenth Circuit’s clear determination that 

intra-corporate speech -- including speech by local exchange companies with wireless and long 

distance affiliates -- is constitutionally protected speech, l 2  gnJ the Commission’s obligations to 

AT&T at 15 n. 10. 

U S  WEST v. FCC, 182 F.3d at 1230 (observing that the Commission’s “regulations treat 

1 1  

I2 

affiliated entities of a carrier as separate for the purposes of use or disclosure. Thus, the 
regulations permit unapproved disclosure of CPNI between affiliated entities of a 
telecommunications carrier only when the carrier provides different categories of service and the 
customer subscribes to more than one category of service;” in this discussion the Court 
references both wireless and long distance services); 1233 n.4 (where the Court stated that “the 
[intra-carrier] speech is properly categorized as commercial speech”). 
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construe statutes in a manner that avoids constitutional conflicts,13 underscores the absence of 

any basis for the Commission to reverse its prior rulings on the interplay of Sections 222 and 

272. 

II. OPT-M CPNl APPROVAL PROCESSES WILL NOT WITHSTAND 
CONSTITUTIONAL SCRUTINY AND SHOULD NO LONGER BE PURSUED 

k EPIC Fails To Offer Any Serious Legal Or 
Empirical Evidence To Support An Opt-In Process 

EPIC’S advocacy fails because it ignores the directive of the Tenth Circuit that “the 

government cannot satisfy the second prong of the Central Hudson test by merely asserting a 

broad interest in privacy. It must specify the particular notion of privacy and interest served. 

Moreover, privacy is not an absolute good because it imposes real costs on society. Therefore, 

the specific privacy interest must be substantial, demonstrating that the state has considered 

proper balancing of the benefits and harms of privacy.”14 Contrary to the Court’s clear directive, 

EPIC fails to identify any specific privacy harm associated with the use o f  CPNI within the 

carrier-customer relationship, or even within the context of reasonable third-party releases. And, 

EPIC makes no attempt to balance any “privacy harms” against the burden imposed on speakers 

and interested audiences, not to mention legitimate commercial activity (e.g. , efficiency, 

productivity, financial stability). l5 

See Edward J. DeBartolo Corp. v. Florida Gulf Coast Building and Construction Trades 13 

Council, 485 U.S. 568,575 (1988); Ashwander v. Tennessee Valley Authority, 297 U.S. 288,347 
(1 936) (Brandeis, J., concurring). See also In the Matter of Implementation of the 
Telecommunications Act of 1996: Telemessaging, Electronic Publishing, and Alarm Monitoring 
Services, First Report and Order and Further Notice of Proposed Rulemaking, 12 FCC Rcd. 
5361,5376 (rr 37 (1997); Second Report and Order, 12 FCC Rcd. 3824,3834 (rr 24 (1997) (both 
Orders citing to United States v. X-Citement Video, Inc., 1 15 S.Ct. 464,467,469 (1994)(5 13 
U.S. 64,68-69,72-74)). 
14 U S  WEST v. FCC, 182 F.3d at 1234-35 (footnote omitted). 

Compare id. at n. 7 (“privacy interferes with the collection, organization, and storage of 
information which can assist businesses in making rapid, informed decisions and efficiently 

IS 
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1. EPIC’S Legal Citations are not Relevant or Controlling 

EPIC attempts to fashion its putative government interest as one imbued with 

constitutional significance,16 despite the Tenth Circuit’s conclusion that the matter of CPNI use 

and sharing does not itself implicate a federal constitutional right to privacy since there is no 

claim that the govemment is violating any person’s privacy. 

jurisprudence, there is no constitutional right to “informational privacy” as between private 

parties. There may be statutory rights, or common law rights, but there is no constitutional 

government obligation (or right) to protect private parties within a relationship from each other 

or to regulate the way in which information generated within that relationship is used. 

17 At this time in American 

The cases EPIC cites fail to support its position. Specifically, the cases do not involve 

parties within relationships using information within that relationship to advance the 

informational and pecuniary interests of both parties. Rather, some cited cases involve holders 

of information who are met with demands from unaffiliated entities to release the information 

when the holder of the information has no interest in doing so, e.g., Lanphere & Urbaniuk v. 

and Department of Defense v. Federal Relations Auth. These cases do not address 

marketing their products or services. In this sense, privacy may lead to reduced productivity and 
higher prices for those products or services”). 

EPIC at 3 (“The constitutional right of privacy protects two distinct interests: ‘one is the 
individual interest in avoiding disclosure of personal matters, and the other is the interest in 
independence in making certain kinds of important decisions,”’ referencing Whalen v. Roe, 429 
U.S. 589 (1997)). 
US WEST v. FCC, 182 F.3d at 1234 n.6 (“Here, the question is solely whether privacy can 

constitute a substantial state interest under Central Hudson, not whether the FCC regulations 
impinge upon an individual’s right to privacy under the Constitution.”). Compare Whalen v. 
Roe, see note 16, supra, articulating the elements of a constitutional claim. And compare Sheets 
v. Salt Luke County, 45 F.3d 1383 (lo* Cir. 1995) (cited by EPIC at 3 n.9), which also involved 
a claim against the state under 42 U.S.C. 0 1983. 

21 F.3d 1508 (loth Cir. 1994), cited in U S  WESTv. FCC, id. at 1235 (supporting the Court’s 
decision to assume a substantial government interest). 

16 

I 
17 

~ 

I 

~ 

18 
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the rights of a willing carrier/speaker or an interested customer/audience or the matter of 

information generated within a relationship being used within that relationship. Failing even to 

address the facts of the instant case, these cases clearly do not support imposing a high barrier 

(i.e., opt-in approval) to speech within the context of the existing relationship. 

The case of Edenfield v. FaneYzo while containing the language quoted favorably by 

EPIC,” resulted in judicial action at odds with EPIC’s advocacy. In Edenfield, the Court 

invalidated a ban on in-person solicitation by certified public accountants, even though other 

communication vehicles (e.g. , mailings or advertisements) existed and remained permissible. 

The case supports more the position of Qwest and commentors supporting opt-out CPM 

approval mechanisms than a party urging an opt-in model. 

Likewise meritless is EPIC’s attempt to bolster its position by citing a publication written 

by two academicians regarding informational privacy practices and policies in the United States 

as compared to the European Union. 22 The relevance of that work to the current CPNl approval 

debate is oblique at bestz3 While EPIC’s reference might be instructive for policymakers within 

a legislative or diplomatic venue, the commentary bears little materiality on the question of the 

5 10 U.S. 487 (1 994), cited by EPIC at 4 n. 1 1. While the case does contain dicta about 19 

information and an individual’s expectation of privacy, it was within a context of information 
being legally wrested from a holder not desiring to release it. That is certainly not the case here. 

2o 507 U.S. 761 (1993). 
EPIC at 3 n.9. 

Id. at 5 and 11-23. See note 51, inpa discussing the dubious relevance of the question “whether 

21 

22 

the United States has adequate privacy protection to support transborder data flows from the 
European Union” to this case. The referenced law review article was authored in that context. 

It is precisely because the subject of “privacy” can encompass so many different types of 
interests and considerations that the Tenth Circuit cautioned that governmental “interests” in 
privacy cannot be abstract or broad or ill-defined when the government claims to be protecting 
those interests. Rather, the interests -- and the harms anticipated if the interests are not protected 
-- must be specific and explicit. See U S  WESTv. FCC, 182 F.3d at 1234-35. 

23 
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lawfulness of a governmentally-mandated opt-in CPNI approval process. The latter question 

involves not an analysis of nations characterized by different information use philosophes and 

policies as between disparate world economies but the use of specific information by entities 

within an existing business relationship. 

EPIC also argues that “Congress recognized the importance of a citizen’s privacy interest 

by enacting other statutes preventing disclosure of precisely the same information [as CPNI] to 

the public at large.”24 This assertion is incorrect on at least three counts. First, the information 

associated with EPIC’s cited legislative enactments does not involve information “precisely’’ like 

CPNI. While cable viewing records and video rental records might be similar in sensitivity to 

CPNI to some persons, other information -- such as credit (financial) and medical information -- 

is generally considered more sensitive than CPNI, as witnessed by representations of other 

administrative agencies and expert 

Video Privacy Act as supportive of its position is misplaced. The Cable Act allows internal use 

of customer information for purposes of providing cable and cable-like and the Video 

Second, EPIC’s citation to the Cable Act and 

EPIC at 4. 

Numerous parties argue that CPNI does not rise to the level of “sensitive” information in the 
way that financial or health information does. See, e.g., ALLTEL at 4-6; AWS at 4; Cingular at 
4-6; DMA at 4-6; Nextel at 2,6-8; Sprint at 6 and n.1; Vartec at 3. Andsee U.S. Department of 
Commerce, National Telecommunication and Information Administration, “Privacy and the NII: 
Safeguarding Telecommunications-Related Personal Information,” (October, 1999, at 25 n.98; 
Letter from Gina Harrison, Director, Pacific Telesis, to William F. Caton, Acting Secretary, 
Federal Communications Commission, dated Jan. 24, 1997, transmitting a letter from Privacy & 
Legislative Associates, Alan Westin and Bob Belair, to A. Richard Metzger, Jr., Deputy Chief, 
Common Camer Bureau, Federal Communications Commission, dated Jan. 23, 1997, at 2-8 
(“Westin Jan., 1997 Letter”). 

Act presents an appropriate opt-out model for the Commission to consider). See also 
U S WEST, Inc.’s Opening Comments, CC Docket No. 96-1 15, filed June 11, 1996 at 7-10 
(“1996 U S WEST Comments”) (presenting a “schematic of the salient provisions of the two 
Acts” (47 U.S.C. 6 551 and 6 222), indicating that an opt-out approach would be quite 

24 

25 

47 U.S.C. 6 55 1. And see BellSouth at 6-7; DMA at 3-4; Verizon at 3 (arguing that the Cable 26 
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Privacy Act allows use of viewing information internally within a business operation and release 

of “category” information externally if the vendor posts a notice and allows individuals to opt- 

out. 

access to individually-identifiable information’’ says nothing about access and the use of such 

information generated within a relationship by one party to a relati~nship.~~ 

27 Finally, EPIC’S observations about Congressional actions to constrain government’s 

Tellingly, the statutes referenced by EPIC have not been subject to constitutional 

challenge and represent -- at least on their face -- not unreasonable accommodations of First 

Amendment rights. Moreover, more recent legislative proposals and deliberations continue to 

support opt-out approval mechanisms as representing the appropriate balance between 

commercial productivity and efficiency and privacy. 30 

2. EPIC Provides no Facts of Privacy Invasion 

EPIC cites to publications addressing Americans concerns about privacy in the context of 

on-line activities. 3’  Such “evidence” of privacy angst, particularly in a wholly different context 

appropriate under Section 222 given the similar legislative structure and language of the 
provisions). 

” 18 U.S.C. 9 2710@)(2)(D)(ii). 
EPIC at 4. And see Mpower at 4-5. 

See 18 U.S.C. 5 2703(c), prohibiting certain service providers from releasing customer 

28 

29 

transactional data to the government without legal process, but putting no constraints on those 
service providers with respect to voluntary releases to other parties. 

As AWS points out, proposed legislative bills continue to reflect opt-out approval mechanisms. 
AWS at 4-5 n.13. This suggests that past Congressional enactments endorsing opt-out approval 
models were not aberrant or extraordinary. Andsee Verizon at 5-6 nn.8-9 and Verizon Wireless 
at 8-9 nn.2 1-22 (both referencing testimony before Congress in May, 200 1, by privacy experts 
such as Alan Westin and Fred H. Cate, to the effect that individuals are often quite accepting of 
individually-identifiable information being used to promote customer convenience and 
commerce if there is an opportunity to opt-out). 

EPIC at 4 and n. 13, 5 and 11.24, referencing supporting documents that appear to involve only 
or primarily online activities or cyberspace. Their relevance to the instant case is not sufficient 
to support an affirmative CPNI approval process. 

30 

3 1  
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than that at issue here, is clearly not sufficient to sustain an opt-in CPNI approval mandate. As 

the Tenth Circuit stated, the government cannot satisfjr the Central Hudson test “by merely 

asserting a broad interest in privacy. It must specify the particular notion of privacy and interest 

For EPIC to provide the Commission with the requisite foundation to successfilly 

defend an opt-in CPNl approval regime, it must correlate a specific privacy interest with a 

narrowly-tailored government protection. It fails to do so. 

EPIC’s attempt to prove that CPNl is seriously sensitive information that can support a 

substantial governmental intered3 fails because it ignores several pertinent considerations. It 

fails to analyze how its position squares with the fact that Americans are not a monolithic block 

when it comes to matters of privacy and information use.34 Furthermore, it ignores the fact that, 

although the Tenth Circuit acknowledged that some CPNl might be deemed ~ensitive,~’ it 

nevertheless expressed considerable skepticism about the strength of the government’s 

Finally, EPIC’s argument fails to address existing record evidence that shows that individuals do 

3 2  US WESTv. FCC, 182 F.3d at 1235. 

constitutional right to privacy, Smith v. Maryland, 442 U.S. 735,748 (1979) (Stewart, J., 
dissenting)). 

See Westin Jan., 1997 Letter at n.2 (“Approximately 16 percent of the public are ‘privacy 
unconcerned’ and, for them, there is very little in the way of personal information which they 
deem to be ‘sensitive.’ Another approximately 24 percent of the public can be classified as 
‘privacy fundamentalists’ and, for them, almost any personal information is deemed to be quite 
sensitive. The majority of the American public, approximately 60 percent, can be usefully 
categorized as ‘privacy pragmatists.’ For them, the sensitivity of personal information will vary . 
. . as will their tolerance for the disclosure and use o f .  . . information.”). 
US WEST v. FCC, 182 F.3d at 1229 (“sensitive nature of some CPNI, such as when, where, 

and to whom a customer places calls”). 
Id. at 1234-35. 

EPIC at 4 n.12 and accompanying text (citing to a case involving the Fourth Amendment 33  

34 

35 

36 
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understand opt-out approval models, have used them,37 and are irritated -- not pleasantly engaged 

-- by opt-in CPNI require~nents.~~ 

EPIC argues that an opt-out CPNI approval mechanism cannot protect customers’ 

privacy in a CPNI context “because it is not calculated to reasonably inform consumers about 

their privacy 

customer to pay for and return their opt out notice.”40 What EPIC continues to ignore is that an 

It continues that an opt-out process would put “the burden on the 

opt-in requirement burdens the First Amendment rights of speakers and interested listeners. If 

the concept of “informed consent,” as articulated by EPIC, were sufficient to override 

constitutional considerations, the Commission’s original CPNI Order would not have been 

vacated. If the Tenth Circuit’s opinion means anythmg, it is that the burden of expressing a 

preference with respect to the use of CPNI be placed on individuals who may have a strong 

position on the matter, rather than on individuals who have no position or not a strong position 

In all events, EPIC’S claims that an opt-out process cannot satisfy the “approval” 

requirement of Section 222 is entirely hypothetical and speculative. The Tenth Circuit, of 

course, has held that speculation cannot form the basis for a government regulation impinging on 

Qwest at 12-13 nn.45-46. Andsee Westin Survey at page 9 (“Analysis of the people who have 
used opt outs indicates that they are at the highest levels of privacy concern”). 

CenturyTel at 6 (noting that in its experience customers become vexed when asked by the 
camer if CPNI can be used for purposes of discussion about other services), 11-12. Compare 
Verizon at 4 and n.5 (citing to Supplemental Comments of Bell Atlantic, CC Docket No. 90-623 
at Att. 2, filed May 5, 1994, attached to Reply Comments of Bell Atlantic, CC Docket No. 96- 
11 5, filed June 26, 1996). 
39 EPIC at 5. 

40 Id. 

31 
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lawful speech.4’ EPIC makes no attempt to demonstrate how its advocacy would survive the 

judicial directive. Indeed, EPIC’s claims are not merely unsupported, but are refuted by the fact 

that there is a range of approaches to the “opt-out” choice (e.g., telephone calls, electronic 

messaging) that can satisfy the approval  requirement^,^^ particularly when that requirement is 

construed -- as it must be -- in a manner consistent with the Constitution. 

Other of EPIC’s listed infirmities with an opt-out CPNI approval process are similarly 

speculative and -- even if proven -- are clearly hsubstantial from the perspective of 

governmental interests and privacy protection. Its concerns, for example, that notices may get 

lost under a pile of other less important mail (including other notices), may not be paid attention 

to by consumers or may be written in unintelligible language,43 are rank speculation, at least with 

respect to CPNI and any future carrier notices. Lf EPIC or a consumer finds fault with a specific 

carrier notice, either can file a complaint with the Commission. 

restrictive alternative is available defeats all of EPIC’s “list of hombles” associated with an opt- 

44 The fact that this less 

out CPNI approval process. 

Moreover, even if EPIC ’s observations were not entirely speculative, they would not 

support the arguments it advances. The government cannot depress the communication of lawful 

speech to potentially interested persons in order to protect uneducated, inattentive adults. The 

US WEST v. FCC, 182 F.3d at 1237. Andsee CenturyTel at 5 (“the CPNI Order is void of 
any empirical explanation or justification for the government’s interest in protecting privacy”); 
Nextel at 4 (“The argument of opt-in advocates that a customer’s failure to opt-out may not be 
construed as constituting informed consent is based on nothing more than speculation”). 

See Second Further Notice at 7 9. Andsee Verizon Wireless at 5; Cingular at 6;  AT&T at 6 
n.4; and see CenturyTel at 1 1 (apparently intending to use just a reply card). 

EPIC at 5-6. 

41 

42 

43 

44 47 U.S.C. 6 208 does not require specific injury or harm to an entity before a complaint can be 
filed. While a defense associated with “standing” may be lodged, the resolution of the matter is 
discretionary, not preemptive. 
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notion that government must intervene to protect customers whom it believes are incapable of 

responding to an opt-out notice sent to them by first-class mail reflects the kind of paternalistic 

attitude that the Supreme Court has repeatedly rejected as justification for restrictions on 

commercial speech. 45 The Constitution requires that the burden of overcoming inertia be placed 

on those who wish to restrict the dissemination of information, not on speakers or interested 

B. Mpower Fails To Make A Case For An ODt-In Requirement For CPNI Usage 

Mpower presses an opt-in CPNI approval mechanism with respect to a certain sub- 

element of CPNI. Mpower argues -- based on its “belief ’47 -- that the Commission should 

differentiate between two kinds of CPNI, i.e., CPNI dealing with facilities/feature information 

(e.g., a particular customer has two lines and subscribes to Caller ID) and usage information 

(e.g., 2 number called, date, time, length of call). For CPNI usage information, Mpower 

See 44 Liquourniart v. Rhode Island, 116 S.Ct. 1495, 1507 (1996) (principal opinion); 
Edenfield v. Fane, 507 U.S. at 767; Virginia State Bd. of Pharmacy v. Virginia Citizens 
Consumer Council, Inc., 425 US. 748, 769 (1976). See also AT&T at 7 (noting that the 
Supreme COW has refused IO fmd that consumers interested in a subject matter ‘’would fail to 
protect themselves”); Nextel at 5 (“The arguments of opt-in advocates rest on the paternalistic 
and unsupported assumption that consumers are either too uninformed or too disengaged to act to 
control the use and disclosure of .  . . CPNI.”). 

individuals will not act). And see AT&T at 6 (“[als for those customers who decline to opt out, 
there is no reason to believe that they place a high value on keeping their CPNI private”); Nextel 
at 3 (“there is no evidence that a customer opposed to a carrier’s use or disclosure of his or her 
CPNI outside the customer’s existing . . . relationship with that carrier would not opt-out from 
such use and disclosure”). See also note 37 supra. 

Mpower “believes that there is a basic underlying issue regarding the definition of CPNI . . . 
[and] believes that whereas opt-out approval would be adequate for [Customer Facilities 
Information] CFYCPNI . . . that opt-in customer approval is required before use of CPNI usage 
informatiomfCustomer Usage Information] CUI in order to protect customer privacy rights.” 
Mpower at 1-2, 10. In addition to its belief, Mpower, expressing its sensitivity to the Tenth 
Circuit’s differentiation between “target” and “broadcast” speech, apparently would have the 
Commission abdicate that opinion in favor of the sympathies of the minority. Id. at 8. Of 
course, the Commission is in no position to do so. 

45  

See U S  WEST v. FCC, 182 F.3d at 1239 (asserting that it is speculative to assume such 46 

47 
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proposes an opt-in approval requirement. For a number of reasons, the Commission should 

reject Mpower’s advocacy. - 

Mpower fails to provide any empirical evidence to support its position that CPNI -- 

including usage information -- constitutes “vitally important personal information” or ‘‘highly 

protected and extremely invasive” information. 48 This is a fatal flaw in its advocacy, all the more 

so since individuals do not share a single “privacy position” with respect to individually- 

identifiable information, 49 and customers must appreciate that their serving carriers generate this 

kind of network information which often appears as call detail on their bills. Moreover, even if 

there were evidence that some customers believe that CPNI usage information is more sensitive 

than other CPNI information, no evidence has been presented to show that such concern can be 

addressed only through an opt-in regulatory regime.” 

Mpower fails to show a substantial governmental interest to support its bifurcated CPNI 

approval proposal, fails to show how an opt-in process would support the speculative 

Id. at 4-5. 

See note 34, supra. 

Indeed, the experiences of CentuyTel suggest that this kind of information is discussed with 
customers by service representatives (carriers discuss “with the customer his or her calling 
patterns, such as the time of day the customer most frequently makes calls”) and that customers 
are irritated when asked to “approve” of its use, since the information is already in the carrier’s 
possession. CenturyTel at 6.  And see note 38, supra. 

informational privacy (Mpower at 5-6). This reference fails as compelling evidence on the issue 
of how CPNI information (usage or not) should be treated in the United States given the legal 
and regulatory differences toward the matter of information collection and informational privacy. 
As the Department of Commerce itself has noted, “While the United States and the European 
Union share the goal of enhancing privacy protection for their citizens, the United States takes a 
different approach to privacy from that taken by the European Union. The United States uses a 
sectoral approach that relies on a mix of legislation, regulation, and self regulation. The 
European Union, however, relies on comprehensive legislation that, for example, requires 
creation of government data protection agencies, registration of data bases with those agencies, 
and in some instances prior approval before personal data processing may begin. As a result of 

48 

49 

50 

5 1  Mpower references the European Union and how that Union approaches the matter of 
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. 

governmental interest across a broad range of customer sensitivities, and -- most certainly -- fails 

to show how its proposal is-narrowly-tailored. Narrow-tailoring requires that the Commission 

not impose an opt-in CPNI approval mandate with respect to CPNI usage information in the 

absence of its ability to meet the Central Hudson test. Qwest questions if that is possible, given 

that carriers might legitimately communicate CPNI usage information within a corporate family 

and to customers. For example, a carrier might craft a customized package for a customer based 

on hisher calling patterns.s2 The service would be based on lawful and truthful information and 

might well promote the customer’s commercial interests. Since the Tenth Circuit already 

considered the use of CPNI usage data within the context of its analy~is;’~ gnJ in that context 

struck down the Commission’s rules, Mpower presents no argument that the Commission could 

adopt in conformity with the Constitution. ’‘ 

these different privacy approaches, the Directive could have significantly hampered the ability of 
U.S. companies to engage in many trans-Atlantic transactions.” www.export.gov/safeharbor. It 
is certainly not for this Commission to craft CPNI rules that seek to accommodate the 
globalization of commerce. That is for other administrative agencies, who have the matter well 
in hand. See, e.g., www.export.gov/safeharbor for a complete discussion of the Safe Harbor 
information protection policy negotiated by the Department of Commerce with the European 
Union. 

A carrier might decide to craft the package utilizing the entire 1 1-digit dialing pattern call 
detail (1-NPA-NXX-xxxx). Indeed, this was the idea around the “Friends and Family” toll 
package promoted by then MCI. Or it might determine the package is more diplomatically 
fashioned as an ‘“PA” package or an ‘W”xxI package. In all events, the call detail 
provides the raw data on which to craft the package and communicate its contents. And, 
significantly from a constitutional perspective, the determination regarding the extent of CPNI 
used with respect to the product offering is not a govemmental one. 
53 US WEST v. FCC, 182 F.3d at 1229. 

Mpower also argues that because of certain CPNI “abuses,” the Commission should establish 
some type of lag between the time a customer leaves an incumbent local exchange carrier and the 
time a winback contact is made. Mpower at 9-10. The Commission should not adopt Mpower’s 
position. From the content of its filing, it is obvious that state authorities are addressing the need 
for a lag period. A rule applying ubiquitously to all carriers is not in order and would deprive 
consumers of the benefit of winback communications. CPNI Reconsideration Order, 14 FCC 
Rcd. 11 69, 72. 

52 

54 
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C. Opt-In CPNI Approvals Cannot Be Mandated 
For Third-party Disclosures Generally 

Isolated comments in the filed submissions can be read to suggest that there is something 

especially pernicious about disclosure of CPNI to third parties,” and state or imply that an opt-in 

process is more justifiable for such disclosures. However, no commentor provides any analysis 

under Central Hudson or the Tenth Circuit’s decision to support such a position. Given the 

absence of evidence to support a broad governmental prescription regarding CPNI releases to 

third parties, the Commission cannot demonstrate there is no more narrowly-tailored means to 

reasonably regulate such disclosures. 

As Qwest explained in its opening Comments, an opt-in CPNI approval process cannot 

lawfilly be mandated by the government across the board, with respect to all third parties and all 

types of disclosures.56 The best practice is to allow the carriers themselves to determine the 

appropriate scope of CPNI disclosures to third parties, as disciplined by market  force^.^' Unless 

or until, through a private complaint or regulatory enforcement action, a carrier’s actions are 

See Organization for the Promotion and Advancement of Small Telecommunications 5 5  

Companies (“OPASTCO”) at 4 (“the distribution of CPNI to unauthorized third parties may 
cause distress to consumers, and prohibitions against such abuses are warranted” and referencing 
concerns about “review” of individually-identifiable information by “nonaffiliated entities”). It 
may be that OPASTCO does not mean to create such a suggestion and means “unauthorized” 
third parties who receive CPNI without permission from either the carrier or the customer (such 
as a hacker) and means the term “abuses” to reference similar inappropriate conduct. And see 
USTA at 12 (referencing a different statute, but noting that “The consumer’s expectations in 
terms of having information shared or sold and being marketed to [sic] companies they had no 
previous relationship with has raised concerns in some quarters”), 13 (stating that Section 222 
requires that “carriers not share consumer CPNI with third parties”). 

Qwest at 14-16. 

AT&T at 7; Cingular at 2-3,4; OPASTCO at 5. Market forces would include not only 

56 

57 

competitive alternatives, such that a customer could change providers if he/she disliked the CPNl 
usage policy or practices of a particular carrier (see AT&T at 7; OPASTCO at 5 )  or file 
complaints (Sprint at 6), but also self-regulatory conduct such as that described by CTIA at 12- 
15 and DMA at 5-6 (referencing DMA’s long-standing policy and guidelines regarding 
marketing contacts). 
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determined to be unreasonable, carriers should not be presumed to act in a manner that 

compromises their customers” privacy expectations. This is especially true in light of the variety 

of reasonable CPNI releases that can be anticipated and the limited record evidence of 

individuals’ aversion to such information releases. ” 

Some carriers urge the Commission to force carriers to release CPNI to unaffiliated 

entities pursuant to any opt-out approval process instituted by the carrier holding the CPNI at 

s9 issue. The Commission should reject this advocacy, since it has already struck a reasonable 

balance in its interconnection proceedings on the issue of third-party access to CPNI. Carriers 

are permitted access, through Operational Support Systems (“OSS”), to CPNI contained in 

customer service records (“CSR’) for legitimate purposes (to initiate or render service, i.e., 

“preorder” and “order” conduct).60 So long as incumbent carriers do not demand unduly 

The record evidence of customer expectations associated with third-party releases has 5 8  

generally been confined to the release of information for marketing purposes. See Comments of 
Cincinnati Bell Telephone Company, CC Docket No. 96-1 15, filed June 1 1, 1996, Appendix A, 
Report by Aragon Consulting Group, Page 2, “Question: How concerned wodd you be if 
[CPNI] was provided to other companies -- not CBT -- in order for those companies to send you 
information regarding the products and services that they offer?”, with the result that “almost 
half of the respondents surveyed (49.8%) indicate that they would be ‘extremely concerned’ 
(rating of 9 or 10 on a 10-point scale).” And see USTA at 12. However, to the extent carriers 
release information in different contexts, or where the third party is affiliated with the carrier 
such that there is a form of ‘soint marketing,” the record evidence fails to support any need to 
establish the kind of high barrier to communication that an opt-in mandate imposes. 

While WorldCom makes this argument with respect to both incumbent local exchange carriers 
and BOCs (WorldCom at 7-1 l), AT&T and Nextel confine their advocacy to situations where a 
BOC might seek -- through an opt-out approval mechanism -- to share CPNI with a Section 272 
Affiliate (AT&T at 15- 16; Nextel at 9- 13). 

Mpower at 8 (arguing that CPM should be available to competitive local exchange carriers, but 
that usage infomation should be available only pursuant to affirmative opt-in consent). 
Qwest agrees with WorldCom that the Commission’s current interpretation of Section 222(d)( l), 
to grant exemptions from the CPNI rules o& for the holder ofthe CPNI, is too narrow a 
construction of the plain language. See WorldCom at 9 n. 19. That subsection is better read to 

59 

Qwest at 14-15 and n.51. Andsee CPNI Order, 13 FCC Rcd. at 8178 7166. Compare 60 

Qwest Services Corporation 
18 

November 16,200 1 



i burdensome customer approval requirements from new entrants (the most often complained of 

I 

I 

approval requirement is that h e  consent be in writing), and incumbent carriers permit access to 

the information when a customer has “approved” (whether orally, electronically, or in writing) 

such access, new entrants have little to complain about. The process allows for access to 

necessary information in those contexts where an individual has acknowledged the need for the 

information to be provided (Le., desires information from the provider or wants the provider as 

hisher carrier). There is nothing about this Second Further Notice proceeding that requires the 

existing regulatory framework be changed or modified. 

III. THE COMMISSION IS NOT FREE, AS ADVOCATED BY SOME, TO CHANGE 
COURSE WITH RESPECT TO THE INTERPLAY BETWEEN SECTIONS 272 AND 
222. A CHANGE IN POSITION WOULD BE ONE OF CONSTITUTIONAL 
SIGNIFICANCE 

A few commenting parties, specifically the Association of Communications Enterprises 

(“ASCENT”), AT&T, Nextel and WorldCom, take the position that the communication of CPNI 

between a BOC and a Section 272 Affiliate should be burdened beyond the approval processes 

already inherent in Section 222.61 These parties argue that Section 272 imposes an additional 

regulatory gloss on the BOC/Section 272 Affiliate relationship. 

ASCENT, AT&T and WorldCom argue that there really would be no burden at all 

imposed by determining that Section272 applies to CPNI sharing between a BOC and its 

Section 272 Affiliate in an opt-out context, since a BOC need simply include a statement in its 

notice and opt-out communication that it will share CPNI with its affiliates and any/all carriers 

permit -- but not comuel -- carriers to use or disclose CPNl in the context of (d)( 1) activities, 
even if those activities are “other service provider” activities. 

Mpower addresses the matter obliquely as one involving the state of competition in the 
industry, quoting at some length from the minority opinion in US WEST v. FCC, 182 F.3d at 
1245. Mpower at 7-8. Mpower’s arguments have not only been addressed adversely to wit by 

61 
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tha ask for it, if th individual d cs not contact th BOC to object.62 As AT&T so bluntl! puts 

it, “In soliciting approval, the BOC would have to present the customer with an all-or-nothing 

choice: Either the customer opts-out of CPNI transfers to other carriers g& section 272 

Affiliates, or he does not opt-out at all.”63 So much for customer convenience or the public 

interest. 

Nextel has a slightly different approach to the matter. It asserts that “[a]llowing BOCs to 

share CPNI with their affiliates through an opt-out mechanism to market new services, while 

requiring that the customer submit an affirmative written request before such information may 

be disclosed to the BOCs’ competitors . . . would enable BOCs to use . . . CPNI” in a manner 

providing the affiliate with an unfair competitive a d ~ a n t a g e . ~ ~  Nextel simply rehashes the 

the majority opinion in US WEST v. FCC, but by earlier Commission declarations. See Qwest at 
10-1 1 and n.38. Thus, its arguments lack any persuasive authority. 

ASCENT at 5 (“Under an opt-out approach, Section 272, as well as Section 222, could be 
satisfied through transmission of a single notice to customers which provided them with the 
option of bloclung disclosure of their CPNI to both BOC affiliates and unaffiliated 
competitors”); AT&T at 15 (“all the BOC would have to do in order to comply with section 272 
is obtain from the customer a blanket approval covering third parties as well as section 272 
affiliates. . . A BOC could satisfy the requirements of section 222 and section 272 simply by 
sending a single notice to the customers informing them of their opt-out rights.”); WorldCom at 
11 (“If a BOC intends to seek consent for access by its affiliate under the opt-out approach, the 
BOC notification should also disclose that it will make access to such information available to 
unaffiliated entities on the same terms”). 

AT&T at 15 n. 10. Compare WorldCom at 1 1 (“If the BOC does not intend to disclose the 
information to the affiliate . . . it would not be required to provide [a] notification on behalf of, or 
disclose the information to, unaffiliated entities”). 

Nextel at 2-3 (emphasis added), 13. It is not true, of course, that BOCs only share CPNI with 
other carriers when there is written consent from the customer. See Qwest at 15 and n.5 1. 
It is not clear what the scope of the Nextel argument really is. While couched, most often, within 
the context of BOCs’ sharing with Section 272 affiliates, at one point Nextel is arguing against 
BOC sharing with a wireless affiliate (see Nextel at 12, “a BOC could share a customer’s CNPI . 
. . to market its CMRS services”) -- something not impacted by the interplay between Sections 
272 and 222. 

62 

63 

64 
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“competition” argument which the Tenth Circuit has already dismissed.65 As the Court made 

clear, intra-corporate speech;including speech between a carrier and its wireless and long 

distance affiliatesb6 is protected by the First Amendment -- whether a carrier is  a BOC or not. 

And, given Congress’ express grant of joint marketing authority with respect to wireless and 

long distance  service^,^' it is impossible to argue that, in passing the Telecommunications Act of 

1996, Congress intentionally acted in a manner that would depress truthful communications 

about a carrier’s services, even if a carrier offered more than one type of telecommunications 

service. 

The Commission is not free to adopt the advocacy of the parties. It cannot fashion a 

CPNI approval process that permits BOCs only to share CPNI with a Section 272 Affiliate if 

they treat other camers as if there were an affiliation where there is none. Such approach would, 

at a minimum, potentially compromise their customers’ expectations. Nor can the Commission 

mandate that a BOC treat its own affiliate as if there were no affiliation with respect to CPNI 

sharing. The Commission has acknowledged that according Section 272(c)( 1) any statutory 

prominence with respect to CPNI matters would put a BOC in an untenable position. 

also be an unconstitutional 

It would 

6s U S  WEST v. FCC, 182 F.3d at 1236-37. 
66 See note 12, supra. 

See 47 U.S.C. 0 152 note (Section 601(d) of the Telecommunications Act of 1996, Pub. L. NO. 61 

104-104, Title VI, 110 Stat. 56, 114 (Feb. 8, 1996)) (wireless) and $272(g)(3) (interexchange 
long distance). And see AT&T Corp. v. FCC, 220 F.3d 607,632 (D.C. Cir. 2000). 

See CPNI Order. 123 FCC Rcd. at 8175 77 160, 162 (imposing 0 272 obligations with respect 
to BOC/Section 272 Affiliate sharing could potentially undermine customers privacy interests); 7 
161 (imposing $ 272 nondiscrimination obligations could result in BOCs choosing “not to 
disclose their local service CPNI [to] avoid [the] obligations”); CPNI Reconsideration Order, 14 
FCC Rcd. 7 142; AT&T/Bell Atlantic Complaint, 15 FCC Rcd. 19997,20005 7 (2000). 

Professor Tribe has advised the Commission that fiaming the choice this way would result in a 
violation of the constitution with respect to Section 272 as applied. See Letter from Kathryn 

68 

69 
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I In addition to raising constitutional concerns, replacing “opt-in” regulations with 

additional CPNI burdens or restrictions on BOCs would be at odds with prior considered 

Commission determinations. The Commission has three times engaged in statutory 

interpretation analyses of the interplay between Sections 272 and 222. Each time, the 

Commission has determined that Section 222 controls the matter of CPNI sharing between a 

BOC and its Section 272 Affiliate. The Commission is not free to simply divorce itself from 

those prior interpretati~ns,~~ particularly in light of its conclusion that the interpretation was 

invited and buttressed by the structure of the Telecommunications Act itself.71 

The Commission also resolved the issue of statutory primacy as between Sections 222 

and 272 on policy considerations, involving not only customer convenience and economic 

efficiency,72 but market considerations, as well. The Commission has expressed its desire to 

allow for the creation of a comparable marketing environment for incumbent interexchange 

Marie Krause, Senior Attorney, U S WEST, Inc. to Mr. William F. Caton, Acting Secretary, 
Federal Communications Commission, dated June 2, 1997, transmitting Letter from Laurence H. 
Tribe, to Mr. A. Richard Metzger, Deputy Bureau Chief, Federal Communications Commission 
et al., dated June 2, 1997 (“Tribe June 2, 1997 Letter”), at 2,4-5,10-14 (unlawfbl condition); 
Letter from Kathryn Marie Krause, Senior Attorney, U S WEST, Inc. to Mr. William F. Caton, 
Acting Secretary, Federal Communications Commission, dated September 10, 1997, transmitting 
Letter from Laurence H. Tribe, to Mr. A. Richard Metzger, Deputy Bureau Chief, Federal 
Communications Commission et al., dated June 10, 1997 at 1-2, 3 , 6  (unlawful condition). 

See, e.g., BellSouth at 8-9, Qwest at 25; SBC at 16-22; Verizon at 9-1 1. 

See CPNIReconsideration Order, 14 FCC Rcd. 97 141-42. 
See id. 77 137, 142. “[Tlhe Commission’s construction of section 222 as expressing pro- 

70 

71 

1 2  

competitive concerns was only one of the several reasons why the Commission construed section 
272(c)’s reference to ‘information’ not to include CPNI. The Commission also so concluded in 
order to ‘further the principles of customer convenience and control,’ and protect ‘customer’s 
privacy interests.’ Moreover the Commission was concerned that a reading of section 272 such 
as that advocated by AT&T here [requiring nondiscriminatory treatment of CPNI] would lead 
BOCs to ‘simply choose not to disclose their local service CPNI,’ which ‘would not serve the 
various customer interests envisioned under section 222.” . . . Accordingly, because we conclude 
that section 272(c)’s reference to “information” does not include CPNI”. A T&T/BeZl Atlanric 
Complaint, 15 FCC Red. at 20004-05 77 18-19. See, e.g., BellSouth at 9-10; SBC at 17-22. 
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carriers and new-entrant BOCs, at the time a BOC began offering interexchange services.73 

Nothing about the Tenth Circuit’s opinion requires a revisitation of this matter and the 

Commission should decline to undertake such action. 

IV. CONCLUSION 

For all of the reasons set forth above, the Commission should reject continued requests, 

over the objection of the overwhelming majority of commentors, that it infringe protected speech 

by mandating an opt-in requirement. The Commission should likewise deny requests that it 

reconsider its repeated holdings that Section 272 does not impose additional restrictions on the 

use of CPNI between a BOC and its Section 272 Affiliate not found in Section 222. 

The Commission can avoid continued and unsettling controversy over the proper format 

and scope of CPNl approvals by deferring to the Congressional directive of Section 222. A 

CPNI approval model imposing directly on carriers the responsibility for compliance with 

Section 222, as disciplined by market forces, promotes the deregulatory emphasis of the 

Telecommunications Act. Yet, it allows for Commission enforcement actions in cases of carrier 

misfeasance to ensure compliance and protection of the public interest. 

Should the Commission determine that reliance on market forces and regulatory 

enforcement capabilities is insufficient for proper administration of Section 222 and that more 

formal regulations are required, those regulations must conform to constitutional imperatives. 

CPNI Order, 13 FCC Rcd. at 8 178 7 167 and n.581. See Verizon at 11-12. 73 

~ 
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The only assured CPNI approval process to measure up to this standard is an opt-out one. Such 

approach fairly balances governmental, privacy and commercial interests in a manner consistent 

with the constitution and sound public policy. 

Respectfully submitted, 

QWEST SERVICES CORPORATION 

By: Kathryn Marie Krause 
Sharon J. Devhe 
Kathryn Marie Krause 
Suite 700 
1020 19* Street, N.W. 
Washington, DC 20036 
(303) 672-2859 

Its Attorneys 
November 1 6,200 1 
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EX PARTE 

January 27,1998 

Ms. Magalie Roman Salas, Secretary 
Federal Communications Commission 
191 9 M Street, NW, Room 222, SC-1170 
Washington, DC 20554 

RECEl VED 

RE: Customer Propnew Network Information, CC Docket No. 96-1 15, 
Pion-Accounting Safeguards, CC Docket No. 96- 149 

. Dear Ms. Salas: 

In accordance with the Commission's rules governing ex Darte presentations, please be 
advised that today, Kinen Gilbert, BellSouth, Robert Gryzmala, SBC, Kathryn Krause, 
U S WEST, Joseph Mulieri, Bell Atlantic, Michael Pabian, Ameritech, and the undersigned 
met with James Casserly, Senior Legal Advisor to Commissioner Ness. The purpose of 
this meeting was to present a coalition position on CPNI issues. The attached material 
covers the points that were discussed. 

In accordance with Section 1.1206(a)(2) of the Commission's Rules, the original and one 
copy of this letter are being filed with your office for inclusion in the public record for the 
above-mentioned proceedings. Acknowledgment of date of receipt of this transmittal is 

.requested. A duplicate of this letter is provided for this purpose. 

Please contact me if you have any questions. 

I .  Attachment 

cc: Mr. James Casserly 



EX PARTE 

January 27, 1998 

RECEIVED 
JAN 2 7 1998 

Ms. Magalie Roman Salas, Secretary 
Federal Communications Commission 
19 19 M Street, NW, Room 222, SC- 1 170 
Washington, DC 20554 

RE: Customer Proprietary Network Information, J Non-Accounting Safeguards, CC Docket No. 96-149 

Dear Ms. Sals: 

In accordance with the Commission's rules governing ex Darte  prtscntation~, please be 
advised that today, Kinen Gilbert, BellSouth, Robert Grynnala, SBC, Kathxyn Krause, 
U S WEST, Joseph Mulieri, Bell Atlantic, Michael Pabian, Ameritech, and the undersigned 
met with Kyle Dixon, Legal Advisor to Commissioner Powell. The purpose of this 
meeting was to present a coalition position on CPNI issues. The attached material covers 
the points & ! t  were discussed. 

1 

In accordance with Section 1.1206(a)(2) of the Commission's Rules, tbe original and one 
copy of this letter are being filed with your office for inclusion in the public record for the 
above-mentioned procecdings. Acknowledgment of date of receipt of this transmittal is 
requested. A duplicate of this letter is provided for this purpose. 

Please contact me ifyou have any questions. 

R. 

Sincerely , 

cc: Mr. Kyle Dixon 



EX PARTE 

January 27,1998 

Ms. Magalie Roman Salas, Secretary 
Federal Communications Commission 
19 19 M Street, W, Room 222, SC- 1 170 
Washington, DC 20554 

RE: Customer Proprietary Network Momation, CC Docket No. 96-1 15, 
Non-Accounting Safeguards, CC Docket No. 96-149 

Dear Ms. Salas: 

0 In accordance With the Commission’s rules govemhg ex Darte presentations, please be 
advised that today, Kirven Gilbert, BellSouth, Robert Gryzmala, SBC, Kathryn Krause, 
U S WEST, Joseph Mulieri, Bell Atlantic, Celia Nogales, Amerittch, Michael Pabian, 
Ameritech, and the undersigned met with Kevin Martin, Legal Advisor to Commissioner 
Furchtgott-Roth. The purpose of this meeting was to present a coalition position on CPNI 
issues. The attached mataial covers the points that were discussed. 

In accordance with Section I. 1206(a)(2) of the Commission’s Rules, the original and one 
copy of this letter are being filed with your office for inclusion in the public record for the 
above-mentioned proceedings. Acknowledgment of date of receipt of this transmittal is 
requested. A duplicate of this letter is provided for this purpose. 

Please contact me if you have any questions. 

Attachment 

cc: Mr. Kevin Martin 



EX PARTE 

January27,1998 

JAN 2 7 7,CgJ 

Ms. Magalie Roman Salas, Secretary 
Federal Communications Commission 
19 19 M Street, NW, Room 222, SC- 1 170 
Washington, DC 20554 

RE: Customer Proprietary Network Information, 
Non-Accounting Safe,ouards, CC Docket 

Dear Ms. Sals: 

In accordance with the Commission’s rules govtrning ex uarte presentations, please be 
advised that today, %men Gilbert, BellSouth, Robert Grypnala, SBC, Kathryn Krause, 
U S WEST, Joseph Mulieri, Bell Atlantic, Celia Nogales, Ameritech, Michael Pabian, 
Ameritech, and the undersigned met with Paul Gallant, Legal Advisor to Commissioner 
Tristani. The purpose of this meeting was to present a coalition position on CPNI issues. 
The attached material coven the points that were discussed. 

In accordance with Section 1.1206(a)(2) of the Commission’s Rules, the original and one 
copy of this letter are being filed with your office for inclusion in the public record for the 
above-mentioned proceedings. Acknowledgment of date of receipt of this transmittal is 
requested. A duplicate of this letter is provided for this purpose. 

Please contact me if you have any questions. 

Sincerely, 

- ’. 

Attachment ‘ 

cc: Mr. Paul Gallant 
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U S WEST, Inc. 
11” c l m ~  smcsult. 5100 
t)rmr.co(ondo wzoz 
303 872-2850 
FaS1t~la3032858St) 
KKRAUSE@USWST.COM 

0 
Kathryn Marie Knurr 
SmU A m  

June 2, 1997 

EX PARTE 8 

Mr. A. Richard Metzger, Deputy Bureau Chief, Common Carrier Bureau 
Ms. Dorothy T. Attwood, Senior Attorney, Common Carrier Bureau, 

Mr. John Nakahata, Chief, Competition Division, Ofice of General Counsel 
Federal Communications Commission 
19 19 M Street, N. W. 
Room 500 (Metzger) 
Room 533 (Attwood) 
Room 658 (Nakahata) 

Policy and Planning Division 

a Washington, D.C. 20554 

RE: Ex Parte Filing in CC Docket Nos. 96-1 15; 96-149; 96-162 

Dear Messrs. Metzger and Nakahata and Ms. AttWood, 

Enclosed please find an analytical piece authored by Professor Laurence H. Tribe 
regarding the First Amendment issues associated with U S WEST’S access and use of Customer 
Proprietary Network Information (“CPNI”) and the sharing of that CPNI among affiliated 
U S WEST companies. Professor Tribe was retained by U S WEST to conduct such an analysis. 
And, as he notes in his attached letter. he was retained on the condition that he exercise his 
independent judgment on the relevant First Amendment issues, whether or not they coincided 
with the business interests of U S WEST. 

Professor Tribe’s conclusions can be summarized as follows: CPNI is “information,” the 
collection and distribution of which is protected under the First Amendment and the regulation of 
which is governed by free speech principles and precedents. 

1. The CPNI owned by and in the possession of U S WEST was most often collected in 
the context of engaging in protected speech activities with its customers. It provides 

mailto:KKRAUSE@USWST.COM


Mr. A. Richard Metzger 
Ms. Dorothy T. Amvood 
Mr. John Nakahata 
Page 2 

the foundation for informed communkation between U S WEST personnel and its 
customers -- a form of protected First Amendment speech. 

2. The communication of CPNI between or among U S WEST corporate entities is itself 
a protected speech activity. 

3. Given the clear First Amendment attributes of the above speech activities, statutes 
which might be interpreted either to impede U S WEST’s use of CPM or interfere 
with the communication of CPNI within its corporate family should be narrowly 
construed. Specifically, Section 222 -- which contains no affirmative approval 
requirement on its face -- should not be construed to require U S WEST to obtain 
affirmative customer approval before it can access or use its CPNI or share that CPNI 
with any of its affiliates (including a Section 272 affiliate). 

4. Nor should U S WEST be put in the position where it must choose between 
exercising its free speech rights and respecting a customer’s expectations of privacy. 
That would be an unlawfui conditioning of U S WEST’s constitutional rights. Thus, 
any requirement that a BOC must share CPNI equally as between an affiliated 
company and an unaffiliated telecommunications provider, or that a BOC must use 
the same process of customer approval for both entities, wouid be constitutionaliy 
suspect. 

While certain BOCs, such as U S WEST and Pacific Telesis, have asserted in their 
advocacy that the CPNI proceedings do implicate First Amendment issues and principles, the 
propositions put forward by Professor Tribe are newly presented in the context of CPNI. They 
are. however, of long duration in the context of speech that naturally occurs within any business - 
- speech that drives organizational governance. marketing and sales, public policy, and other 
lawfid business activities. Those employed by a business clearly have free speech rights to 
communicate factual, tmW information to others similarly employed and are encouraged to 
share information of importance to the business to advance the interests of that business. Those 
interests are sometimes purely commercial, sometimes of a policy nature, sometimes altruistic. 
But, in any event, the speech is clearly entitled to protection against governmental actions in the 
nature of overbroad governmental interference, prior restraints or censorship. Thus, while we 
request here only a limited action -- avoidance of the clearly unconstitutional device of prior 
customer approvals to access, use or share CPNI -- Professor Tribe’s analysis indicates that the 
First Amendment must play a more significant role in ail future analyses regarding CPNI 
communications. 

During the course of his analysis. Professor Tribe repeatedly notes that a prior 
authorization requirement imposed on one of U S WEST’S telecommunications carriers or 
mandated as a condition of sharing CPNI with other U S WEST affiliates would raise serious 
First Amendment issues. He states that it would be a mistake for the Commission to construe 47 

0 I 

i 
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Mr. A. Richard Meager 
Ms. Dorothy T. Anwood 
Mr. John Nakahara 
Page 3 

U.S.C. Section 222 as authorizing suc., a requirement. Such burdens on the First. mendment 
ought to be imposed, if at all, he notes, only pursuant to the clearest and most unambiguous 
congressional mandate and after the most explicit congressional determination that the ends 
Congress seeks to achieve are worth the burdens on First Amendment rights the Commission is 
considering imposing. He concludes that the standard is not met in the current situation. 

Professor Tribe’s opinion involves the access, use and sharing of CPNI. That subject is 
implicated not only by the Commission’s current and ongoing CPNI proceedings (CC Docket 
No. 96- 1 13, but also its proceeding addressing the appropriate Section 272 affiliate safeguards 
(CC Docket No. 96-149) and the wireless safeguards proceeding (CC Docket No. 96-162). All 
these proceedings involve, to some extent, access, use and sharing of CPNI. While that sharing 
is sometimes discussed within the context of intra-corporate sharing, across product lines (for 
example, local service and wireless service), it also implicates inter-corporate sharing (between a 
U S WEST local exchange telecommunications carrier and a Section 272 affiliate, for example). 
The teachings of Professor Tribe’s analysis is that within both of these contexts, U S WEST and 
its customers have protectable First Amendment free speech rights and that such rights would be 
severely and negatively impacted by a prior customer authorization approval requirement before 
CPNI could be accessed, used or shared. 

The Commission itself, in its appellate capacity, has explicitly acknowledged the pro- 
competitive value in inudintercorporate CPNI information sharing, including the consequential 
benefits to consumers. While that acknowledgment was made with a particular focus on the 
effect of such sharing on competition and the consumer marketplace, the underlying logic of the 
position is equally applicable to a CPNI First Amendment analysis. Not only from a competition 
and consumption perspective. but from a First Amendment one, as well, “maximum freedom” in 
accessing, using and sharing CPNI should be the goal. Certainly, there is nothing about the 
passage of Section 222 or its language that suggests a contrary position is required. Furthermore, 
such a position will clearly increase consumer awareness and choices. As the Supreme Court has 
well observed. “So long as we preserve a predominantly free enterprise economy, the allocation 
of our resources in large measure will be made through numerous private economic decisions. It 
is a matter of public interest that those decisions, in the aggregate, be intelligent and well 
informed. To this end, the free flow of commercial information is indispensable.” Virginia State 
Board of Pharmacy v. Virginia Citizens Consumer Council. Inc., 425 U.S. 748,765 (1976). 

0 

Based on Professor Tribe‘s analysis, we urge the Commission to refrain from adopting a 
prior customer approval authorization for the use and sharing of CPNI within a single corporate 
enterprise. As Professor Tribe persuasively asserts. there are other approval models more aligned 
with the relationship between U S WEST and its customers and the protection of First 
Amendment values. For example, an opt-out process would fully address customers’ privacy 
expectations (as required by Section 222), but would still permit communication to flow freely 
and spontaneously between U S WEST and its customers and within U S WEST itself. 



Mr. A. Richard Meager 
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Mr. John Nakahata 
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Furthermore, while there may be certain “nondiscrimination” obligations imposed on a 
BOC’s behavior vis-a-vis certain of its affiliates (Section 272(c)( l)), those obligations should be 
construed to require no more than that CPNI be provided equally to all those authorized to 
receive it. The process for securing the requisite approvals should not be required to be the same. 
Indeed, in fairness to customer privacy expectations, they cannot be the same. Consistent with 
First Amendment principles, U S WEST should be able to share CPM based on an opt-out 
approval process. That free speech advancing model should not be extended to third parties who 
have no business relationship with the customer. Nor should the BOC be required to abandon 
that model for one involving an affirmative prior authorization in the name of “equality of 
access.” 

We appreciate your consideration of the attached analysis. As stated in the letter, we 
would welcome the opportunity to meet with you on these issues. 

Sincerely, 



LAURENCE H. T R I B E  
1575 M A S S A C H U S E T T S  A V E N U E  

C A M B R I D G E .  M A S S A C H U S E T T S  0 2  I38 

June 2,1997 

EX PARTE - 

Mr. A. Richard Metzger, Deputy Bureau Chief, Common Carrier Bureau 
Ms. Dorothy T. Attwood, Senior Attorney, Common Carrier Bureau 

Mr. John Nakahata, Chief, Competition Division, Office of General Counsel 
Federal Communications Cornmission 
1919 M Street, N.W. 
Room 500 (Metzger) 
Room 533 (Attwood) 
Room 658 (Nakahata) 
Washington, D.C. 20554 

Policy and Planning Division 

’ RE: Ex Parte Filing in CC Docket Nos. 96- 1 15; 96- 149; 96- 162 

Dear Messrs. Metzger, Nakahata and Ms. Attwood, 

I am writing on behalf of U S WEST, Inc., a corporation whose affiliates include local 
telecommunications carriers, cellular and other wireless operations, database and publishing 
services (both print and electronic), Internet access and interactive electronic services, cable 
operations and an interexchange toll carrier (which, in the future, will function as a Section 
272 affiliate). I have been retained to provide my legal opinion on the constitutionality of 
a regulatory mandate imposing an “affirmative customer approval requirement” before a 
U S WEST’S canier operation can access or use Customer Proprietary Network Information 
(“CPNI”) internally QI before it can share the CPNI with an affiliated company. This opinion 
is relevant to the Commission’s ongoing proceedings in the above-referenced dockets.’ 

, @  

’ I should note that I was retained on the condition that I would exercise my independent 
judgment on the First Amendment issue, whether or not it coincided with the business interests of 
U S WEST. 
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In the course of crafting this opinion, I have consulted not only Supreme Court 
precedent but also counsel for U S WEST and have been made aware of prior Commission 
decisions in the CPNI and privacy area. My conclusion is that an affirmative prior 
authorization approval requirement for a telecommunications carrier to access or use CPNI, 
or to share CPNI with an affiliate, would impinge seriously upon important First Amendment 
rights and that, even if it could in the end withstand the appropriate level of judicial scrutiny 
(something that is by no means clear and in fact seems doubtful), it would be a mistake for 
the Commission to construe 47 U.S.C. Section 222 as authorizing such a requirement. Such 
burdens on the First Amendment ought to be imposed, if at all, only pursuant to the clearest 
and most unambiguous congressional mandate and after the most explicit congressional 
determination that the ends Congress seeks to achieve are worth the burdens on First 
Amendment rights the Commission is considering imposing. That standard is not met here. 

CPNI is information the collection and distribution of which is protected under the 
First Amendment and the regulation of which is governed by free speech principles and 
precedents. 

1. The CPNI owned by and in the’possession of U S WEST was most often collected 
in the context of engaging in protected speech activities with its customers. It 
provides the foundation for informed communication between U S WEST personnel 
and its customers - a form of protected First Amendment speech. 

2. The communication of CPNI between or among U S WEST corporate entities is 
itself a protected speech activity. 

3. Given the clear First Amendment attributes of the above speech activities, statutes 
which might be interpreted either to impede U S WEST’S use of CPNI or to interfere 
with the communication of CPNI within its corporate family should be narrowly 
construed. Specifically, Section 222 - which contains no affirmative approval 
requirement on its face - should not be construed to require U S WEST to obtain 
affirmative customer approval before it can access or use its CPNI or share that CPNI 
with my of its affiliates (including a Section 272 affiliate). 

4. Nor should U S WEST be put in the position where it must choose between 
exercising its free speech rights and respecting a customer’s expectations of privacy. 
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That would be an unlawful conditioning of U S WEST’S constitutional rights. Thus, 
any requirement that a BOC must share CPNI equally as between an affiliated 
company and an unaffiliated telecommunications provider, or that a BOC must use 
the same process of customer approval for both entities, would be constitutionally 
suspect. 

on F o W  Found;itlQD For Prokcted SDeech 

CPNI is information owned and collected by U S WEST in its capacity as a provider of 
service to millions of customers. As such, it is the foundation for informed speech between 
U S WEST and its customers or potential customers. The creation, compilation and 
communication of information lie at the core of what the First Amendment protects. 

CPNI is an essential ingredient of expression - the raw material, as it were, for informed 
and protected speech. In this regard, CPNI is similar to other data inputs, such as wire 
service reports that serve as raw material for newspaper stones. This raw data is sometimes 
used unedited and is sometimes rewritten into stories which are then compiled into a 
newspaper and distributed to readers. 

The connection between information and speech is inextricable. Indeed, the Supreme 
Court has applied the First Amendment even to regulations dealing merely with physical 
objects and substances essential - in a purely instrumental rather than intrinsic sense - to 

Minnesota CQmm’r of Re venue, 460 U.S. 574,58 1 (1983), the Court held that the imposition 
of a state use tax on the cost of paper and ink products consumed in production of 

507 U.S. 410,426-29 (1993), the Coun struck down a ban prohibiting the use of newsracks 
to hold “commercial handbills” when no comparable ban applied to newsracks containing 
“newspapers.”2 It follows a fortiori that similar restrictions on intangible, information- 
bearing inputs, such as CPNI, that go beyond reasonable time, place and manner restrictions 
and that directly burden the constitutive elements of speech itself, would not be upheld. 

the formulation and communication of speech. For example, in w o l i s  Star V, 

newspapers violated the First Amendment. Again, in i, V 
. .  

W 

,486 U.S. 750.757 (1988) (striking down ’&j&QLakewood v. Plain De aler Pu- 
statute giving mayor unbridled discretion over whether to permit newsracks to be affixed to public 
property on city streets). 

. .  
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Communication Of CPNT Between U S WEST . .  
Protected SDee& 

While the fact that CPNI forms the foundation for speech activities is quite obvious, less 
obvious might be the constitutionally significant fact that the communication of CPM 
between and among U S WEST affiliates is itself protected speech. The fact that one 
U S WEST affiliate might have a reiationship with a given customer, while another might 
not, does not eliminate the constitutional protection to which the communication of 
information between and among U S WEST’S affiliates is entitled. 

For example, in Givhan v. West-ed Sch- ’ ,439 U.S. 410 (1979), 
the Supreme Court rejected any attempt to impose a requirement that speech, in order to be 
afforded First Amendment protection, occur publicly, Le., from within an organization to 
those outside. As the Court succinctly stated, 

The First Amendment forbids abridgment of the “freedom of speech.” Neither the 
First Amendment itself nor our decisions indicate that this freedom is lost to the 
public employee who arranges to communicate privately with his employer rather than 
to spread his views before the public. We decline to adopt such a view of the First 
Amendment. 

U at 415- 16. The clear teaching of G i v b  is ihat speech such as that under consideration 
here, i.e., speech between two affiliated entities, is not stripped of First Amendment 
protection simply because it does not amount to a public communication. 

While in certain specialized contexts (such as the discipline or discharge of public 
employees, where the government acts in a proprietary as well as sovereign capacity) speech 
on matters of purely private concern may be subject to more extensive government 
regu1ation.j it is obvious that the communication of CPNI between different units of 

Sx, u. P u n  & B r a d s m a h  v. Gre- ,472 U.S. 593 (1985) (holding 
that false statements in a company’s credit report did not involve matters of public concern which 
would have required a showing of actual malice for recovery of presumed and punitive damages 
under the standard of a n z  v. Robert We- , 4  18 U.S. 323 ( 1  974)); Connlck v. Mev . ea ,  461 
U.S. 138 (1983) (holding that an assistant district attorney’s discharge did not violate her free speech 
rights, where the attorney was discharged for circulating a questionnaire concerning internal office 
affairs, which the Court deemed to be speech on an issue of personal, not public, concern). 

I believe that the holdings of both these cases are inapposite to the current analysis. The lzun 
Br BradstreeL case should be limited to the defamation context, and even in that context does not 0 
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U S WEST is not purely a matter of private concern. CPNI is valuable commercial 
information that is central to developing, designing, and marketing new kinds of 
telecommunications and other services for U S WEST’S customers and communicating with 
its customers about those offerings. It is precisely the kind of information that the Supreme 
Court has described as being the lifeblood of a free enterprise economy: 

So long as we preserve a predominantly free enterprise economy, the allocation 
of our resources in large measure will be made through numerous private 
economic decisions. It is a matter of public interest that those decisions, in the 
aggregate, be intelligent and well informed. To this end, the free flow of 
commercial information is indi~pensable.~ 

Based on the above, I believe that the communication of CPNI between and among 
U S WEST affiliates is itself protected speech. As such, any restriction on that speech should 
be confined to appropriate time, place and manner regulations. An outright ban on such 
communication, or the adoption of a “manner” restriction that would effectively operate as 
a ban (e.g., the requirement of affirmative approval), would violate the First Amendment. 

A Prior &pro V a1 R e a u m e n t  To Access. Use Or Share CPNI Would Violate U S WEST’S 
Free Spee ch w s  Well As n o s e  Of Its C u s t o m  

Any rule requiring that U S WEST secure a customer’s affmnative “opt-in” approval 
before it could make use of CPNI would raise serious First Amendment questions. Response 

stand for the proposition that speech involving matters of “private” concern is generally accorded 
diminished First Amendment protection. See G e m  418 U.S. at 346 (noting the impropriety of a 
standard that would force state and federal judges to decide on an ad hoc basis which publications 
address issues of “general or public interest” and which do not). Similarly, Connrck should be 
limited to the specialized context of public employers’ decisions to discipline or discharge public 
employees. Again, the -Court took pains to make clear that its holding was not meant to cast 
doubt on the general principle that speech on “private matters” was outside the First 
Amendment’s protections. 461 U.S. at 147. 

ate Board of P h i ~ ~ v  v V i r v r C o -  - ,425 U.S. 
748, 765 (1976). Indeed, the Commission itself has cited to this language in recognition of the 
societal and economic value associated with such speech. k g  &lg 
CC Docket No. 78-100.77 FCC 2d 1023, 1035-36 para. 32 (1980). 



0 

0 

Messrs. Metzger and Nakahata and Ms. Attwood 
June 2, 1997 

6 

rates for opt-in requests are notoriously low, and an opt-in rule would be, in effect, a 
prohibition on the use and transmission of CPM? Such a restrictive approach is all the more 
dubious because there are other obvious ways of securing customer approvals that do not 
intrude on speech, e.g., through a notice and “opt-out” scheme reflecting the customer’s 
expectations given his or her existing relationship with U S WEST. 

In a variety of contexts, the Supreme Court has recognized that imposing an “opt-in” 
requirement to speak or gain access to information can be an unconstitutional burden on 
speech. For example, in Martin v. Struthers , 319 U.S. 141 (1943), the Court invalidated a 
city ordinance that forbade door-to-door solicitation unless the residents of the household had 
affirmatively requested the solicitor to approach. The Court explained that: 

For centuries it has been a common practice in this and other countries for 
persons not specifically invited to go from home to home and knock on doors 
or ring doorbells to communicate ideas to the occupants or to invite them to 
political, religious, or other kinds of public meetings. Whether such visiting 
shall be permitted has in general been deemed to depend upon the will of the 
individual master of each household, and not upon the determination of the 

5 In prior contexts, the Commission has acknowledged the problem any business - including 
one with an existing relationship with a customer - would have in securing an affirmadve written 
document. particularly from a residential customer. Moreover, in the context of existing business 
relationships the Commission has held such authorizations unnecessary to protect consumer privacy. 
These findings have been repeatedly made over more than a decade, and in varying factual contexts, 
strongly suggesting that the findings are universal and not context-specific. *, w, DNA Second 
&con. Order, 8 FCC Rcd. 8798,8810 (1993); the Commission’s Briefs in &Q& of the Statrrnf 

et al. v. FCC , Nos. 92-70083, et uf., (9th Cir-1, filed July 14, 1993; AT&T/M!T Or& 
7 FCC Rcd. 1038, 1045 para. 44 (1992) (carriers have had little success getting customers to return 
written authorizations); -d Ordet, 6 FCC Rcd. 7571,7610 n. 155 (1991 ) (under 
a prior authorization rule, a large majority of mass market customers are likely to have their CPNI 
restricted through inaction); & ll W n .  Order, 3 FCC Rcd. 1150, 1163 para. 98 (1988) 
(customers would not object to use of CPNI to increase offerings made available to them); 
Order, 2 FCC Rcd. 3072, 3094 para 153 (such authorizations unnecessary to protect consumer 
privacy), 3 1 16 n. 300 (1987); Bureau Waiver Order , 101 FCC 2d 935,942 para. 21 (1985) (noting 
that even customers who make a verbal commitment to a company to engage in business might not 
return a signed authorization): 1985 FCC Waiver Ordn , 102 FCC 2d 503, 506 para. 6 (1985). 
Nothing about the adoption of Section 222 changes these prior observations, which essentially 
amount to “regulatory notice” of generally understood facts. 
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community. In the instant case, the City of Struthers, Ohio, has attempted to 
make this decision for all its inhabitants! 

The Martin Court premised its decision on the right of the audience to receive 

w, 381 U.S. 301 (1965) (where the Court invalidated a requirement that recipients of 
literature first notify the Post Office that they wished to receive it); and Denver Arm 

ns ConsorwmJx. v. FCC , 116 S. Ct. 2374,2391 (1996) 
(where the Court noted the “obvious restrictive effects” of a statutory regime which resulted 
in individuals being deprived of the ability to access information “without considerable 
advance planning . . . [Such] restrictions [would] prevent programmers from broadcasting 
to viewers who select programs day by day (or, through ‘surfing,’ minute by minute); to 
viewers who would like occasionally to watch a few, but not many, of the programs . . . ; and 
to viewers who simply tend to judge a program’s value through channel reputation, i.e., by 
the company it  keeps”).* 

information, as well as the speaker’s right to convey it.’ Lament v. P o s w  

As in the Denver Telecorn case, customers of U S WEST might well want to decide what 
information they want to receive offering by offering, or month by month, or circumstance 
by circ~rnstance.~ A prior affmative approval requirement would deprive both U S WEST 0 

319 US. at 141. 

’ &g at 143 (“this freedom embraces the right to distribute literature . . . and necessarily 
protects the right to receive it.”). 

* Certain of the Supreme Court holdings in the area of opt-in requirements arise in the context 
of information that might be deemed unpopular or embarrassing. a, u, the Martin decision 
(distribution of information by “poorly financed causes of little people,” 3 19 US. at 146); Lament 

,787 F.2d 
846 (2d Cir. 1986). The holdings of Martin and Denver Telecom , however, cannot be so limited, 
since the unpopular or embarrassing nature of the information was offered up only as a secondary 
or tertiary ground in support of the decisions. 

(access to Communist literature); -re v. Ohio ’ , 115 S. Ct. 1511, 1516-17 . .  (1995) (anonymous campaign materials). Q m p a ~ m  V 

Indeed. my understanding is that the Commission has evidence before it, in the nature of 
to recei V e  

lnformatlon from their telecommvnicW D . rovi& about new products and services, and that this 
interest is particularly pronounced in certain identifiable customer segments. Pacific Telesis 

9 

a customer survey, that demonstrates that a substantial volume of customers . .  

Survey, Questions 9-1 1 and Analysis at page 9. 
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and its customers of the ability to engage in such speech activities, in the absence of the 
customer’ s considerable advance planning in ensuring that a previous communication had 
been made to U S WEST pre-approving the future dialogue.“ 

The teaching of the above cases is that any affmative approval requirement to access or 
to use information in one’s possession, or to fashion communications from that information, 
would be presumptively unconstitutional. In the context of Section 222, I do not believe such 
a requirement could be upheld. 

Because it is undisputed that an affmative written approval requirement would result in 
a telecommunications carrier’s being cut off from all but a small portion of the CPNI in its 
possession, it is clear that such a requirement would severely restrict access to the raw data 
for speech and the communication of speech itself. That would violate the First Amendment 
rights not only of U S WEST but of its customers as well. Certainly, nothing in the recently 
enacted Section 222 specifically imposes such a constitutionally infum customer-approval 
process. 

It is dear that Section 222 seeks to protect certain customer privacy interests in the 
information possessed by telecommunications carriers generally. But it is equally clear that 
that Section does not mandate affmative written approvals from customers before 
telecommunications carriers with existing business relationships, or their affiliates, access, 

0 

‘” I am aware of Section 222’s provisions for oral approval on inbound calls, sgg Section 
222(d)(3). as well as the fact that, theoretically. an oral outbound telemarketing campaign for 
approval is not beyond the statute’s permissible “approval” methodologies. However, where U S 
WEST’S main telecommunications operations have between 10 and 1 1  million customers, such an 
approval methodology is certain to suppress speech for some significant period because the process 
of securing approvals itself would be extremely labor-intensive and quite expensive, undoubtedly 
causing U S WEST to refrain from speaking in situations where it might otherwise be inclined to 
speak. Qmpm Denver Telecqm , 116 S. Ct. at 2391 (rejecting an “opt-in” approach to information 
access in part due to the added costs and burdens that these requirements impose upon a cable system 
operator, which might encourage an operator to ban programming that the operator would otherwise 
permit to run). I believe a similar situation would arise were U S WEST required to secure 
affirmative oral approvals from its existing customer base. 
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use or share CPNI. Indeed, such a requirement, with respect to any business and its speech 
activities with its customers, would be unprecedented.” 

It is equally clear, however, that customer privacy protection can be assured by utilizing 
much less speech-suppressing mechanisms than affmative approvals. The Commission’s 
obligation to construe federal statutes in a manner that attempts to sustain their 
constitutionaiity strongly argues for a statutory interpretation that looks to some privacy- 
protection method other than affmative approvals. Sgg Ehvard J. D- V 

a Gulf Coast Bull& & Constr. Trades Council, 485 U.S. 568,575 (1988). . .  
U 

” ComDare 47 U.S.C. Section 551(b)(l) (requiring written or electronic consent (&, 
affirmative approval) pnlr to share subscriber information with unaffiliated third parties). Indeed, 
I have been advised that the only affirmative written consent requirement involving a business’ own 
use of its information is found in the Commission’s current CPNI rules, stemming from its Open 
Network Architecture (ONA) environment. There, the Commission has required that BOCs (and 
GTE) secure affirmative written consent from customers with more than 20 lines before those 
companies are permitted to use CPNI in the marketing and selling of enhanced services and customer 
premises equipment (CPE). A failure to secure such affirmative approval renders the information 
“restricted.” such that it can be used only for network services marketing and sales. 

Nothing about the history of the Commission’s current CPNI rules calls into question the 
constitutional arguments developed here. Even if estoppel-like arguments were applicable -despite 
such cases as New Y Qfk v. Umed StatQ ,505 U.S. 144, 183 (1992), and despite the fact that in the 
First Amendment realm the rights of Jisteners as well as those of sDeakers are at stake - it is my 
understanding that the BOCs did not contest the constitutionaiity of the current CPM rule largely 
because they did not perceive the rule as operating as a fundamental (almost per se) ban-ier to their 
speech with customers with more than 20 lines. As the Commission itself acknowledged, carriers 
often have a special relationship with larger customers and can fairly easily secure approval to use 
the information or obtain i t  outside the customer record itself. -, 6 
FCC Rcd. at 761 1 para. 86; -ions Satellite Corpmtbn PelUah&&Woy Ruhg, 
8 FCC Rcd. 153 1, 1535 n.39 ( 1993). Thus, the Cornmission’s rule was not anticipated to (nor did 
i t )  suppress speech to any significant extent. 

Moreover, the Commission’s rules pertained to the use of CPNI only with respect to two 
related markets, &, enhanced services and CPE. This “affirmative consent” regime should be 
compared to that currently being proposed by the Commission, where an affirmative approval 
requirement is being suggested across a telecommunications carriers’ entire base of customers and 
with respect to not stemming from the service from which the CPNI was derived. The 
contexts are totally different. 

0 

. .  . .  
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There are certainly other models for protecting customer privacy, while still 
accommodating customer expectations. For example, the Martin case, as well as others,12 
demonstrate that the First Amendment permits government to empower individuals with the 
means to ensure that they are left alone. Indeed, the Commission’s own cases and rules 
establish a “do not disturb” policy with respect to telemarketing, whereby an individual can 
request not to be contacted even by a business with which he or she has an existing business 
relati~nship.’~ Such “opt out” processes permit communication to flow freely and 
spontaneously, restricting speech only in those circumstances where an individual makes 
clear hisher desire not to engage in it. 

Thus, I conclude that a customer’s privacy interests would be fully addressed by the kind 
of “opt-out” procedure that I understand U S WEST and other telecommunications carriers 
are proposing. Any customer who wishes to prevent CPNI relating to him or her from being 
used by U S WEST’S telecommunications carriers, or from being shared with other 
U S WEST affiliates, would have the opportunity to accomplish precisely that result through 
a notice and opt-out procedure. &e 44 -c. v. , 116 S. Ct. 1495, 
1510 (1996) (noting availability of alternatives that would not intrude on speech in holding 

, 507 U.S. 410,417 & n.13 (1993) 
restriction unconstitutional); b b i n  v. Coors Bre W h P  CO‘ , 115 S. Ct. 1585, 1593-94 (1995) . .  (same); Citv of C i n c m  v. Disco verv Net W U  

(considering possible alternatives to restriction on speech). 

. .  . .  . .  Tne Comrmssio n Should No t Condition U S WEST’ s Exezise Of Its Constituti- 

I understand that arguments are being made, in portions of the above-referenced 
proceedings, that a BOC Section 272 affiliate and all third parties must be treated “equally” 
with respect to access and use of CPNI. In part, this obligation is said to derive from the 
language of Section 272(c)( I) ,  and from the Commission’s prior determination that CPNI 
is included in the word “information” used in that Section, thereby creating an obligation to 
provide CPNI on a non-discriminatory basis as between the BOC affiliate and non-affiliates. 

’’ & &Q Rowan v. Post Office Dept ,397 U.S. 728 (1970) (government may confer on an 
addressee the power to compel a mailer to remove his or her name from a mailing list); 
SchultZ, 487 U.S. 474,493 (1988) (Brennan, J.. dissenting) (“unwanted mail may be forbidden”). 

’’ TCPAa, 7 FCC Rcd. 8752 ( 1992); 47 CFR Section 64.1200(e)(2). 
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While there might be a non-discrimination obligation contained in Section 272(c)( 1) with 
respect to providing CPNI to those duly authorized to receive it, any such obligation does not 
warrant treating U S WEST'S affiliates the same way as non-affiliates with respect to the 
approval processes associated with access to CPNI. Indeed, treating both entities the same 
way would amount to an unconstitutional conditioning of U S WEST'S First Amendment 
rights. 

In particular, I focus here on proposals providing that whatever customer approval 
methods a BOC uses with respect to CPNI access, use and sharing within the BOC and 
among its affiliates would be deemed an appropriate customer authorization method to use 
in forcing the disclosure of CPNI outside the BOC and its affiliated companies. Under such 
proposals. if a BOC used an opt-out procedure to secure prior affmative approvals from its 
customers, then such an opt-out procedure would automatically be deemed appropriate to 
force disclosure of the CPNI to unrelated telecommunications providers as well. 

These proposals raise constitutional difficulties because they ignore the vital distinction 
between a BOCs own affiiiates and unrelated third parties. As the Commission itself has 
recognized, and as seems self-evident. a customer's privacy expectations vary by 
relationship. There are minimal (if any) privacy concerns within an existing business 
relationship.'" And the lack of privacy concerns extends to affiliated companies." In 
contrast. in the absence of an ongoins business relationship with the customer, there arise 
special privacy concerns which must be accommodated.'6 

" TCPA N P W  , 7  FCC Rcd. 2736,2738 paras. 13- 14 ( 1992); TCPA Ordq-, 7 FCC Rcd. at 
8770 para. 34. the Commission's Computer III Re-, 6 FCC Rcd. at 7610 para. 
86 (where i t  noted that internal BOC access to CPNI did not raise significant privacy concerns); 
Phase II Recon. O& , 3 FCC Rcd. at 1 163 para. 98 (where it noted that most RBOC customers 
would not object to having CPNI shared internally to increase offerings to customers). 

'' TCPA OrdeI: . Id; Ebnk America Order ,8 FCC Rcd. 8782,8787 para. 27 (1993) (holding 
that information sharing between affiliates was not improper). sef; &Q U S WEST Comments, n. 18, 
filed June 1 1 ,  1996 (citing to 1994 Louis Harris & Associates and Dr. Alan F. Westin survey done 
for MasterCard International, Inc. and VISA. USA, Inc. The survey demonstrated that a majority 
of those surveyed approved sharing information with affiliates to bring new or additional services, 
with the percentages increasing as the specific type of sharing and service offered was made 
explicit 1. 

l 6  The Commission h a s  recognized that disclosure of CPNI to third parties, when not 
associated with a customer request to release the information, raises privacy concerns. Qmg&.t 0 
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Thus, it is reasonable to conclude that customers ordinarily desire (or, at a minimum, do 
not object to) communications from businesses with which they already have a relationship 
and from their affiliates. Accordingly, an opt-out mangement fully protects customers' 
interests in these circumstances. But customers do ILQ~ ordinarily expect a company to share 
confidential information with unrelated third parties. In that context, infemng customer 
approval on the basis of an opt-out procedure for an unrelated party would violate customer 
privacy expectations, whose protection is the ostensible purpose of 47 U.S.C. Section 222. 

Therefore, forcing a BOC to use the same method for obtaining customer approval for 
affiliates & third parties would cause serious problems. In practical terms, a BOC's choice 
would be between (i) using an opt-out procedure for both itself and unrelated entities, thereby 
violating the trust of established customers (and concomitantly forfeiting their goodwill),17 
and (ii) using an opt-in procedure throughout that would effectively silence the BOC because 
of the difficulty of obtaining affmative approvals. Imposing such a Hobson's choice would 
be constitutionally questionable under the doctrine of unconstitutional conditions. 

In order to engage in constitutionally protected speech, U S WEST would be forced to 
compromise or violate its customers' privacy expectations, in contravention of the intentions 
of Section 222 itself. if it desired to make use of its own commercial infomation to 
communicate either internally or externally. Since, as survey evidence before the 
Commission demonstrates, local telecommunications caniers hold a place of high trust in the 
minds of their customers, and are not thought to release information inappropriately," it 
would be unconscionable to force such carriers to release CPNI to third parties based on a 
notice and opt-out model solely to ensure their own continued access to the CPNI. I am 

v, 6 FCC Rcd. at 761 ! para. 86. (.lomDare 47 U.S.C. Section 631(b)(l) 
(holding that subscriber information cannot be released to third parties except with the written or 
electronic consent of the subscriber). 

l 7  A notice and opt-out model might be appropriate for the release to third parties of name 
and address information only. & 47 U.S.C. Section 55 1 (c)(2)(C)(i) (cable act); 18 U.S.C. Section 
27!0(b)(2)(D)(i) (video privacy act). C o r n p a  DNA Second- Ordet, 8 FCC Rcd. 4478, 
4486 para. 39 (1993) and 47 C.F.R. 64.1201(e) (allowing for release of name and address 
information). But it has generally not been considered appropriate for the transfer of other, more 
substantive, information. & 47 U.S.C. Section 55 l(b)( 1 )  (requiring written or electronic consent 
to release subscriber information). 

'' Pacific Telesis Survey, Questions 2C, 3. 
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advised that, in practical effect, an “equality” principle applied to a notice and opt-out 
approval methodology would most likely result in information not being accessed or used 
internally in forming the foundation for constitutionally protected speech.” 

In effect, the government would impose a penalty on BOCs - the disruption of their 
relationships with existing customers - if the BOCs were to choose an opt-out CPNI 
procedure to permit themselves to speak. Such a forced choice raises serious questions, to 
say the least, under the unconstitutional conditions doctrine, which recognizes that 
“‘constitutional violations may arise from the deterrent, or ‘chilling,’ effect of governmental 
[efforts] that fall short of a direct prohibition against the exercise of First Amendment 
rights.”’ Board of County COD ’rs v. U- , 1 16 S. Ct. 2342, 2347 (1996) (internal 

2357 ( 1996).*’ 
citation omitted): see alsq O’Hare Truck Servic-c. v. Citv of N o w  , 116 S. Ct. 2353, 

In &lh~ v. Callfornla Coastal C o w  ’ ,483 U.S. 825 (1987), for example, the Supreme 
Court held that a state agency could not condition the approval of a rebuilding permit for 
beachfront property on the owners’ agreement to waive their property right to deny free 
public access to the beach. The Court explained that, even though the state agency could 

l 9  For example, the Commission’s cellular CPNI rule (47 C.F.R. Section 22.903) contains 
a “share equally” requirement, the result of which (I have been advised) is that carriers have chosen 
not to share the CPNI at all. Not only does such a regulatory mandate seem strange, given the fact 

Energy C o w ,  79 1 F.2d 1343 (9th Cir. 1986)), but it appears contrary to both commercial and 
,56 F.3d 1484, 1494-95 (1995). Indeed, public interests. &g v. FCC: 

in the case, the Commission itself argued that “courts have consistently recognized that 
capitalizing on informational efficiencies . . . is not the sort of conduct that harms competition,” and 
that it  “is manifestly pro-competitive and benefcial to consumers to allow a multi-product firm . . 
. maximum freedom in offering its competitive services to all of its customers” by utilizing CPNI. 
FCC Final Brief in SBC v. FCC at 49-50. There is nothing about the passage of Section 222 or its 
language that suggests a contrary position. 

that competitors or RBOCs have no absolute legal claim to CPNI (s, w, * v . W W  

, I  

*‘Under this doctrine. public broadcasting stations, for example, cannot be required to choose 

Vote=, 468 U.S. 364,399-401 (1984). Public employees cannot be put to the “choice” of joining 
the prevailing political party or leaving their jobs. &&tan v. w a n  Partv of M, 497 
U.S. 62, 69, 72 ( I  990). Recipients of unemployment compensation cannot be told to change their 
religious views or forgo public assistance. See mbbie V. -ais C o w  ’ ,480 
U.S. 136, 139-43 (1987). 

between accepting public funds and engaging in editorial speech. FCC v. I w e  of W m  
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have denied the permit outright, linking it to a waiver of the right to exclude amounted to an 
inappropriate “leveraging of the police power.” Dolan v.  T W  ,512 
U.S. 574 (1994) (reaffirming Nollm and invalidating a rule that a property owner could not 
expand her store and pave her parking lot unless she dedicated a portion of her property for 
a public greenway and a pedestrianhicycle pathway). 

at 837 n.5. 

In N o l h ,  the Court held that the refusal to issue the needed permit was an 
unconstitutional condition on the owners’ property rights - “not a valid regulation of land 
use but ‘an out-and-out plan of extortion.”’ 483 U.S. at 837. In the CPNI context, forcing 
BOCs to use the same methods for securing customer authorizations for both their affiliates 
and their competitors has a similar extortionate effect: if the BOC wishes to use a notice and 
opt-out procedure (the only effective method for enabling the BOC itself to speak), it must 
violate its customers’ trust by affording its competitors access to the CPNI unless customers 
opt out. Such a choice is impermissible under the unconstitutional conditions doctrine. 
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15. 

For all these reasons, I conclude that an affmative approval requirement for a 
telecommunications carrier to access or use CPNI internally or to share it with its affiliates 
would raise serious questions under the First Amendment. Thus, in keeping with the 
Commission’s obligation to construe legislative enactments in a manner that avoids rather 
than raises constitutional difficulties, the Commission should not impose such a requirement. 

U S WEST, and I, appreciate your consideration of this opinion. We would be happy to 
pursue the matters addressed herein at your convenience. Should you wish such a discussion, 
please advise Kathryn Marie Krause,. Esq., U S WEST’S counsel, at (303) 672-2859. She 
will be responsible for making the appropriate arrangements. 

Sincerely, 

Laurence H. Tribe 





Kathryn Maria Knruc -- 
September 10, 1997 
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Mr. William F. Caton 
Acting Secretary 
Federal Communications Commission 
Room 222, SC-1170 
1919 M Street, N.W. 
Washington, DC 20554 

RE: Ex Parte - Customer Approval For Internal -4ccess. Use and Disclosure of 
Customer Proprietary Network Information ("CPNI"), CC Dw-k=i Nn: 9 6 9  

Implementation of the Non-Accounting Safeguards of Secnons 2'71. 
and 272 of the Communicatioa Act of 1934, as amended, CC Docket No. 
96-149; and Amendment of the Commission's Ruies to Establish 
Competitive Service Safeguards fbr Local Exchange Carrier Provision of 
Commercial Mobile Radio Services. WT Docket No. 96-162. 

Dear Mr. Caton: 

Pursuant t o  Commission nrle 47 C.F.R. 1.1206@)(1) attached are an original and 
six copies of a written ex parte presentation which was submitted to Mr. A. Richard 
Metzger, Ms. Dorothy T. Attwood and Mr. John Nakahata on September 10,1997. 
Please associate this presentation with the above-referenced proceedings. 

Acknowledgment of this submission is requested. A copy of this letter and the ex 
parte presentation is provided for this purpose. Please date stamp this copy and 
return it to the messenger who has been instructed to wait for it. 

Please call if you have any questions. 

Sincerely, 



i .  L A U R E N C E  H. TRIBE 
1175 MASSACHUSETTS A V E N U E  SEP 1 0  7997 

--am$& 
C A M B R I D G E .  M k S S A C H U S E T f S  02 138 

---mm?? 

September 10,1997 

EX PARTE 

Mr. A. Richard Meager, Deputy Bureau Chief, Common carrier Burtau 
Ms. Dorothy T. At~ood, Senior Attorney, Commm carrier B m u  

Mr. John Nakahata, Chief, Competition Division, Office of General Counsel 
Federal Communications Commission 
1919 M Street, N.W. 
Room 500 (Meager) 
Room 533 (Amvood) 

Washington, D.C. 20554 

c 

Policy and Planning Division 
- 

- Room 658 (Nakahata) 

RE: Ex Parte Filing in CC Docket Nos. 96-115; 96-149; 96-162 
0 

Dear Messrs. Metzger, Nakahata and Ms. Attwood, 

" In a letter dared June 2,1997, I wrote to you onbehalf of U S WEST, Inc. with respect 
to certain proposals before the Commission regarding the use and disclosure of customer 
proprietary network information (CPNI). 

Although it was not sent directly to me, I have betn made aware of an ex parte letter 
filed with the Commission on July 7, 1997 by Mr. Bruce Esnis on behalf of MCI 
Telecommunicadons Corporation, which purports to tpLt issue with my analysis. However, 
si,snificant portions of Mr. Ennis' letter are pnmiscd on misapprehensions of my prior 
communication to you. 

In my prior letter, I explained that: 

Given the clear Fmt Amendment attributes of CPNI-relared speech, the 1996 
Telecommunications Act - whose provisions (including Section 222) con& no af f i i t i ve  
consent requirement on their face - should not be amstrued to nqukc a BOC to obtain 
affirmative customer consents before it can use its CPM or share that CPNI with pny of its 0 

. -  - 
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affiliates (including a Section 272 affiliate). Instead, the Act should be interpreted as 
penniuing an “opt-out” approval mechanism whereby, so long as customers did not object, 
a BOC would be permined to access and use CPNI internally and to share CPNI with its 
affiliates. 

Nor should the Act be interpnted as requiring BOCs to share CPNI equally as 
between an affiliated company and an una&2iated telecommunications provider, or to use 
the same process for customer approval fa both entities. In practical em, such a rule 
would force a BOC to choose betwten (i) using an opt-out procedure for both itself and 
unrelated entities, thenby violating the trust of esrabiishcd CUStOmCrS (who wouId not expect 
CPM to be shared with UNtlattd entities absent affinnatve consent by customers), and (ii) 
using an opt-in procedure throughout that w d d  effectively silence the BOC because of the 
difficulty of obtaining aff i i t ive  coDsents. 

c Mr. Enns proceeds fiom the view that I advocate a construction of Section 222 that 
would “allow BOCs to use or sharc CPNI with their long-distance affiliates without prior 
customer approval,” Ennis Leacr at 2 - men though Section 222 specifically requires 
customer “approval” except in certain circumsmncts. That description of my position is not 
correct, on a number of levels. 

0 
As I made clear in my initial letter, I asmedly do not advise the Commission to forgo 

the requirement of customer approval. Rather, the question is how approval is to be 
measured. Nothing in the statute quires an opt-in procedure rather than an opt-out 
arrangement, and Mr. Ennis cites no IegisiatiVt history or can011 of statutory construction on 
the matter. My point is that - given the absence of an unambiguous congressional 
statement compelling such a burden 011 First Amtndmmt activities - the 1996 
Telecommunications Act should not be coTlstNtd as requiring express affirmative consent 
by customers in order to allow BOCs to usc CPNI or sharc it with their afflliaw. Mr. Ennis 
admits that “it is unlikcly that most consumes5 would go through the process of making a 
written decision regarding the usc of their CPNL” (Page 7). Accordingly, a nsqairtmcnt of 
express affirmative consent would in effect sjtarr the BOCs. It is well-settled that stamtcs 
are to be cons& wherepossible to avoid constitutional questions, and the Commission 

v. T- 
should heed that maxim in construing Section 222. Srt; Edward J. D W  C- V 

co- 485 US. 568,575 (1988); 
,297 U.S. 288,347 (1936) @ran&, J., concuniug). 

Moreover, Mr. Ennis is wrong to focus on Section 222 as a statutory provision 
Section 222 appiits to all imposing special CPM obligations specific to BOCs. 

! 0 
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teiecommunications carrim. The Commission has propostd deriving specid CPM d e s  for 
BOCs based on the nondiscrimination provisions of Sections 272 and 274 - provisions that 
say nothing about customer consent (or about CPM in p a r t i e ) .  There is every -on to 
read the nondiscrimination provisions narrowly to avoid the mnstitutional question hat 
would otherwise be presented. 

Mt. Emis contends that the communication and usc of BNI axe not protecttd by the 
First Amendment because they are ”bushess activities.” That is anon sequitur. operating 
a cable system or publishing a newspaper are “business activities” as well, but they are 
certainly entitled to First Amencbmt protccrion. .The BNI owned by U S WEST is a vital 
dam input which provides the foundation for informed communication between U S WEST 
personnel and its customers. It is much more integral to prottcttd expression than were the 
purely physical inputs whose regulation was held to violate the First Amendment in 

Ctarv. -Re v m ,  460 U.S. 574,581 (1983) (paper and ink 
507 U.S. 410, 426-29 (1993) 

. .  products), or Cbanali v. D &veTv New- 
(newsracb). 

Further, the sharing of CPNI between or among U S WEST carporatt entities is itself 
a protected speech activity. It represents the commnkation of information - which of 
course is just what the Fii Amendment protects. If mything, 8 N I  is far mon infomative 
than many of the forms of expression that are protected under the Fmt Amendment. &g, 
m s  v.  GlenTheatrt.Inc. , SO1 U.S. 560,565-66 (1991) @lunliry opinion) (nude dancing); 
Ward v. ,491 U.S. 781,790 (1989) (music); V 
for Creati ve Non -Vi- , 468  U.S. 288,293 (1984) (assuming that sleeping in park is 
protected expression); SpUlce v. washinrrtnn, 418 U.S. 405, 409 (1974) (per curiam) 
(hanging Amencan flag upside down with peace symbol taped to it); W r  v. De- 

393 U.S. 503,509 (1969) (wearing black  am^ bands to 
school). For example, a federal disaict court recently ruled that computer softwan programs 
are a form of protected expression ”like music and mathematical equations.” V 

ted s v  922 F. Supp. 1426, 1435 (N.D. a. I-).’ 
That the expression occurs within the U S WEST corporate family docs not eliminate 

the constitutional protection to which the communication is otherwise entitled, under 

I On August 25, 1997. the court d i n n e d  its prior ruling, holding that the Clinton 
Administration’s revised restrictions on encryption software exports am an UnOonStrmtiond prior 

0582 MHP (N.D. Cal. Aug. 25,1997). 
restraint in violation of the First Amendment. Bernstein V. , NO. C-95- 

0 
. -  . 
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decisions like v. W e s r  , 439 U.S. 410, 415-16 
(1979).' Indeed, any other rule would be unthinkable: it would pennit the govemment to 
prohibit communications between a company's extcutivcs or bcrwetn a parent corporation 
and its subsidiary? 

Mr. Ennis does not deny any of this; in facs he admits (at page 4 of his ietur) that 
"[tlhe sharing of proprietary information intunally or with an affiliate docs not. . . amount 
to 'propos[ing] a commercial transaction.'" That is just the point. The sharing of CPM 
betwten or among U S WEST corporate entities is emitled to fkll, undiluttd First 
Amendment protection - not simply to the intermediate smtiny applicable to restrictions 
on commercial spcxcb. 

The bulk of Mr. Ennis' argumcnt is that an a f f i d v e  customer consent requirement 
can be justified by an interest in consumer privacy and what Mr. Ennis calls an interest in 
"competition." (Page 7 of his letter). Much of his -is is beside the point or in fact 
supports my view. Of course I do not deny that Section 222 d t c t s  a concern for consumer 
privacy. My point is that this concern can be fully accMmzkodattd by an opt-out anangemat 
which permits consumers to take steps to prevent BOG from sharing CPNI with their 
affiliates. Such an opt-out procedure is hardly meaningless - ir is used, for example, to 
measure consent in class acrions under Fed. R. Civ. P. 23 - and in fact it reflects the 
expectations of consumers that relating to them would, absent ObjeCtiOn, in fact be 
shared among members of a corporate family. 

h4r. Enais further asserts - with no supporting citation - that "Congress has 
determined that the unnstrictcd use or dissaninatiOn of CPNI to market other seryicts would 
harm competition." (Page 7). Congress has madc no such dettrmination, and in fact 
unresaicted use of CPNI is typically undastood to be pn>compcritive. & w e  of Stptr 

Mr. Ennis anempts to relegate to the context of tht govrmmmt's power to regulate 
speech in its capacity as employer (page 4 n.4 of his I-). The anarrpt backfires. It is settled that, 
when government acts in a pprktary capacity as employer. it has even authority to 
discipline or discharge employees based on their spacfi. Tht principle manifested in applks 
W h e r e .  

Mr. Ennis' reference to forms of speech that arc thanselves instruments of crimes or 
wrongful conduct - such as speech constituting an agreement to fix prices in violation of the 
antitrust laws (page 3 of his letter) - is utterly beside the point. The substance of the 
communication at issue h m  is not itself illegal. and no one suggem otherwise. 

. -  . 
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v. FCC 39 F.3d 919,931 (9th Cir. 1994). 
* 

, 115 S. Ct. 1427 (1995) 
(‘The FCC found that thc BOCs arc uniquely positioned to rcach smaU customers, and that 
it would be economically infeasible to dcvelop a mass Tnarktt for enhanced services if prior 
authorization was required for access to CPNL If Smau customers are required to take an 

option and thereby impair the development of the mass market for tnkanccd services in the 
s m a l l  customer market.”); -. . .  v. FCC ,56 F3d 1484,1495 (D.C. Cir. 
1995) (upholding FCC judgment that it was in tht public interest to allow AT&T/McCaw’s 
use of CPNI to enhance its abiiity to mafktt its service dircctly to the customers of other 
cellular carriers, because such use “should lead to lower prices and improved service 
offerings designed to lure those customers away”). 

affirmative step of allthaizing access to t h t i r i n f 0 d ~  they arc rmliGtly to exercise this 

Indeed unrestricted use of individually idtntifiable customer informarion is the norm 
in contexts as diverse as cable Strvicc, credit cards, mail order catalogs, and grocery 
purchases. Competitors have no legally cxiforuablc right to nceive such infomation. 
ULCathn * V . W R W  791 E2d 1343 (9th Cir. 1986) (utility was not guilty 
of monopolization under Q 2 of the Shcnnan Act for passing along customer infomation to 
its merchandising division while withholding it fmm its competitors). 

” 

In fact, Mr. Ennis’ proposal would competitive quiw long-distance 
providers have substantial CPM in their possession, yet under Mr. Ennis’ view they would 
have no reciprocal obligation to provide customer information to B O O  absent aBmative 
customer request. In addition, his solution - that BOCs be forced to divulge CPNI to 
competing long-distance providers if they wish to share the CPNI within the BOC corporatt 
family - NN afoul of the obvious purpose of Section 222 in protecting consumer privacy 
interests. The undenied evidence (set pages 7 & 11.9.11 & n.15 of my letter of June 2,1997) 
is that a majority of consumers approve of sharing information with affibcs to develop and 
market new and additional smiccs. By contrast, collsumers would not likely expect U S 
WEST to share CPNI with unrelated companies. 

Mr. Ennis also contends that the burdcn on U S WEST of an affumative customer 
zed by pamiaing “oral“ approval to suffice. As I noted consent requirement could be 

in my original letter, however (page 8 n.10). U S WEST has berwetn 10 and 11 million 
customers. Any campaign to solicit oral approvals would be extremely labor-intensive and 
costly. U S WEST has infomed me of the results of its a f f i i v e  consent CPNI trial, 
which confirm my views on this pint.  

. .  . 

.-  . 
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Finally, Mr. Ennis takes issue with the point that BOCS would suffer an 
unconstitutional burden by being forced to choose berneen not sharing CPM with their 
afffiates, or sharing it on equal terms with their competitors. He insists that **the 
unconstitutional conditions doctrine does not apply in this context at all.” Lcnu, p. 9. But 
there is no CPNI exception to the Constit~tion. The reality - as the iilings beforc the 
Commission demonstrate - is that compctitorS like M U  have a kcen interest in obtaining 
the BOCs’ CPNI and in preventing BOCs and their afiiliatw from using the CPM. If BOCs 
are rcquired to divulge this sensitive infoxmarion to coqaim as a condition of the BOCs’ 
own speech - i.c., the BOCs’ exprrssion of &e i n f o d o n  to their mates and the BOCs’ 
use of it to communicate with their customQs --then the BOCs’ speech will be penaIilrri 
and discouraged. That is prezisely the sort of Hobson’s choice that aiigcrs the 
unconstitutional conditions doctrine. 

For ail these reasons, it remaim my view that an affirmative consent requirement as 
a precondition for a telecommunications carrief to use CPNI in-y or to share it with its 
affiliates would raise serious questions under the Fmt Amendment In keeping with the 
Commission’s obligation to constn~c legislative enactments in a manner that avoids rather 
than raises constitutional difficulties, the Commission therefore should not impose such a 
requirement. 

Sincerely, 

Laurence H. Tribe 

cc: Mr. Bruce Ennis 

.- . 
I 
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BEFORE THE ARIZONA CORPORATION C 

MARC SPITZER 

WILLIAM A. MUNDELL 
Chairman 

R 

Commissioner 
UUSTINK. MAYES 

Commissioner 

N MATTER OF D I S S E m A n O N  OF DOCKET NO. RT-OOOOOJ-02-0066 
NDMDUAL CUSTOMER PROPRIETARY 
VETWORK INFORMATION BY 
ELECOMMUNICATIONS CARRIERS. 

CPNI RULES 

. INTRODUCTION 

By document dated August 13,2004, the Staff of the Arizona Corporation 

2ommission (“ACC”) released a newly-revised set of proposed Customer Proprietary 

Jetwork Information (“CPNY) rules for review and comment.’ Qwest Corporation, 

2west Communications Corporation, and Qwest LD Corporation (collectively herein 

’Qwest” or “Qwest Companies”) file these comments on behalf of Qwest’s local 

sxchange and Iong distance companies that will be affected by the Second Draft Rules, if 

dopted. 

The Staffs Second Draft Rules, while a major improvement over the first, 

ontinue to be afflicted by serious constitutional infirmities. They are also overreaching 

rom a public policy perspective, failing to reflect in any measure a meaningful 

osthenefit analysis. Such analysis would have to acknowledge that customers’ privacy 

See Memorandum to All Interested Parties From Ernest G. Johnson, Director, Utilities Division, dated 
rugust 13,2004. See aIso Memorandum, dated August 20,2004. 
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interests in Arizona are not now being threatened, compromised or abused by carriers. 

Nor have those privacy interests been in jeopardy in the decades that the ACC has been 

regulating telecommunications companies. 

In addition to carriers’ long-standing practices of protecting information about 

%eir customers, federal statutory protections that have existed for eight years (47 U.S.C. 

5 222), coupled with Federal Communications Commission (“FCC”) rules, operate to 

provide a solid foundation to assure reasonable protection of telecommunications 

:ustomers’ privacy. In the current environment, and given the substantial federal CPNI 

privacy protections, state regulatory mandates compelling carriers to affirmatively verify 

ind confirm customer CPNI choices, even if constitutional, would be unnecessary. When 

he cost of creating and maintaining systems and processes to underwrite this type of 

;overnment initiative is factored in, the chasm between the proposals and the public 

nterest draws larger. 

For these reasons, the ACC should reject the Staffs attern$ to craft Arizona state- 

ipecific CPNI rules, even along the lines of its Second Draft Proposed Rules. Just as the 

Washington Utilities and Transportation Commission (“WLJ‘TC‘‘) ultimately chose to do 

fier its rules were vacated by a federal court (those WUTC rules formed the foundation 

‘or much of the Staffs original proposed rules), the ACC should provide CPNI protection 

hrough a simpIe reference to the federal statute and rules. Such an approach is one 

:alculated to produce regulatory harmony, protect customers’ privacy interests, and not 

idversely interfere with the economic interests of those same customers. 

I. THE STAFF’S SECOND DRAFT PROPOSED CPNI RULES 

The Staff seeks comment on a “Staff Second Draft - Proposed CPNI Rules.” Like 

ts first set of Draft Rules, the second set does not provide any analysis as to their legal 

basis, necessity or propriety.2 This is unfortunate because, in large measure, the rules 

24 

25 

26 To the extent the current Staff Second Draft Propod CFaNI Rules remain unchanged from earlier 
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Eontinue to pose constitutional concerns and are rife with unduly burdensome proposals 

regarding a matter that has never been demonstrated to be a serious problem in Arizona - 
xmiers’ misuse of customer information. 

A. General Comments 

The primary flaw with the Second Draft Rule is the concept that it is lawhl for the 

government to require an affirmative customer response for verification of CPNI 
ipprovals. The concept is incorrect. From a constitutional perspective, there is little 

naterial difference between a rule prescribing that customers must afirmatively consent 

:respond) to the use of CPNI and one that says customers must affirmatively act to 

icknowledge (respond) an opt-out choice made earlier. Recasting the matter from one 

nvolving customer consent to one involving customer acknowledgement does not 

nsulate the proposal fiom constitutional scrutiny. In both cases, the failure to secure 

tffirmative action fiom a customer would preclude the carrier fiom using the information 

n speech-laden activities; and the customer fiom benefiting from the information desired 

o be conveyed. 

Such a rule is not in the public interest. Barring any demonstration of carrier 

ibuse of CPNI, or concomitant public harm, burdening carriers with complex, costly and 

lnduly burdensome bureaucratic requirements with respect to the use of customer 

nformation -- requirements not broadly or uniformly required of other commercial 

nterprises in Arizona -- is arbitrary and advances no public good. Those customers 

ipproving CPNI use should not be burdened by added costs just so that they can receive 

imely and relevant marketing information about products and services that might interest 

hem. Similarly, those customers not approving CPNI use should not be burdened by 

terations, Qwest may make note of that fact below, providing limited comment. Additionally, with 
espect to such unchanged rules, Qwest incorporates by this reference its comments filed on 
day 17,2004 addressing the substance of the rules (“Qwest May 17,2004 Comment’’). 

- 3 -  
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tdditional costs that will be recovered through the products and services they currently 

my. On balance, customers are simply not benefited by the proposed Rule. 

B. ScoDe of Rules 

As a preliminary matter, Qwest stresses that the Staffs Second Draft Rules would 

Iertain at most to intrastate CPNI. The CPNI rules promulgated by the FCC are 

ipplicable both in an intrastate and interstate context? While the proposed definition at 

t14-2-xx02 does not specifically confme itself to intrastate CPNI, that is the lawful 

xtent of its scope. 

Because of the limited permissible scope of any Arizona rules, it is clear that 

egulatory mandates imposed by the ACC on intrastate CPNI, different from those rules 

lstablished by the FCC, would burden carriers doing business on an interstate basis. 

doreover, customers most likely would be confused by regulatory activity associated 

vith only a portion of the customer information carriers have in their possession! 

See, e.g., In the Matter of Implementation of the Telecommunications Act of 1996: Telecommunications 
Tarriers ' Use of Customer Proprietary Network Information and Other Customer Information; 
nplementation of the Non-Accounting Safiguardr of Sections 271 and 272 of the Communications Act of 
934, As Amended, Second Report and Order and Further Notice of Proposed Rulemaking, 13 FCC Rcd. 
061, 8073-78 fl 14-20 (1998) ("CPNI Order"); In the Matter of Implementation of the 
'eI@communications Act of 1996; ers ' Uas of Cwtorcrer Prcprieietmy Network 
lfomation and Other Customer ntation of the Non-Accounting Safeguards of 
ections 271 and 272 of the Communications Act of 1934, As Amended, Order on Reconsideration and 
btitions for Forbearance, 14 FCC Rcd. 14409, 14465-67 77 112-14 (1999) (,,CPNI Reconsideration 
kde?); In the Matter of Implementation of the Telecommunications Act of 1996: Telecommunications 
'arriers ' Use of Customer Proprietary Network Information and Other Customer Information; 
nplementation of the Non-Accounting Sa&eguar& of Sections 271 and 272 of the Communications Act of 
934, As Amended; 2000 Biennial Regulatory Review - Review of Policies and Rules Concerning 
hauthorized Changes of Consumers' Long Distance Carriers, Third Report and Order and Third 
urther Notice of Proposed Rulemaking, 17 FCC Rcd. 14860, 14890 7 69, 14891 -92 71 (2002) ("July 
002 CPNZ Order"). 
Verizon v. Showalter, 282 F. Supp. 2d 1187, 1 193 (W.D. Wash. 2003) ("Verizon v. Showalter"). While 

msing, of  necessity, on the WUTC rules and their supporting rationale, the Court noted that "it defie[d] 
ers will understand the complicated regulatory framework suficiently to effectively 

- 4 -  
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C. Mandating Opt4 n Verifications for Oot-Out Amrovsls 

Is Unlawful ~14-2-xntOS~ 

A CPNI opt-in authorization rule unquestionably violates federal constitutional 

rotections, as now articulated by two federal  court^.^ An opt-in “verification” rule 

pplied to opt-out CPNI authorizations fares no better. While the Staff has crafted its 

nost recent proposal as an opt-in ‘bverification” rule,6 its proposal must fail for the same 

eason an opt-in CPNI consent regime fails in the first instance: Such rules are contrary 

D the public and consumer interest. They operate to withhold truthful information fiom 

onsumers, information that is calculated to improve their buying decisions and quality of 

ife. 

In all material aspects, the ACC has no better record on CPNI and customer 

xpectations, carrier uses, or potential harms, than did the FCC or the WUTC. That 

:cord creates no doubt but that customers will not afirmatively act with respect to CPNI 

hoices in any substantial volume, empirically suggesting that the status quo is quite 

atisfactory to them. If customers cannot be expected to act to approve CPNI use, they 

lost certainly cannot be expected to act to ‘’verify” their decision about their opt-out 

The WUTC’s opt-in rules (that formed the basis for the Staffs First Draft CPNI Rules (particularly its 
all Detail Version)) were vacated as unconstitutional by a Washington federal district court in Verizon v. 
howalter. That federal district court in Ninth Circuit territory, supported its position by reference to and 
rliance on US. WESTv. FCC, 182 F.3d 1224 (IO’ Cir. 1999), cert. denied, 530 U.S. 1213 (2000). And 
le United Reporting Publishing Corp. v. Los Angeles Police Dept., 146 F.3d 1133 (9”’ Cir. 1998)’ rev’d, 
9s Angeles Police Dept. v. United Reporting Publishing Corp., 528 U.S. 32 (1999) (where the Ninth 
ircuit held that a statute seeking to limit the release of arrestee records failed to directly and materially 
ivance the government’s interests in protecting an arrestee’s privacy). 

Any distinction between the Staff‘s earlier draft opt-in CPNI approval rules and its currently proposed 
it-in CPNI approval verification rule is dubious from a substantive perspective. The clear relationship 
‘the one to the other is obvious from the fact that the Staff edited a portion of one of its earlier-proposed 
iles outlining the requirements for written authorization to use CPNI by simply striking the word 
iuthorization” and substituting the word “verification.” See currently proposed rule R14-2-xx08.C. The 
wden 00 cBI*f”ies is no less severe by the change in nomenclature or proce5ss. 

- 5 -  
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approval. The expectation of a contrary customer response is in all respects at odds with 

the existing substantial record in this proceeding, as well as a long line of federal 

regulatory precedent. 

While neither the FCC (nor a court) has directly addressed or ruled on the 

lawfulness of an affirmative verification program with respect to opt-out C P N  approvals, 

pronounced judicial and regulatory decisions make clear that CPNI opt-in regulations that 

operate to burden the speech interests of carriers and customers are unlawful. They are 

also likely to be preempted by the FCC if they differ materially from the CPNI rules 

adopted by that agency? 

While Qwest continues to oppose any kind of govemmentally-mandated CPNI 

ferifications or confirmations (see also Section G. below), if any such requirements are 

mposed the methodology must be one of notice not carrier-customer interaction and 

:arriers must be permitted to choose the most appropriate methods to be made available 

?or their customers. l’eri ficatiodconfirmation mechanisms might involve e-mail, 

elephone verification, or written communication. In the past, Qwest used all these 

nethods as part of its earlier voluntary verification efforts. 

The FCC currently frames the issue of preemptive action regarding state CPNI rules different from its 
wm BS dgtendent on the, nature and quality of the dewelaped state record. The FCC fdt mmpsllad to 
‘acknowledge that states may develop different records should they choose to examine the use of CPNI 
or intrastate services. They may find further evidence of harm, or less evidence of burden on protected 
pech interests. Accordingly, applying the same standard, they may nevertheless find that more stringent 
pproval requirements survive constitutional scrutiny, and thus adopt requirements that ‘go beyond those 
dopted by the Commission [footnotes omitted; emphasis added].”’ JuZy 2002 CPNI Order, 17 FCC Rcd. 
t 14891 1 71. In connection with these comments, the FCC referenced an Arizona CPNI verification 
iroposal that it indicated might be sustainable based on an Arizona record different from that created at 
he FCC. Id at note 163. That reference was to a verification mailing that did nothing more than state the 
ustomer’s CPNI decision status - no affirmative action by the customer was required. The Staffs 
bond Drafl proposal incorporating a requirement for an affirmative customer response to a verification 
iailing is far different from the verification proposal referenced neutrally by the FCC in its earlier Order. 
:oupled with the fact that Arizona has no substantially different record than was before the FCC suggests 
iat the FCC’s cautionary remark that it does “not take lightly the potential impact that varying state 
qulations could have on carriers’ ability to operate on a multi-state or nationwide basis” (Id at 7 71) 
{auld provide a solid foundation for a request for federal preemptive action. 
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D. Mandating Prior Writ te~ CPNf Consent Is Presumptivelv 

The Second Draft Rule maintains a provision requiring that carriers secure express 

xior written customer consent before CPNI can be transferred to unaffiliated third 

barties. The rule is written in such a manner that suggests parallel drafting along the lines 

)f 47 U.S.C. 6 222(c)(2) (requiring carriers to disclose CPNI to anyone that a customer 

lesignates, when the designation is in writing). Yet it goes far beyond the requirements 

)f the federal statutory provision. 

The provision is most likely not constitutional if applied without consideration of 

he context associated with the transfer. For certain transfers, for example, there are 

rbvious and less restrictive alternatives to protecting customers’ privacy whiIe 

iccommodating carriers’ speech and property interests. Postings on carrier websites 

idvising that CPNI might be transferred in the event of a sale or direct customer 

iotifications advising of the transfer are both options which pose less barriers to speech 

md property alienation than do the Staff‘s Second Draft Rule. 

The record in this proceeding proves that prior customer consents cannot be 

ccured in any significant volumes with respect to CPNI use and disclosure. And, even 

nore significantly for consideration of this proposed Staff rule, the evidence 

lemonstrates that written consents are the most difficult type of affirmative consents to 

ecure, at least from residential customers,’ 

When considering the sale or transfer of part or all of a carrier’s business, the 

itaff s Second Draft Rule imposes an undue burden on legitimate alienation of property 

The FCC’s current rules are designed such that the provision of CPNI to an affiliate that does not 
lrovide “communications-related” services requires affirmative customer approval. The rule does not 
equire a written affirmation of approval, however. Qwest has not conceded that such a requirement is 
iwfi.11 but has not formally contested the requirement. The Staffs Second Draft Proposed Rule contains 
similar requirement at R14-2-xx04.A. 
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md the reasonable operation of commerce. There is nothing in the record to support a 

tnding that a customer’s interest in seeing that individually-identifiable information 

tbout them is not abused by their serving carrier requires barriers to trade such as would 

,e erected by a prior, written CPNI consent regime. 

The Staff‘s Second Draft Rule must be modified to allow for legitimate business 

ransactions involving the transfer of CPNI. While the modifications might be different 

or different situations, they must be sufficient to allow CPNI consents to be secured in 

nmcient numbers and at reasonable expense so that they are possible to comply with and 

lo not pose trade barriers. Such accommodations would not compromise the public 

nterest and would accommodate the unimpaired operation of commerce. 

Finally, the Second Draft Rule must be modified to accommodate existing federal 

Ibligations that incumbent local exchange carriers (“ILEC”) provide CPNI to those 

:arriers representing that they are authorized to receive it. As m e s t  stated: current 

ederal law requires ILECs to provide CPNI to those carriers representing that they have 

.uthority to review the information, even if the ILEC is not presented with a signed 

vriting by the customer evidencing such approval.’o 

E. 

The Staff provides no explanation in support of its proposed Second Draft Rule 

hat would require carriers not only to execute contracts with their affiliates, as well as 

vith their joint venture partners and agents (or independent contractors), but then to file 

See Qwest May 17,2004 Comments at 1 1. 
See 47 U.S.C. $8 251(c)(3)-(4). And see 47 C.F.R. 88 51.5, 51.319(g) and accompanying Note 

zquiring carriers to provide CPNI for purposes of pre-ordering, ordering, provisioning, maintenance and 
:pair and billing functions); CPNI Order, 13 FCC Rcd. at 8125-27 77 84-85 and CPNI Reconsideration 
b-der, 14 FCC Rcd. at 14459-60 7 98 (where the FCC indicates that a refusal to provide CPNI to other 
arriers when they have less than written approval would likely be considered an unreasonable practice 
nder the Communications Act). 

I 
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those agreements with the Secretary of State, providing a copy to the ACC. Such a rule 

is unnecessary, cost prohibitive, unduly burdensome, and serves no public interest. 

First of all, before a carrier can use information among its affiliates, either a 

cmtorner has to have consented to the use the customer has to have made a purchase of 

the affiliate’s offering. (See 47 C.F.R. §§ 64.2005(a)( l), (b), 64.2007(b); and compare 

proposed R14-2-xx03.A2).) With respect to the CPNI in the possession of the holding 

cmier, as well as its carrier affiliates, 47 U.S.C. 6 222(a) affirmatively imposes an 

stdigation to protect CPNI. There is no necessity, then, for any contract to exist with 

rtspect to information sharing among affiliates (at least not for CPNI protection purposes; 

here may be other affiliated transaction rules that require such contracts to be in place). 

With respect to non-canier entities, there is no evidence that carriers have failed 

torically to treat their customer information - one of their most valuable assets - 
:oafidentially or that their current conduct is at odds with their long-standing practices. 

B carrier determines to transfer CPNI to a non-carrier entity, there most likely will be a 

:antract associated with the transfer of the information that will include provisions 

&iressing how the confidential information is to be treated. Thus, there is no need for 

he government to promulgate an affirmative rule requiring such a contract. Additionally, 

:he contract that exists certainly does not need to be filed with the government. The 

xmtract may be confidential, for example, yet become subject to state open record laws. 

&e essential point to be made here is that the drafting and execution of contracts is an 

nctivity imbued with business and commercial prerogatives, not government imperatives. 

The government should do no more than establish standards and expect a carrier to reach 

base standards by whatever business means is feasible and appropriate. 

Finally, with respect to agents (independent contractors) and joint venture 

mtners, current federal rules already require the existence of a contract - with prescribed 

- CPNI is s h m d  5 
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Rule would incorporate those federal requirements into Arizona rules. 

~x03.D. 

See R14-2- 

Based on the above facts, there is no economically-sound reason why carrier 

:ontracts should be filed with the Secretary of State in Arizona or submitted to the ACC. 

The contracts are going to have the necessary protective language in them. Carriers are 

going to comply with the law. Therefore, this proposed rule should not be adopted. It is 

:ostly, unduly burdensome, administratively inefficient, and advances no public interest. 

F. 

(xx05.B2)\ 

The Second Draft Rule precludes carriers fiom communicating with their 

:ustomers in their ordinary, routine fashion - through their bills. If for no other reason, 

my rule promulgated along the lines proposed by the Staff must be modified to allow 

ieparate cost recovery for the governmentally-mandated separate mailing required 

hereunder. 

b. 

(xx05.BS)) 

The Staffs Second Draft Rule requires reference in the customer notice to the 

Zderal statutory definition of CPNI. (R14-2-xx05.B1).) Yet it also requires carriers to 

‘[sltate that CPNI includes all information related to specific calls initiated or received 

,y a customer” (emphasis added). As Qwest has previously pointed out,” the definition 

)f CPNI does not extend so far as to make “all information related to specific calls 

nitiated or received by a customer” CPNI. Carriers should not be required to misstate 

he law in the fashion suggested by the Proposed Second Draft Rule. 

SPB @@st May 17,2004 Comments &&7, 
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C. 

Rule (xx05.B91 

The Staff made no changes from its first to its Second Draft Rule on this matter, 

Iespite the fact that its proposal is at odds with FCC rules. As Qwest previously 

:ommented, the Staff cannot propose a rule requiring carriers to advise customers of 

lomething inconsistent with an existing federal rule.12 The FCC has modified its 

equirement that a carrier’s CPNI approval notice should include a statement informing 

ustomers that if they decided not to approve the release of CPNI their decision would 

lot affect the provision of services to which they subscribed. The FCC’s rule now 

bermits carriers to advise customers in clear and neutral language about any materialIy 

Idverse consequences that might be encountered by a customer’s refusal to provide CPNI 

g~proval.’~ Any ACC adopted rule must be modified accordingly. 

G. 

The Staffs Second Draft Rule proposal that carriers confirm, through a separate 

nai;:::;, a customer’s opt-in approval decision regarding intrastate CPNI is not in the 

ublic interest or in the economic interest of Arizona customers who would bear the 

burden of providing cost recovery for such confirmation. 

CPNI approvals will generally be secured from the mass market through an opt- 

ut  approval process. Opt-in approvals will be small in number, except with respect to 

business and more sophisticated purchasers of telecommunications services that can 

ppreciate the value of a supplier truly understanding their telecommunications needs 

See id. at 7-8. 

’ July 2002 CPNZ Order, 17 FCC Rcd. at 14906-07 17 103-06. The FCC added the sentence “However, 
arriers may provide a brief statement, in clear and neutral language, describing consequences directly 
zsulting @om the lack of accew to cPNr[,y to its rule 47 C.F.R. 8 ~ ~ . ~ ~ ~ ~ ~ c ~ ~ ~  
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wer time. These latter types of customers are not going to “make a mistake” about 

granting CPNI opt-in approval, and there should be no presupposition or prejudgment 

hat some entity or person will lie about the customers’ decisions. 

Written confirmations are not needed with respect to customers that affirmatively 

ake action to authorize or approve use of CPNI. Establishing the infrastructure to 

upport such a regime fails to make sense under any reasonable costhenefit analysis. 

H. 
Qwest opposed the Staff’s earlier proposed rule requiring the mailing of reminder 

iotices and it continues to oppose the rule, despite the Staffs revisions in its Second 

)raft. In light of the existing federal requirement that carriers using a CPNI opt-out 

ipproval mechanism must notify their customers every two years (47 C.F.R. 
i 64.2008(d)(2)), there is no reasonable costhenefit demonstration that can be made to 

upport an annual notification regarding intrastate CPNI in Arizona. The proposal 

emains an arbitrary and bureaucratic requirement that in no manner materially advances 

:onsumer interests and only burdens their economic ones as the bearer of the cost 

ecOVer) c l ~ ,  .. ..... L. -b.-:di L-L L.C-r...;Ab.. A ~ . L . . ~ ~ : ; .  
... . . . .  . -  . . .. . 

Additionally, as Qwest previously ~iated,’~ sending out “reminder notices” of a 

ustomer’s CPNI status, parsed as “opt-out approval,” “opt-in approval” and “express 

rior written opt-in approval,” is not as simple a process as it sounds. Creating the 

ystems to allow for such communication if required would be complex and costly’’ and 

iarriers should be hlly compensated for the endeavor. A serious investigation of the 

:osts involved, when compared to the speculative benefit associated with the initiative, 

See Qwest May 17,2004 Comments at 9-1 0. 

As Qwest advised earlier, creating such a functionality would require it to modify existing Customer 
#ervice Record (“CSR”) operations support systems (“OSS”) so that a customer’s “CPNI approval status” 
ould be discretely captured for purposes of a separate mailing. See id. at 10. 
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vould demonstrate that the customers’ privacy and economic interests would not be 

idvanced by requiring the communication of reminder notices. 

Furthermore, to the extent that the Staff is proposing that a carrier be required to 

:ommunicate with its customers through a means other than the carrier’s routine and 

rdinary mechanism of communication - its bill - the Staff should include a provision 

hat provides for cost recovery of its compelled communication. 

11. CONCLUSION 

For all of the above reasons, Qwest supports a CPNI approval process aligned with 

hat promulgated by the FCC, without any additional costly and unduly burdensome 

rerification, confirmation or reminder obligations. For this reason, the ACC should 

idopt CPNI rules of this kind, if it believes separate intrastate CPM rules are necessary at 

111. 

DATED this 30th day of August, 2004. 

BY 

7CES CORPORATION 
silite 1100 
4041 N. Central Avenue 
PhoeniX,AZ 85012 

And 

9. 
&UG, P.C. 

Suite 2600 
3003 N. Central Avenue 
Phoenix,AZ 85012 

Attorneys for @est Corporation, @est 
Communications Corporation, and m e s t  LD 
Corporation 
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M e  S. Heath 
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